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This manual is proprietary information of Open Options, LLC. Unauthorized reproduction or
distribution of this manual is strictly forbidden without the written consent of Open Options,
LLC. The information contained in this manual is for informational purposes only and is subject
to change at any time without notice. Open Options, LLC. assumes no responsibility for
incorrect or outdated information that may be contained in this publication.

DNA Fusion™ and SSP™ are trademarks of Open Options, LLC.

The DNA Fusion™ Access Control Software and SSP™ Security System Processor use
equipment that generates, uses, and radiates radio frequency energy. If not installed and
deployed in accordance with the guidelines of this installation manual, they may cause
harmful interference to radio communications. Operation of this equipment in a residential
area may cause harmful interference, in which case the user will be required to correct the
interference at their own expense.

The DNA Fusion™ Access Control Software and SSP™ Security System Processor shall be
installed in accordance with this installation manual and in accordance with the National
Electric Code (N.E.C), ANSI and NFPA 70 Regulations and recommendations.
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© Copyright 2002-2020 Open Options, LLC. All rights reserved.
Warranty

All Open Options products are warranted against defect in materials and workmanship for two
years from the date of shipment. Open Options will repair or replace products that prove
defective and are returned to Open Options within the warranty period with shipping prepaid.
The warranty of Open Options products shall not apply to defects resulting from misuse,
accident, alteration, neglect, improper installation, unauthorized repair, or acts of God. Open
Options shall have the right of final determination as to the existence and cause of the defect.
No other warranty, written or oral is expressed or implied.
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Open Options Software License Agreement

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO CUSTOMERS FOR THEIR
NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: Open Options shall mean Open Options, LLC, which has the legal right to license the computer application
known as DNA Fusion herein known as the Software. Documentation shall mean all printed material included with the
Software. Licensee shall mean the end user of this Open Options Software. This Software Package consists of copyrighted
computer software and copyrighted user reference manual(s).

LICENSE: Open Options, LLC, grants the licensee a limited, non-exclusive license (i) to load a copy of the Software into the
memory of a single (one) computer as necessary to use the Program, and (ii) to make one (1) backup or archival copy of the
Software for use with the same computer. The archival copy and original copy of the Software are subject to the restrictions
in this Agreement and both must be destroyed or returned to Open Options if your continued possession or use of the original
copy ceases or this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer or distribute the original copy
or archival copy of the Software or the Documentation. Licensee agrees not to translate, modify, disassemble, decompile,
reverse engineer, or create derivative works based on the Software or any portion thereof. Licensee also may not copy the
Documentation. The license automatically terminates without notice if Licensee breaches any provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end user customer. By
installation of the software, the end user customer and reseller agree to be bound by the license agreement and warranty.

LIMITED WARRANTY: Open Options warrants that it has the sole right to license the Software to Licensee. Upon
registration by the Licensee, Open Options further warrants that the media on which the Software is furnished will be free
from defects in materials and workmanship under normal use for a period of twelve (12) months following the delivery of the
Software to the Licensee. Open Options’ entire liability and your exclusive remedy shall be the replacement of the Software
if the media on which the Software is furnished proves to be defective. EXCEPT AS PROVIDED IN THIS SECTION, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN PARTICULAR, EXCEPT AS PROVIDED IN THIS SECTION, WITH RESPECT TO
ANY PARTICULAR APPLICATION, USE OR PURPOSE, LICENSOR DOES NOT WARRANT THAT THE
PRODUCTS WILL MEET THE LICENSEE’S REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE
COMBINATIONS OF 3RP PARTY SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE
OPERATION OF THE PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR
ITS VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF BUSINESS,
NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’ LIABILITY EXCEED THE
PURCHASE PRICE OF THE SOFTWARE.

The disclaimers and limitations set forth above will apply regardless of whether you accept the Software.

TERMINATION: Open Options may terminate this license at any time if licensee is in breach of any of its terms or
conditions. Upon termination, licensee will immediately destroy the Software or return all copies of the Software to Open
Options, along with any copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including patent and copyright laws.
This Agreement will govern any upgrades, if any, to the program that the licensee receives and contains the entire
understanding between the parties and supersedes any proposal or prior agreement regarding the subject matter hereof.
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Introduction

In this Guide

This guide explains how to integrate ASSA Abloy hardware with the DNA Fusion Access Control Software.
The ASSA Abloy hardware covered in this guide include ASSA WiFi Locks, ASSA PoE Locks, and the Aperio
WiFi Locks.

Aperio WiFi Lock ASSA WiFi and PoE Locks (IN220)

Integration Instructions
Step 1: Installing the DSR - Install and configure the DSR on a server that is separate from the
DNADrvr32. Configure the security settings of the DSR.

Step 2: Installing The LCT and configuring the Locks - Install the LCT and add ASSA locksets to the LCT
and the DSR Support Tool.

Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion - Add the DSR and ASSA locksets in DNA
Fusion. Configure ASSA Access levels.

Aperio Integration - Adding the Aperio Hub and configuring the Aperio Lockset in DNA Fusion.

Open Options Confidential 0-1



Introduction

DNA Fusion/ASSA DSR

ASSA ABLOY developed the Door Service Router (DSR), which translates commands from the DNA Fusion
access control system to the ASSA lock hardware. The DSR utilizes a Java-based web service that allows
the lock to quickly and efficiently communicate with DNA Fusion for real-time monitoring.

Since communication between DNA Fusion and each lock uses the existing IP infrastructure via the DSR,
a separate controller is unnecessary. All personnel information is configured in DNA Fusion and stored
directly on the lock.

ASSA does not support earlier versions of the DSR. In that regard, the user’s DNA Fusion version must
support the most recent version of the DSR that ASSA supports.
Minimum Requirements

The ASSA Door Service Router (DSR) and the DNA Fusion Server must be installed on a separate Windows
workstation, or on independent VM sessions.

Each DSR will support a maximum of 1,024 PoE and Wi-Fi locks, and DNA can communicate with multiple
Door Service Routers if needed.

PARAMETER MINIMUM SOFTWARE REQUIREMENTS
Operating System Windows 10 Pro (64-Bit) or greater
DNA Fusion Version 7.7 or higher
MS SQL MS SQL Server 2012 or greater
Additional Applications Java Runtime Environment 1.8.0.51 (Installed with
(Installed with DSR) DSR)

Apache Tomcat 8.0.21 (Installed with DSR)
e DNA ships with Microsoft SQL 2012 Express. SQL Express has a database size limit of 10 GB.

PARAMETER MINIMUM SOFTWARE REQUIREMENTS
Processor Intel Core i3 (4 cores) or greater
System Memory (RAM) 8 GB
Hard Drive Size 5 GB Free Space

* Virtual machine environments must have the equivalent resource allocations

0-2 Open Options Confidential



Step1:
Installing the DSR

In This Section:
e DSR Oveview
o ASSA DSR Integration Installation
e Uninstalling the DSR






Step 1: Installing the DSR

DSR Overview

The ASSA DSR integration is supported by DNA Fusion version 7.7 or higher. The integration requires the
proper licensing to be in place prior to the installation of the integration software.

@ About... DNA X

.dnaFL.lSiCJﬂ

Soft Key 1D 1FCCC17F-F8DE-4DD2-A23B-B43491B91... ~
Wamanty Expires On (N/A)

Cligrts: 1/2

Badging: 11

Drivers: /6

Sub-controllers: 4/10

Web Users 2

ASSA Doors: 074

Aperio Doors: 0/4

lsonas Doors: 0s10

Domakaba Doors 0/4

EngagelP Doors: 0/4

Handkey Il Integration: Yes

BIOSerypt Integration: Yes v

Refresh License o OK

The ASSA ABLOY’s PoE access control solution leverages an existing LAN for both power and data while
their Wi-Fi locks use an existing Wi-Fi network. The following lock solutions are supported by the DSR.

Wi-Fi Locksets
e SARGENT Profile Series v.S2
e SARGENT Passport 1000 P2
e Corbin Russwin Access 700 PWI1
e Corbin Russwin Access 800 WI1
e Corbin Russwin IN120
e SARGENT IN120

PoE Lockset
e SARGENT Profile Series v.S1
e SARGENT Passport 1000 P1 & P2
e Corbin Russwin Access 700 PIP1
e Corbin Russwin 780 IP1

PoE locksets allow real-time command and control of the lock in DNA Fusion. They also provide live, real-
time events utilizing existing infrastructure.

The Wi-Fi locksets leverage the wireless technology to communicate with locks. Wireless locksets are
offline by nature which means the locks are not communicating with DNA in real-time. This communication
path does not support real-time control or events from the lock.

Each DSR will support a maximum of 1,024 locks and DNA Fusion can communicate with multiple DSR's if
needed.

Open Options Confidential 1-1



Step 1: Installing the DSR

Wi-Fi Lock Considerations

Wi-Fi locksets utilize the existing wireless infrastructure and communicate to the locks directly with no
additional hardware required.

While the Wi-Fi locksets appear in the DNA Fusion hardware tree, there is no real-time command or
control of the Wi-Fi locks. This also limits the ability to retrieve events in real-time. Events will appear
once the locks communicate with the DSR and the events have been uploaded to the database. This can
be configured in the DNA Fusion Door Properties Device Settings section of the ASSA lockset.

Wi-Fi locks operate using battery power, and only communicate on a specified schedule. If constant power
is supplied, the lock will provide the same functionality as a PoE lockset.

PoE Considerations

ASSA PoE locksets utilize the existing network infrastructure and communicate to the locks directly with no
additional hardware required.

The PoE locksets appear in the DNA Fusion hardware tree and offer real-time command, and control of the
PoE locks. This also allows the lockset’s events to be configured to initiate other types of functions, such
as camera call up.

Network Considerations

When placing devices on the network, whether Ethernet or wireless, communication paths must be
considered. Keep in mind that IP address ranges may vary from Ethernet to wireless networks. If the
locks will be utilizing a wireless network for communication, the password for the network must be
obtained for configuration purposes. If wireless is used, the server must be able to communicate with the
wireless network as well as the internal network. It is important to work with the Information Technology
department to ensure communication with the various networks.

Another consideration is port 8080, which is used to communicate with DNA Fusion and the DSR without
encryption. If encryption is enabled, port 8443 is used for communication between the DNA driver and the
DSR. Ensure the port selected for the DSR is also set in the DNA Fusion software.

Port 9000 must be opened on the server running the DNA Driver. This port is used to send status and
event information from the DSR to DNA Fusion.

1-2 Open Options Confidential



Step 1: Installing the DSR

ASSA DSR Installation
The following tasks must be completed before the DNA Fusion/ASSA DSR integration will function properly.

© © N o u A

Installation and Configuration Steps

Install the Door Service Router (DSR).
This installation can be located by visiting ooaccess.com and selecting Resources > Software.
An Open Options account is required in order to access the DSR software.

Install the Lock Configuration Tool (LCT).

This is used to configure the locksets as well as define network parameters. Determine if the locksets
will use DHCP or a static IP address.

Program the locksets using the LCT.
This step will require connection to the lockset via USB cable.

Add the DSR to DNA Fusion.

Install and run the DNA DSR Utility.

Verify the lockset auto populates in DNA Fusion.

Configure the Door Properties.

Create ASSA Time Schedules and Holidays.

Create Access Levels for the ASSA locksets and configure ASSA Access Point Modes.

DSR Installation

Once the ASSA door hardware has been installed and wired, the ASSA DSR will need to be installed.
The DSR installation process is very straightfoward and can be performed without any knowledge of the
software.

NOTE: The DSR is required to be installed on a separate server or on an independent VM session
from the DNA Fusion Access Control System.

Download the DSRInstaller from www.ooaccess.com.

Verify the DNA Fusion DNADrvr32 Service Permissions.

The DNA driver and the ASSA driver need to run under the same identity. The account running the
services will be used later in the installation process and should be noted for reference.

For more information on DNA Fusion services, see page 2-7 and reference the DNA Fusion Technical
Manual.

Run the DSRInstaller. [T T E— - =
The Infroduction screen will open. Introduction
Click the Nex’[ button_ g[:::::::l;reemem ;}wﬂijt:z(aljr;l;;illguideynuthrnughthemstal\atinn of Door Service
The License Agreement screen opens. O oo | b ecommenged watyoucose amaraplcatinaetors

R . () Support Teol Configuration files without having to reboot your computer.
Select the [ accept radio button and click the | G osammemmtor | cuc vas s et ponsn tvmte
The Installation Folder dialog appears. 8:::2:?”0;9‘919 Enay cancELNS Instalton Ny ime o licling the Cancel
The default location is C:\Program Files\DSR.

Cancel Previous

Open Options Confidential 1-3
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Step 1: Installing the DSR

6. Click the Next button to continue the installation or select the Browse button and specify a different
location.
The Database Configuration screen appears.
7. Click the Next button to continue the installation or select the Choose button and specify a different
location.
The default location is C:\Program Files\PostgreSQL\PostgreSQL?4.
! Door Service Router 8.0.11.0 — *
Postgre SQL Server Configuration
Introduction Specify PostgreSQL Server details
License Agreement
Choose Installation Folder
@ Database Configuration
O Support Tool Configuration
(O DSR Server Configuration
O Pre-Installation Summary
(O Installing... Host: 127004
() Install Complete Database: To=
Username: postgres
Password SRR
Confirm Password: SRR
1
8. Enter a Password for the database, re-enter the password and click the Next button.
CAUTION: Remember to save the password in a secure location. There is no way to retrieve the
password once it is set and will require re-installation.
! Door Service Router 8.0,11.0 — X
Support Tool Configuration
Introduction Specify Support tool details
License Agreement
Choose Installation Folder
Database Configuration
@ Support Tool Configuration
(©) DSR Server Configuration
O Pre-Installation Summary _
(O Installing... Admin Name: admin
O Install Complete Password wrmmREEEaEan
Confirm Password: wrmmREEEaEan
User Mame: user
Password wrmmREEEaEan
W) Confirm Password: AR
1
9. Enter a Password for the Admin account, confirm the password, and click the Next button.
The password will be used to login to the ASSA Abloy DSR Support Tool.
1-4 Open Options Confidential



Step 1: Installing the DSR

! Door Service Router 8.0.11.0

Introduction

License Agreement
Choose Installation Folder
Database Configuration
@ Support Tool Configuration
() DSR Semver Configuration
(O Prednstallation Summary
O Installing...

(O Install Complete

Support Tool Configuration

X

Specify Support tool details

Admin Mame:
Password:

Confirm Password:
User Name:
Password:

Confirm Password:

admin

rmEeERREEaL

rmEeERREEaL
user
rmEeERREEaL

FERERAREREEE

Previous

CAUTION: Remember to save the password in a secure location. There is no way to retrieve the
password once it is set and will require re-installation. Information on Uninstalling is on page 1-7.

10.

11.

12.

Set the WS Encryption to False.
WS Encryption is not supported in DNA Fusion.

If needed, choose whether to enable TLS/SSL security

The DNA Fusion ASSA integration supports SSL/TLS Encryption. See page 1-7 for more information.

click Next.

! Door Service Router 8.0,11.0

Introduction

License Agreement
Choose Installation Folder
Database Configuration
Support Tool Configuration
& DSR Server Configuration
O Pre-Installation Summary
(O Installing...

(O Install Complete

Cancel

DSR Server Configuration

X

support.

Inadequate changes to the DSR server configuration parameters
may render the system inoperable. If in doubt, Please contact

Access Data Port:
Lock Port:
Security Valve:
‘WS Encryption:
TLS/SSL Security:

8080
2571

O frue (@ false

Note: If the default Data Port, 8080, is already in use, insert a different port.

13. Click the Install button to start the installation process.
When the installation is complete, the Install Complete screen opens.

Note: Restarting the system is required to complete the installation of the DSR. The IP address of
the DSR Server is required for the configuration of the LCT.

Open Options Confidential
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This Page Intentionally Left Blank
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Step 1: Installing the DSR

Additional Information

If a re-installation is required, the user will be required to uninstall the DSR and PostgreSQL. The method
recommended by ASSA ABloy for uninstalling both is provided in this section. This section also provides
information on how to enable SSL/TLS encryption for the DSR.

A W N R

© © N o U

Nou A wDh =

8.
9.

10.

Basic DSR Uninstall
Stop communication between DNA Fusion and the DSR.
Stop Assaabloy DSR/Apache Tomcat service and DSR-Adapter service.
Stop PostgreSQL services.
Uninstall the DSR (and it's database, when prompted).
Path: C:\Program Files\DSR\uninstall.exe or Programs.
Restart the machine when prompted.
After the machine restarts, ensure that PostgreSQL is only being used for the DSR.
If the PostgreSQL is only being used for the DSR, uninstall PostgreSQL.
Delete the DSR folder in the directory (c:\Program files).

Delete the PostgreSQL folders from the directory (C:\program Files and c:\Users).
If this step fails, follow the Regedit Uninstall Process, if not, continue with step 10.

. Empty the Recycling Bin.
11.
12.

Uninstall Java.
Restart the machine.
The machine is ready for a fresh DSR install.

Regedit Uninstall Process
Stop communication between DNA Fusion and DSR.
Stop Apache Tomcat/Assa Abloy Door Service Router and PostgreSQL services.
Uninstall DSR and PostgreSQL.
Delete DSR folder in the directory (C:\Program Files\DSR).
Delete PostgreSQL folder(s) from directory (C:\Program Files and c:\Users).
Delete Postgre files from the directory (C:\Data).

Do a regedit uninstall of the DSR, Postgre, and PGadmin (Regedit Computer\HKEY_LOCAL_MACHINE\
SOFTWARE and do a search and remove all DSR, Postgre, and PGadmin).

Restart the machine.
Re-install the DSR.
Start comm services.

SSL/TLS Encryption

Support for SSL/TLS is enabled with DNA Fusion version 7.7.0.67. This option can be turned on during the
DSR installation as well as through DSR Support Tool. The WS Encryption feature is not supported.

1.
2.

From the DSR Support Tool interface, select Configuration Settings / Server Seftings.
Select the WS Encryption & Port Configuration option.

The WS Security & Port Configuration page opens.

Set TLS/SSL-Security option to true.

The default port is 8443.

Open Options Confidential 1-7



Step 1: Installing the DSR

4. Click the Update Configuration button to save the setting.
The DSR Restart dialog will appear. This dialog will prompt the user to start the DSR service.
Click the Ok button.
Restart the DSR service.
If needed, change the DSR Port in DNA Fusion.

(# ASSA Edit DSR it
Parameters
Id: 1003
Description: LS54 Door
Address: 127.0.0.1

1-8 Open Options Confidential
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Step 1: Installing the DSR

Disabling Java Updates

Java updates disable the ASSA DSR service. Follow the steps below to disable Java updates.
1.

Locate the Java Control Panel.

2. Select the Update tab.

|| Java Centrol Panel

General Update Java Security Advanced

? The Java Update mechanism ensures you have the most updated version of the Java

51| platform. The options below let you control how updates are obtained and applied.
—
Notify Me: Before downloading

A £

Advanced...
Every Saturday at 10:00 PM, Java Update will check for updates. If an update is
recommended, an icon will appear in the system taskbar notification area. Move the

cursor over the icon to see the status of the update. You will be notified before the
update is downloaded.

Update Now

s | [t

~

Uncheck the Check for Updates Automatically box.

A Java Update - Warning opens.

Java Update - Warning

updates and will miss future security updates.

You have chosen to stop automatically checking for

/ ' \

AN

the most secure and fastest Java experience.

We strongly recommend letting Java periodically chedk for newer versions to ensure you have

Do Mot Check

Select Do Not Check.
Click Apply, then select Ok.

Open Options Confidential
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This Page Intentionally Left Blank

1-10 Open Options Confidential



Step 2:
Installing the LCT and
Configuring the Locks

In This Section:
o LCT Installation

« Lock Configuration in the DSR
o DNA\DSR Utility

o DNA Fusion Service Permissions






Step 2: Installing the LCT and Configuring the Locks

ASSA Lockset Configuration Tool (LCT) Installation

Once the DSR installation is complete, the ASSA LCT software must be used to configure the locks. This
software can be obtained from www.ooaccess.com.

1. Run the Lock Configuration Tool (LCT).
The Infroduction screen will open.

I Lock Configuration Tool (LCT) - X

Introduction

@ Introduction This wizard will guide you through the installation of Lock
O License Agreement Configuration Tool (LCT).

O Choose Install Folder Itis recommended thatvou close all ather applications before

(O Pre-Installation Summary starting Setup. This will make it possible to update relevant system
O Installing... files without having to reboot your computer,

O Install CRREE Click the ‘Wext' button to proceed to the nex screen. Ifyou want to
change something on a previous screen, click the ‘Previous' hutton.

fou may cancel this installation at any time by clicking the ‘Cancel’
huttan.

Cancel Previous Next

2. Click the Next button.
The License Agreement screen appears.

I Lock Configuration Toel (LCT) — X

License Agreement

Introduction Installation and Use of Lock Configuration Tool Requires

@ License Agreement Acceptance of the Following License Agreement:

(O choose Install Folder

() Pre-Installation Summary
O Installing... This End User License Agreement is a legal agreement. between
you (25 defined below) and Sargent, Inc., 3 Delaware
O Install Complete corporation together with its parent and afflizted group
companies (collectively or individually, "ASSA ABLOY™) having its
principal place of business at 110 Sargent Drive, New Haven,
Connecticut, 06511, for 2 license to use ASSA ABLOY's Lock
Configuration Tool software product. The Lock Configuration
Tool software product, including software components, media,
printed materials, "online” or electronic documentation and any
accompanying documentation and manuals provided at this time
or in the future, is referred to herein as the "Software Product.” .,

END USER LICENSE AGREEMENT

O | do NOT accept the terms of the License Agreement

3. Select the | accept radio button and click the Next button.
The Installation Folder dialog appears.
The default location is C:\Programs Files\Lock Configuration Tool.
The Pre-installation Summary appears.

Open Options Confidential 2-1
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Step 2: Installing the LCT and Configuring the Locks

4. Click the Install button to start the process.
When the installation is complete, the Install Complete screen opens.

I Lock Configuration Toel (LCT) — X

Install Complete

Infroduction Congratulations! Lock Configuration Tool has been successfully
@ License Agreement installed to:

& Choose Install Folder
Pre-Installation Summary
Installing... Press "Done” to quit the installer.
& Install Complete

C:\Program Files\Lock Configuration Tool

Cancel Previous

5. Click the Done button to complete the LCT installation.
The installation is finalized.
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Step 2: Installing the LCT and Configuring the Locks

Lock Configuration with the LCT

The network and locks must be configured using the ASSA ABLOY Lock Configuration Tool (LCT) software

before they can be added to the DSR Support Tool.

Once this step is completed, the IT Administrator may need to take additional steps to allow the locks to
communicate on the network. For more information, see the Lock Configuration Tool User Manual.

1. Open the LCT software .
The Select Option dialog appears.

2. Click the Create button to add a new configuration file.
The New Configuration File dialog opens.

# | Mew Configuration File

File Type™

Site Mame *

- *

DNA ASSH

Inactivity Timeout 300 in seconds (0 = off)
Administrator Password *

Confirm Password *

3. Enter the Site Name and Administrator Password.
Use the Password that was set in the DSR installation for the Admin.

4. Re-Enter the password and click the Ok button to create the configuration file.
The Lock Profile opens.

ASSA ABLOY
The lobal eaderin

5. Click the Create New Profile button.
The Lock Profile Details page opens.

Proie Desciption

ASSA ABLOY
The global leaderin

5 Ton ]

CT40520

A lock profile consists of common configuration items that apply to a set of locks.

Open Options Confidential
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Step 2: Installing the LCT and Configuring the Locks

For

Enter a Profile Name, and if desired, a Profile Description for reference.

If needed, check the Set as Default option.

If multiple profiles exist, the default profile will automatically be selected when configuring locks. If only
one (1) profile exists, the system will automatically assign the default flag.

If desired, check the Privacy box to enable support for the Privacy button.

If enabled, and a user presses the privacy button on the door, the door will only grant access to users
with an access level that has been designated with the Deadbolt Override option. Pressing the privacy
button on the door will end any passage mode, and secure the opening.

Select the Power Failure option: Lock or Unlock.
The lock defaults to the selected state when power failure occurs.

Network Setup
Select the Network Setup tab.

The Network Setup dialog appears.

ASSA ABLOY
Tre gt by

In the EAC Settings section, enter the IP Address of the DSR server.
The locks will use port 2571 to communicate with DNA Fusion.
In the Lock IP Settings section, select either the DHCP or Static.

This setting will determine how locks are assigned an IP address. If the Static option is selected, the
locks IP address will be assigned and saved during the lock configuration.

Wi-Fi Locks

Click the Select button, under the WiFi Manager section, to configure the network.
The Select WiFi Network dialog opens.

Select the desired network from the list and click the OK button.

The network appears in the Preferred WiFi SSID field.

WiFi Manager

Preferred WiFi 551D oolle
Security Type WPA2-Personal(TKIP) =

Key = eessssess
|»f Hide Characters

MNote: Use WPA-2-Tkip mode on a network that supports WPAZ and WPA onthe
same SSID. This network is in migration mede and must use TKIP encryptionfor
group broadcasts. A lockset using WPA2-Personal mode will not work ona
network that is in migration modef you have trouble connecting a lockset toa
WPA2 network when using a WPA2-Personal mode.Try WPA2-TKIP instead.

2-4
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Step 2: Installing the LCT and Configuring the Locks

Reader Setup
Select the Reader Setup tab.

2. Select the Reader Type from the drop-down menu.
If multiCLASS is selected, up to four (4) Card Types can be selected.

Name Description Tags Last Updated Date

Door For DA 09152020 084138

CT40520

ASSA
Theglobal eader in

3. Click the Save button to save the profile.
A Profile Saved confirmation dialog appears.
4. Click OK to continue.
The Profile is saved.

Lock Configuration
Once a Lock Profile has been created, the locksets will need to be configured.
To access the Lock Configuration screen:
1. From the LCT main screen, select the Lock Configuration tab.
The Lock Configuration page appears.

Lock Name. siv profile F/W Version Comniype  Configured  Status LastConfigured Date Action

Factory Default PCO31D04S5SA4TCA 3.0p09.0v3532 | Serial (COMY) | N

ABLOY

The global eaderin €T40520

Configuring a Lock

The LCT main screen provides detailed information for both configured and unconfigured connected locks.
The LCT scans the USB ports every 10 seconds, and automatically detects connected locks as well as
displaying disconnected locks from the last scan.

Unconfigured locks are located at the top of the list for ease of navigation. Once a lock has been
configured, the LCT maintains the configuration file in the list of locks.

I3 Lock Configurtion Tool - X

Q& A R a3 e Ste: Doorsfor ASSA| Ity Trneout: 300 zeconds &

SN Profile F/W Version ComnType  Configwed  Status  Last Configured Date Action

(¢]
(¢]

o | PCONDOSSSA4TCA | DoorsforASSA | 3.0p09_ccv3S32 | Serial (COME) | Yes o | 0021200002023

(5]
(5]

rance | PCOMDOOSASFOGAA  DoorsforASSA | 3.007.0cv3sTl | NA ves ® | 0921200084107
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Step 2: Installing the LCT and Configuring the Locks

To access the configuration screen:

1. Connect the lockset to the computer via USB cable.

The LCT will auto discover the lockset and populate the Lock Configuration dialog. A green circle
will appear in the Status column.

2. Select the Lock Configuration (&) icon.
The Lock Configuration screen opens.

;;;;;;;;;;;

aaaaaaaaaaaaaaaaaaaa

GGGGGG

3. Enter a Lock Name.
If multiple profiles exist, select the desired Profile from the drop-down menu.
5. Click the Configure button to start the configuration process.
When the configuration process is complete, a dialog will open confirming the success.

6. Click the Ok button to continue.

The Main Configuration page is displayed and the lock’s configuration status has been updated. The
Last Configured Date column will reflect the date and time of the last successful configuration.

D Lock Configuration Tool — be

>

s @ B R- B- P Site: Doors for ASSA | Inactivity Timeout: 300 seconds 7
Lock Profile EX geI0l 1N (.1 Diagnostics | Advanced Setup | Advanced Reader Configuration | System User
Lock Name SN Profile F/W Version Conn.Type Configured Status Last Configured Date Action
PoE Office - Back Entrance  PC031D04555A47CA Doors for ASSA 3 0p09_cx_v3532 Serial (COMS) Yes L] 08-21-2020 09:29:23 @ @
WiFi Office Front Entrance  PC034D0054SFOBAA Doors for ASSA 3 0p07_cx v3511 N/A Yes L] 09-21-2020 08:41:07 @ @

Upgrading Firmware
To upgrade the lock’s firmware:
1. Connect the lock using the USB cable and open the Configuration page.
The Lock Configuration dialog will appear.
2. Select the Firmware Upgrade tab.
The Firmware section opens.
3. If needed select the Firmware version from the drop-down.
Click the Upload Firmware button.
A confirmation dialog will appear.
5. Click the Ok button to continue.
The firmware will be uploaded and a dialog will open confirming Success.
6. Click the Ok button to close the dialog.

Note: If DNA Fusion was recently upgraded, Open Options recommends updating the DSR version,
as well as the Firmware.
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Step 2: Installing the LCT and Configuring the Locks

DNA DSR Utility

The DNA\DSR Utility is used to connect and synchronize the DSR. The most common function for this utility
will be to Refresh the DSR after an upgrade and the data base type has been changed, moved to a new
machine, or re-installed due to hardware failure. In all of those cases the DSR database is empty an the
user needs to synchronize DNA Fusion with the DSR. This process will ensure the settings in DNA Fusion
are updated in the DSR database.

Installation Prerequisites:
e Windows 10 Pro or higher
e .Net4.5.2
e Must be installed on the DNA Server.
To install the DNA\DSR Utility:
1. Locate the DNA\DSR Utility installation file.
The default location is C:\Program Files (x86)\DNA Fusion\Tools.
2. Right-click on the DNADsrUtiISetup file and select Run as administrator.
The DNA\DSR Utility Installation will open.

-] Setup - DNAFusion/DSR. Utility 1.9.0.5 - = X
Ready to Install b
Setup is now ready to begin installing DMAFusion/DSR Utility on your computer, @

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\DMNAFusion\Tools\DSRULlity

e B

3. Click the Install button to begin the installation.
When the installation is done, a dialog will appear.
4. Click the Finish button to complete the installation.

@ setup - DNAFusion/DSR Utility 1.9.0.5 =

[
Completing the DNAFusion/DSR
‘ Utility Setup Wizard

Setup has finished installing DNAFusion/DSR Utility on your
computer. The application may be launched by selecting the
installed shortcuts,

Click Finish to exit Setup.

=

An icon will appear on the desktop.
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Step 2: Installing the LCT and Configuring the Locks

Configuring the DNA \ DSR Utility
1. Locate the DSR Utility application file.

The default location is C:\Programs Files (x86)\DNA Fusion\Tools\DSRUtility.
2. Right-click on the DNADsrUtility file and select Run as administrator.

The DNA\DSR Utility will open

DSR Parameters

1305
DSR Address

127.0.0.1 [ASSA Doar) v | | 6 connect

[  DSR Functions v [] Regenerate User GUIDs

3. Click the Connect button.

A dialog will appear if the DNADrvr32 service is running. The service will need to be stopped to
connect to the DSR.

4. Select Yes to continue.
The DNA Driver is stopped and the DNA\DSR Utility is connected to the DSR.
5. From the DSR Functions drop-down, select Refresh DSR.

The DSR will be refreshed; activity will be visible in the Utility window and a confirmation dialog will
appear when complete.

-
T Dra/Dsk Utility - O

DSR Parameters
1905
DSR Address
127.00.1 [ASSA Door) v ] | connect
Version: 8.0.11.0.

@ DS Functions v [] Regenerate User GUIDs

Access point 943d6772-18a6-4002-9130-821b747a60ac matches for serial number PCO31D04555847CA, Mo actio.. =
Successfully initialized access point: Auto Add-PCO31004555247CA (PCO31D04555A47CA)

DSR {127.0.0.1) connected successfully

DSR Version: 8.0.11.0.
Linking ©rphan Day Periods
Linking ©rphan Day Excepti
Linking ©rphan Day Excepti

Linking Orphan Time Sched o DMNA Database has been refreshed to the DSR
Linking Users to DSR
Committing Pending User 4
Committing Pending User
Linking Crphan Authorizati - :
Linking Orphan Access Point Modes to DSR

Committing Pending Day Periods

Committing Pending Day Exceptions

Committing Time Schedules

Committing Users

Committing Authorizations

Committing Access Point Modes

Conversion Complete, |

DMNA/DSR Utility X

Click the Ok button.

Close the DNA\DSR Utility.

A dialog will appear with the status of the DNADrvr32 service. The service will need to be started to
connect to the DSR.

8. Click Yes to restart the driver.
Follow the next step for ASSA configuration in DNA Fusion.
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Step 2: Installing the LCT and Configuring the Locks

DNA Fusion Service Permissions

In order for the integration to function properly, the DNA Driver and COM+ objects, as well as the DNA
User Group must be configured properly. This is imperative to the success of the integration.

COM+ Object

1. Open the Component Services menu on the server.

2. Double-click the Computer item.

3. Double-click the My Computer icon and open the COM+ Application folder.
The COM+ Objects dialog appears.

#. Component Services
%. File Action View Window Help

= nm XE G| HimE D2

(23 Censole Root r r Actions
v . Component Services ﬁ'

- CoM+ Ad
~ || Computers COM+ COM+ QC COM-+
w (& My Computer Explorer  Dead Lett.., Utilities Maorg

w | COM+ Applicatio r
€2 COM+ Explor ?

& cou-acoe| cou (I

D

L

€ oM« Utilitie|| Utilities (... Export...
B COM-~ Utilitie Start
& NPowerDNA Shut down
@ System Applic Delete
| DCOM Config ]
| Running Processe BESBlE
| Distributed Transz View 5
@ Event Viewer (Local)
2 Services (Local) Properties

4. Right-click on the NPowerDNA object and select Properties.
The NPowerDNA Properties dialog opens.
5. Select the Identity tab, verify This user is selected and the User and Password fields are completed.

If the objects permissions have not been configured, enter a local machine Administrative login
information and click the Ok button.

The ASSA ABLOY Door Service Router service will require the same information. This also applies to
the DNA Driver (DNADrvr32) service.

NPowerDNA Properties 7 X
Advanced Dump Pasing & Recycling
General Securty Identity Activation Gueuing ASSA ABLOY Door Service Router Properties (Local Computer) %
“This application wil run under the following account
Accourt General oo On Recovery  Dependsnciss
(O System Account:

Log on as:
Interactive user - The curent logged on user
(O Local System account

Local Service - Buittin service account. Allow service to interact with desktop
Network Service - Buit4n senvice account with network access @i aesainti Browse
Local System - Complete access to local machine Password

®1This yzer Corfim passward:

0 Server applications cannot run under system service accourts
-

Leam more about setting these properties

[ ok | Cancel Lpply

Cancel Aonly

6. Click the Ok button.
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Step 2: Installing the LCT and Configuring the Locks

DNA Fusion Driver Service
1. From the Component Services dialog, select the Services option or open the Services window.
The Service dialog will populate.
Locate the DNADrvr32 service.
Right-click on the DNADrvr32 service and select the Properties option.
The DNADrvr32 Properties dialog will open.

DMNADrvr32 Properties (Local Computer) X

General LoegOn  Recovery Dependencies

Coon | [ o

4. Select the Log On tab and verify the user configuration.

Note: The DNADrvr32 account must match the account used to operate the NPowerDNA COM+
Object as well as the ASSA ABLOY Door Service Router service.

DNA Fusion User Group

1. Right-click on My Computer or This PC and select Manage from the menu.
The Computer Management dialog appears.
Expand the Local Users and Groups options.
Select the Groups folder and right-click on the DNAUSERS group.

4. Select Add to Group from the menu.
The DNAUSERS Properties dialog opens.

5. Verify the Service account is listed in the dialog.
If the account is not listed, click the Add button and enter the account’s information.

6. Click the Ok button to save any changes and close the dialog.
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Step 3:

Configuring the DSR and
ASSA Locks in DNA Fusion

In This Section:

o Configuring the DSR in DNA Fusion
o Adding ASSA Locks to DNA Fusion

o Configuring ASSA Locks in DNA
Fusion






Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

Adding the ASSA DSR to DNA Fusion

DNA Fusion communicates with a wide range of ASSA ABLOY Wi-Fi and PoE locking devices. Once the
integration installation has been completed, connect the ASSA hardware to the network and configure the
locksets within the DNA Fusion software.

Once the ASSA DSR has been configured, the DSR will need to be added to DNA Fusion.
1. With DNA open, select the Hardware browser button on the toolbar.

The Hardware browser opens.
2. Select the ASSA tab at the bottom of the browser.

Hardware n x

'&" Door Service Routers
\;;.l Tirme Based
- Access Levels

r_, Access Modes

BR sl Objects  [H Readers |iACN|s B assa
| E—
3. Right-click on the Door Service Routers option and select Add DSR from the menu.
The ASSA Add DSR dialog will open.

(8 ASSA Add DSR X
Parameters

Id: Add

Description: ASSA Doors

Address:

[ Use SSL
Port: 8082
Cancel

Enter a Description for the DSR.
5. Enter the IP Address of the DSR Server.

This information was obtained during the DSR installation. See page 1-5.
6. If needed, check the Use SSL checkbox to enable SSL.

If enabled, SSL requires port 8443 to be configured for communication. See page 1-7 for more
information.

7. Click the Ok button.
The DSR is added to the Hardware browser.

8. Verify the driver status. See page 3-2 for more information.
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Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

ASSA Driver Status

The ASSA driver is reflected by the color of the diamond in the Hardware browser. Below is a list of the
various driver colors and states.

e Green .+ - The driver is running and all systems are functional. All is right in the world.
e Black @ - The driver is not running.
O Verify the DNADrvr32 and ASSA DSR services are running under the correct identity.
DSR Options

There are a number of options available for the DSR including the ability to analzye the data between DNA
Fusion and the DSR.

Force Pending Changes to All D5R[s)
Analyze DMASDSR Synchronization
Load Mew Access Points

Confirm All Access Points

&) AddDSR

To access these options:

1. Right-click on the Door Service Routers header in DNA Fusion.
The DSR context menu appears.

2. Select the desired options.

e Force Pending Changes to All DSR(s) - Pushes any pending changes to all Door Service Routers
(DSRs).

e Analyze DNA/DSR Synchronization - This tool analyzes the users, access levels, and access points
to determine if there are any “out of sync” issues. If selected, the ASSA DSR Analyzer opens. This
dialog provides an option that will attempt to repair any detected issues. A severity warning will be
displayed to indicate the level of the issue that was repaired. View the tooltips contained within the
log files. Once complete, a Force pending Changes to All DSRs should be performed.

e Load New Access Points - Forces new locks to be displayed in the Hardware browser.

e Confirm All Access Points - Allows for the confirmation of all locks instead of confirming on an individual
lock basis.
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Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

Adding the ASSA Locksets to DNA Fusion

ASSA locksets will automatically be detected when they are connected to the network. The locks will
communicate with the DSR during the LCT configuration, and will automatically be detected by DNA
Fusion. Once the devices have been discovered, they will heed to be confirmed in DNA Fusion to configure
the door properties.

1. With the Hardware browser open, select the ASSA tab at the bottom of the browser.
The ASSA tab opens.

2. Connect the ASSA lockset to the network (PoE or Wi-Fi) that will communicate with the DNA Fusion
server.

When an ASSA Abloy Lockset is connected to the network, DNA will automatically add the device to
the Hardware browser. The service uses a UDP broadcast service to connect to devices.
They appear in the Hardware browser with the MAC Address and Auto Add as the description.

The devices will need to be confirmed to start communicating with the lock.

Hardware o x

ai}' Door Service Routers

. -+l ASSA Door

L [ Auto Add-PC031D04355A47CA
\=3.l Time Based

EJ Access Levels

'-; Access Modes

[EA sLL Objects [§ Readers [H AcMs B assa

3. Right-click on the door and select Confirm.

The door state and the diamond color will change. The color represents the door status.
4. Continue to confirm the remaining ASSA doors.

Once the door has been confirmed, the properties may be edited.

Configuring the ASSA Doors
Once the lockset has been confirmed in DNA Fusion, the door settings can be configured.

1. From the ASSA tab in the Hardware browser, right-click on the ASSA Door and select Properties from

@ ASSA Door Properties X
i Lf " Access Point Propesties
Alarm Config K
Access Point Information (1D - 1)
Corfimed:  Yes
Door Type:
Description
Serial Number:  PC031D04555A47CA
Betey Pt [ 2
Security Level:  Normal
Host Macro: “None*
Device Settings
Daly Battery Check Hour: | 1200am = | Scheduie Type
Strike Duration (Seconds): 5 - Awake (seconds): 0
Extended Linlock (seconds): |10 <] Aseen mutssy |0
[T Strip Sentinel Bt
Miscellaneous
= Sync Status:
Lock State: Last Seen: 09/18/2013:34:37
Door State: Last Emor:  09/17/20 12:04:54
oK Cancel

Depending on the lockset, Wi-Fi, or PoE, the properties dialog will vary slightly.
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Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

2.

10.

11.

12.

12.

13.

Enter a Description for the door.

The default name is the Serial Number of the device. This name will appear in the Events Grid as
well as, be used in any references to the door. The description is auto-populated when the device is
auto-added.

Select the correct Security Level from the drop-down list.

Category designation. All administrator to restrict operator use in the Operator Profiles.

If configured, select a Host Based Macro from the drop-down list or click the Edit button.
If the Edit option is selected, the Host Based Macro Editor will open.

For Wi-Fi locks, select the Daily Battery Check Hour and the Schedule Type.

Wi-Fi locks communicate on a schedule since they are not generally always communicating with the
DSR.

Simple - If selected, set the Awake (Seconds) and Asleep Time (Minutes). This will define the period
of communication (Awake) as well as the interval between communication (Asleep). The Asleep
period is determined from the last lock online event time. This is the default setting for most installations.

Always On - The lock will communicate continuously. If the lock is battery powered, this setting will
drain the batteries quickly (typically in one (1) day).

Always Off - If selected, the lock will not communicate with the DSR. No event will trigger
communication to start.

COMM User Only - A COMM User is a cardholder that has been assigned an ASSA Access Level that
has been designated as a Wakeup/COMM Access Level Type. Only a COMM User will trigger the lock
to establish communication. If selected, an access level must be created, and assigned to a
cardholder for the purpose of “waking up” the lock to begin communication.

Configure the Strike Duration (0-255 Seconds).
The number of seconds the door will remain unlocked when a valid credential is presented.

Set the Extended Unlock (Seconds) Time.
Determines the amount of time for cards that have been flagged with ADA.

Select the Alarm Config tab. .
(#®) ASSA Door Properties X

Advanced Alarm Configuration

The ASSA Advanced Alarm Configuration Properties Ef 3

dialog opens. Ty

If desired, select the Exclude From Alarm
Processing checkbox

Altemate Priority:

If desired, select an Alternate Priority and !

enter Alarm Text.

Alarm Text

If Alternate Priority is configured, it will
override the default event specific Alarm

Priority set in DNA / Administrative / Alarms
and Events / Logging. The alternate ID will be displayed in the Alarm Grid.

Select the WiFi Triggers tab.
The Access Point WiFi Triggers dialog appears.
Check the desired WiFi Trigger options.

These options determine what conditions trigger the WiFi lock to wake up and report status to DNA
Fusion as well as download changes.

Click the OK button to save the changes to the DNA Fusion system.
The door will appear in the Hardware browser. If the door appears grayed out, it has not been confirmed.

To confirm the door, right-click on the door and select the Confirm option. If the door appears
yellow, right-click on the door and select Initialize Device.

Doors must be confirmed before the ASSA service will start to communicate with them.
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Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

Setting Up ASSA in DNA Fusion

There several of items that must be configured in the DNA Fusion system that are specific to the ASSA
DSR integration. This includes the following items:

e Time Based Schedules

O
O
m]
O

Day Periods
Holidays
Holiday Groups
Time Schedules

e Access Levels

e Access Modes

Configuring Time Based Schedules

Time based schedules are used to create access levels for cardholders as well as access modes for ASSA
doors. These schedules include Day Periods, Holidays, Holiday Groups, and Time Schedules.

Day Periods

A day period is defined as time periods and associated days of the week. Once created, these Day Periods
are combined with holidays to create Time Schedules. Time Schedules are associated with Access Levels and
Access Modes.

To add a Day Period:

1. From the ASSA hardware tab in the Hardware browser, expand the Time Based header by clicking the
plus sign (+).

The Time Based categories are displayed.

2. Right-click on the Day Periods header and select Add Day Period.
The Assa Day Period dialog opens.

@) Assa Day Period X
ID: Add
Description:
— Time Periods
[¥] Monday Start Time | End Time
[V] Tuesday
[V] Wednesday
[V] Thursday
[¥] Eriday
[ Saturday
[7] Sunday
| Add Time Period | Rer e Time Period
oK || Cancel |

3. Enter a Description for the Day Period.

If needed, check or uncheck days of the week. Monday through Friday are selected by default.

5. Click the Add Time Period button.
A time interval field is added.

Enter the Start and End Time periods for the schedule.

If needed, configure additional time periods.
Click the OK button to save the Day Period schedule.
The Day Period is added to the ASSA hardware tab.

Open Options Confidential 3-5



Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

Holidays and Holiday Groups

Holidays for ASSA DSR locks are building blocks for Holiday Groups. A holiday must be created prior to the
inclusion in a Holiday Group.

Time periods can be associated with holidays to limit the hours, and create partial days. When a day
is specified as a holiday, it is treated differently by the system than a regular day (M-Su). Holidays are
defined by the date and, if needed, the duration time for the holiday.

To create a Holiday:

1. From the ASSA tab in the Hardware browser, right-click on the Holidays header and select Add Holiday.
The ASSA Holiday dialog opens.

@ ASSA Holiday X

ID: Add
Description:

Date: 08 [23/2017 [ =

Time Periods (not required)

Start Time:

| End Time

Add Time Period

Remove Time Period

‘ 0K | ‘ Cancel ‘

Enter a Description for the holiday.
Click the down arrow in the Date field.
A calendar appears.

@ ASSA Holida

ID: Add
Description:

|

|

|

|

|

| Date: 08 /23/2017 | =

4 August 2017 »

d)

lo Tu We Th Fr Sa

03 1 2 3 4 5 | |EndTime

6 7 8 9 10 11 12

13 14 15 16 17 18 19
20 21 22[23]24 25 26

27 28 29 30 31 2

\ Today \

[ 1 [""Add Time Period |

Remove: Time-Period

| ‘ 0K | ‘ Cancel |

4. Select the date from the calendar.
The date is populated in the Date field.

5. If needed, click the Add Time Periods button to define a time for the holiday and enter a Start and
End Time.

If no time period is specified, the holiday will cover the entire 24 hours of the selected date.
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Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

6. Click the OK button to save the holiday.
The holiday is added to the Holidays subheader in the Hardware browser.

7. Associate the holiday with a Holiday Group.
To create a Holiday Group:
Holiday groups are part of a Time Schedule and must be defined to configure the time schedules.

1. Right-click on the Holiday Group header and select Add Holiday Group.
The ASSA Holiday Groups dialog opens.

@ Assa Holiday Group X

Id: Add

Description: |

Type | Selected | Holiday

= ) Day Exceptio
» Christmas 2017
Labor Day
Thanksgiving 2017

0K

Cancel |

Enter a Description for the group.
Check the Selected column for the desired holidays.

4. Click the OK button to save the Holiday Group.
The new holiday group is added to the Holiday Groups subheader.

Time Schedules

Time schedules are defined day periods and, if needed, associated holiday groups. Once created, time
schedules are used to create Access Levels for cardholders, and Access Modes for doors.

1. From the ASSA tab in the Hardware browser, right-click on the Time Schedules header and select
Add Time Schedule.

The ASSA Time Schedules dialog opens.

@ Assa Time Schedule X
Id: Add
Description:
Type | Selected | Name
= & Periods
» 24x7 Personnel
Business Hours (8a-5p M-F)
Cleaning (8p-11:59p M-F)
Main Entrance Schedule (8:30a-4:30p)
Weekends x24
= & Holiday Grou...
All Holidays
City Hall Holidays
City Library Holidays
|0k ‘ | 9 Cancel
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Step 3: Configuring the DSR and the ASSA Locks in DNA Fusion

Enter a Description for the time schedule.

Select the desired Day Period by checking the Selected column.

4. If needed, check the Holiday Group to associate with the Time Schedule.

This creates a relationship between the day and time (Day Period: Monday-Friday) and the holiday
dates (Holiday Groups: specific date).

5. Click the OK button to save the Time Schedule.
The Time Schedule is added to the Hardware browser.

Creating ASSA Access Levels

An Access Level consists of an ASSA door and an associated time schedule. When the access level is added
to a card record, it determines where and when the cardholder has access within the system.

Access Levels can be grouped together for ease of distribution. Access Level Groups can be added to
individual cards or groups of cards in the system. This section covers how to create and modify ASSA
access levels as well as creating Legacy Access Level Groups.

To create an ASSA Access Level:

1. From the ASSA tab in the Hardware browser, right-click on the Access Levels header and select Add
ASSA Access Level.

The ASSA Authorization dialog opens.

@ Assa Authorization X
Id: Add &
Description:

Type: Access ==

Schedule: | Always [=]

Doors VIR

Selected | Type Name

» I Auto Add-PC507D0033SFO6AA

"} Auto Add-PC506E0008PADECA

e Qs| | 3 Cancel |

Enter a Description for the access level.

If desired, select the access Type from the drop-down list.

Access (Default) - Standard access

Wakeup/COMM - Used for WiFi locks to initiate communication to the DSR and does not grant
access to the selected locks. This can be used to push changes to the lock since WiFi locks are not
online all the time. Typically WiFi locks “wake up” on a schedule that is set in the Door Properties.

Access - Override Deadbolt - Credentials assigned an Override access level will have access to the
door in Lockdown mode as well as if the deadbolt has been engaged from the secure side of the
entry.

Double Swipe - Provides the functionality to toggle the door from a Locked state to an Unlocked state
or vice versa with the double swipe of a credential. Any user assigned an access level defined as
Double Swipe will have the ability to change the state of the door.

3-8
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If the lock type is a px, the door will remain in the toggled state until the associated Time Schedule
deactivates. For IN 120 locks running in px compatibility mode, the door will return to the locked
state at the end of the time schedule. However, sx lock types do not automatically return to the
locked state when the associated time schedule deactivates.

Note: While DNA Fusion and the DSR support a wide array of Locksets (Sargent, Corbin, Russwin),
this feature is not available in all locksets.

4. Select the Time Schedule from the drop-down list.

Time schedules will need to be created prior to adding the access level. Open Options
recommends time schedules be programmed for hardware and personnel separately.

5. Check the Selected column to add a door(s) to the access level.
The Members tab will display the cardholders that have been assigned the selected access level.

Once ASSA Access Levels have been created, Legacy Access Level Groups can be created to group
access levels for ease of distribution to cardholders.

For more information on access levels, see Chapter 6 in the DNA Fusion User Manual.

Creating a Legacy Access Level Group

A Legacy Access Level Group provides an easy way for legacy access levels and ASSA access levels to
be grouped together in a common access level. This will allow a cardholder to have access to doors on
multiple controllers and ASSA locks with a single legacy access level group.

1. With the Access Levels browser open, right-click on Access Level Groups and select Add Legacy
Access Level Group from the resulting menu.

The Legacy Access Level dialog opens.

@ Group Properties X

Group Properties

Group Type: cess Level Gro

Group Name:

Description

Group Access Level Members

8 Access Levels

Ok

b 4 Cancel

Z Modify Levels

Help

Enter a Group Name for the legacy access level group.
Click the Modify Levels button.
The DNA Fusion - Assign Access Levels dialog opens.
The ASSA access levels are identified by the distinct icon.
4. Select the Assigned column for the desired ASSA Access Levels and Legacy Access Levels.
A “+"” will appear in the Assigned column once the door(s) have been selected.
If the group has doors already assigned, a checkmark will appear in the Assigned column.
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5.

Click OK to save the Legacy Access Level dialog.

The Legacy Access Level Group will appear in the browser and is ready for distribution to cardholders.

Creating ASSA Access Modes

Access modes are configured to specify a reader mode change based on an event, including unlocking
the reader on a schedule as well as a first person unlock option. Once enabled, the door will either unlock
based on the associated schedule or when the first person accesses the door within the specified time
schedule.

1.

From the ASSA tab in the Hardware browser, right-click on the Access Modes header and select Add
Access Mode.

The ASSA Access Point Modes dialog opens.

I@ Assa Access Point Modes

Id: Add
Description: |
Schedule:  Always =

Type: Unlock =

Type | Selected | Name

= () Access Points
» Auto Add-PC506E0008PA0GCA

Auto Add-PC507D0033SFO6AA

Enter a Description for the access mode.

Select a Time Schedule from the drop-down menu.
Time Schedules should be created before configuring Access Modes.

4. If desired, select the Access Mode Type from the drop-down list.

Unlock (Default) - The reader will automatically change modes, and Unlock the door if the specified
schedule is active when the cardholder badges. The door will return to the secure state at the end
of the time schedule.

First Person Through - If the selected Time Schedule is active, the first person to badge will unlock the
door. The door will remain in the unlocked state until the time schedule deactivates.

Primary - Requires the cardholder to have a PIN associated with their personnel record.

Primary THEN Secondary - Once configured, cardholders assigned this level would be required to
present a valid card and enter a PIN.

CAUTION: This setting defines the cardholders access instead of the locksets mode. The lockset
will NOT accept a cardholder if either the Primary or Primary THEN Secondary mode is selected and
a PIN is not associated with cardholders. The lockset operates in a mode where the cardholder is
required to present credentials based on this setting. This requires some cardholders to enter both
factors while other cardholders present a card.

Check the Selected column to add a door(s) to the access mode.
Click the OK button to add the access mode.

3-10
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ASSA Credential Information

This section explains how to assign card information to a Personnel Profile.

1.

From the Personnel browser, add a new cardholder or open an existing cardholder’s record.
The cardholder’s record opens.

- : = |
& Ervloree o §+ Envipee o Page 2 [B] D Bsdgng (2] Ca: 6001
Employee

Unique D: |8 Trpe: [NORMAL |
Fist Josh

Midde: @ Manage User Groups
Last Durham

EMal Elai Engloyee

Company:  ND Custodial Needs v e
Address: [ 4579 NW Road

Gy Carroliton
Work Phone: Sate/Prov: [T -Te

Hre Date:[11/22/2019 [~ Country: United States of Amer| Zp:

Employee Photos

Last Updated

Operator:  Admin Created:  11/22/19 115529 Updated: ~ 08/02/2009:34.25

Enter the desired information in the Employee Info tabs.
Select the Card tab.
The card information is displayed.

| = o |

B Erpopeeio f Envee o Page2) [B] 10 By ) Cort 6001

e pue o [OeETe By Trce isory || D Hos Accsss To.. | eom siuaions..

Cord ormat; [N ee Lo

Card: 5001 Issue: o[- ost Used L
OoteTimes: 05102120 09138142 Crested: 122119 115529

Bob Ao Updoted: 09102720 0961:47

Locaton: 1:3.01 Loby Deor Worshouse rmed: WA

Gt o

ASSA Credential Format: |None
ASSA Facility Code: o

Access Levels

For new cards, enter the Card number and complete any other fields.

Note: Two cards will need to be issued if the installation is utilization multiple hardware platforms.
One card would use the standard card format programmed in the Open Options controller. The
second card would have the ASSA format and the facility code information.

If needed, right-click in the record and select the Add New Card option.
The Card number dialog appears.

Enter the Card number and click the Set button.
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7. Right-click in the record and select the Update option.
The record is saved and updated.
8. Select a card format from ASSA Credential Format drop-down list.
If PIN is selected, a PIN must be entered in the card record. PINs must be six (6) digits in length.

ASSA Credential Format: |Mone E]
o : a
ASSA Facility Code: PIN

HID Prox 10301
HID Prox 10302
HID Prox 10304

HID 33 Bit e
HID 34 Bit

o % Access Levels Corporate 1000

Prox Raw

=5 Access Level Group Mag Track 2

-5 warehouse H10301 (w/Sentinel)
H10301 (w/o Sentinel)
H10302 (custom)
H10304 (custom)
Corporate 1000 w/Sentinel
Corporate 1000 w/o Sentinel
00 64 Bit
H10304 (custom w/Sentinel)
Corporate 1000 - 48 (Built-in)
Corporate 1000 - 43 (Custom)
C5MN 56 Bit Reversed
CSN 56 Bit Reversed Bits
MIFARE DESFire
H10302 (custom w/Sentinel)
CSN 56 Bit
MIFARE Classic 1K
MIFARE Classic 4k
MIFARE Ultralight
PIV 40 Bit BCD M5B
FIV 64 Bit BCD MSB -

9. Enter the Facility Code for the credential.
10. Update the cardholder’s record.
11. If desired, add an access level to the cardholder.
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Application
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Aperio Integration

Configuring the Aperio Hub in DNA Fusion

The Aperio Hub must be model AH30 and be setup for Open Options (should be indicated by a sticker).

Wiring the Aperio Hub
The Aperio Hub (AH30) is wired to a controller’'s RS-485 port. The required connections are shown in the

table below.
APERIO HuB WIRE O
DESCRIPTION
TERMINALS
A RS-485 Data A INTeiEShmEXT
B RS-485 Data B e TERM

Wiegand Data 1 signal. Used to transmit credential 00w

DATA 1 . . [ m—po
information cfem 3
Wiegand Data 0 signal. Used to transmit credential i A1

DATA O . . 0
information. o

RED Used for access decision. Leave unconnected if DIP

switch 1 (AO) is in the OFF position.

GREEN Wiegand green signal. Used for access decision.

GND GND = signal ground.

Power supply limit. The power supply shall be
a Limited Power Source (LPS) according to EN O

8-24 Vdc 60950-1. The power supply shall be 3A over
current protected. Wire requirements are 16 to 22
AWG

Ensure that the Aperio Hub (AH30) is wired correctly. See the table and the diagram above to verify the

wiring connections.
From the RS-485 port:

1. Wire the TR+ to A terminal on the Aperio Hub.
Wire the TR- to B terminal on the Aperio Hub.

2
3. Wire the GND (LSP or Panel) to the GND terminal on the Aperio Hub.
4

Wire the Power to the 8-24 Vdc terminal.

LED Status

LED FREQUENCY

DESCRIPTION

Solid GREEN

Aperio Hub is Online

Solid GREEN, one short RED flash

Aperio Lock is Offline

Solid GREEN, two short RED flashes

EAC Offline

Solid GREEN, three short RED flashes

Aperio Lock and EAC Offline

Yellow, Flashing

UHF Communication

Solid Yellow

Pairing Active

Open Options Confidential 4-1




Aperio Integration

DIP Switch Settings
A0-A3 (1-56) is used to set physical address of the Aperio Hub (AH30).

LABEL DIP SwitcH NUMBER DESCRIPTION
AO0-A4 DS1-5 Controls physical addressing of the AH30.

DOWN DS6 Controls the use of the RS-485 pull down resistor.
up DS7 Controls the use of the RS-485 pull up resistor.
TERM DS8 Controls the use of termination between A and B.

DS9 Not Used.
INT/EXT DS10 Controls the use of the external antenna.

Aperio Hub Address Settings

ADDRESS AO (DS1) A1l (DS2) A2 (DS3) A3 (DS4) A4 (DS5)

(1} Do NOT use address 0

1 ON OFF OFF OFF OFF
2 OFF ON OFF OFF OFF
3 ON ON OFF OFF OFF
4 OFF OFF ON OFF OFF
5 ON OFF ON OFF OFF
6 OFF ON ON OFF OFF
7 ON ON ON OFF OFF
8 OFF OFF OFF ON OFF
9 ON OFF OFF ON OFF
10 OFF ON OFF ON OFF
11 ON ON OFF ON OFF
12 OFF OFF ON ON OFF
13 ON OFF ON ON OFF
14 OFF ON ON ON OFF
15 ON ON ON ON OFF

Note: Physical address is not read on fly. The user must power down and up for each DIP switch
change, otherwise the Aperio Hub will operate on the same physical address.

Note: If the Aperio Programming Application is used to set the RS-485 addresses, the application
will override the address set by the DIP switch.

4-2
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Adding the Aperio Hub in DNA Fusion

Before adding the AH30:

1. Ensure that Aperio Doors license has been added to the DNA Fusion system.

@ About... DNA

Licensed To:
USID:

Build Number:
Soft Key ID
Warmanty Expires On:
Clients:
Badging:
Drivers
Sub-controllers:
Web Users:

) Doam.

Domakaba Doors:

Refresh License

Aperio Doors 0/4

@dna

DLR-00067
7805

1RCCC17F-F8DE-4DD2-A23B-B49491B91_.

0/4

X

2. Ensure that the Baud Rate for the controller is set to 38400.

[None

Downstream Ports
Port 2 Baud Rate:

38400

PIV Authentication

- Port 3 Baud Rate:

HIDEIV

38400

Entry Point

3. Once the prerequisites are met, right-click on the controller with the Aperio Hub attached.
Select Add > Add Sub-confroller.

Time Sche

ol 1.3.1: 5to
-+l 1.3.2: Em
[-oll 1.3.3 Ap

.#@ lsonas Doors

% Engage Hardwa

0 Site 1: ENGAG

Stentofon

[+l 1.1.2: Main Entrance
e+

|i Doors

|§| Elevators

Properties...

Edit Channel...

Status...

Controller Commands

Add...

@ Delete

Journal

Card Formats...

&
@ ‘Web Service Credentials...

¥ Web Login..
& Download...
Reports...
fat
Refresh Status

‘Where Used...

Add Access Area...

Add Door ¥
Add Elevator...

Add MPG...

Add Sub-controller...

& keypad command..

B E W
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In the Type / Preview drop-down menu, select Aperio Hub.
Add a Description for the Aperio Hub.

Ensure the Physical Address matches what the DIP switches were set to on the Aperio Hub when
power was applied.

@ Hardware Properties: Sub-contraller 1.3.3 X
~ Sub-controller Sub-controller
- Advanced
Se: Site 1:0O-TRNG-WXJM2  S5P: 1.3 Storage Facility
Subcontroller (S0} |S10:3 | - | [] Match Prysical [] Disable: SI0
Description: Aperio Hub.
Home Page:
Attributes Type / Preview
Physical Address: |5 D
Reply Channsl: pere T
Send Charnel: Port 2 . Inputs: 24
Outputs 8 .
Readerss 8
P Alarm Text:

i
¢  cancel

Help

8. Select Ok to download the settings.
If needed, reset the controller to bring the Aperio Hub online.
The Aperio Hub must be online before configuring the Aperio Programming Application.
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Configuring the Aperio Programming Application

The Aperio Programming Application is available in the Aperio Kit and is needed to complete the Aperio
integration. Follow the steps below for installation and configuration instructions.

Installing the Aperio Programming Application

To install the Aperio Programming Application:

1. Locate setup.progapp application.

2. Double-click on the application.

3. Click Run.
The Setup dialog opens.

g Setup - Aperio® Programming Application 23.0.121-b0437c5 — X

Welcome to the Aperio® Programming Application
Setup Wizard

This will install Aperio® Programming Application on your computer. The
wizard will lead you step by step through the installation.

Click Mext to continue, or Cancel to exit Setup.

Next = Cancel

4. Click Next.
The License Agreement appears.
Select | accept.
Select the where to download the application or select Next to accept the default path.
Default Path: C:\Program Files (x86)\Assa Abloy\ Aperio Programming Application.
7. Once the install is complete, click on the Finish button.
An Aperio Icon should appear on the desktop.
8. Double-click on the Aperio desktop icon.
The New Installation dialog will appear.

aaaaaaaaaaaa
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9. Enter a Installation Name and Password
10. Re-enter the Password.

11. Locate and open the Key File by selecting the browse (...) button.
The file type is .xml.

7z New Installation *

Installation

Aninstallation represents a complete Aperio® system.

The password is used to securely encrypt all settings and
configurations for the installation. A minimum of 8 characters with
uppercase, lowercase, and numbers is required. The installation name
can not be used as password.

The key file contains unique keys that are used to secure the radio
communication and prevent unauthorized reconfiguration of the system.
Do notuse the same key file for different installations.

Installation Mame |MNew Aperio Hub

Password TIYTITTIITIYY

Confirm Password (eessssssssss

Key File rin\Open Options-Open Options Test Bed-23549407. xml

@ Import... Create Cancel

12. Click on the Create button.
13. Insert the Wi-Fi dongle into the Host Machine
The USB stick is labeled Aperio Wireless Lock Technology.
14. Select Quick Scan.
Aperio Hubs (Communication Hubs) in range will appear in the Quick Scan dialog.

2 Scan for communication hubi(s) X

~
Select the communication hub(s) to retrieve information from
Check the boxes for each Communication Hub and press "Show Details™ to retrieve
information.
To select all, selectthe checkbox in the title row, or press Ctrl + "A™ or Cirl + "+,
UHF Link is the signal quality between the USE radio dongle and the
communication hub. ™
[ communication Hub Radio Channels UHF Link .
ail
[m]E=H 11, 16, 25 ol
|02 11, 15,25 | ]

@ Rescan Show Details Cancel

15. Select the desired Aperio Hub.

The correct Aperio Hub can be identified by the MAC Address.
16. Click on Show Details.

The Aperio Hub will be displayed on the dashboard.
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17.

To switch to Customer Mode, right-click on the Aperio Hub and select Switch to Customer Mode.

This action will remove the customer mode caution.

= Aperio® Programming Application - [New Aperio Hub] - o X
File Installation Help

ONLINE OFFLINE USB CABLE

MAC Address

00ATTAD1:02:0C:3E:DT
RS485, Muitiple Lock [Mercury protocol]
69.3419

125

14, 16,25

11 (2405 GHz)

Active Channel
Searity Mode Customer Mode.

EAC Addressing Mode Normal address offset

DIP Switch Value 5
5
Disabled
5 minute:
Number of Paired Locks and Sensors 1
Device Status
[112FA1]
MAC Address 00ATTADI0ZA12ZFAT
Panid 3607
Short Address 101D
EAC Address [

Lz} £ e
Quickscan  Scan Reresh isco Detect -
Lock/Sensor Commurication Hub EAC Address UHF Link ion Hub [0C3ED7]

4 USB radio dongle connected (COM 7)

Configuring Aperio Locks in the Aperio Programming Application

Ensure that the Aperio doors are powered on. The batteries must be installed correctly and at the correct
voltage. Ensure that the cover is placed properly. The Lockset cannot be paired with the Aperio Hub if the
battery cover is not placed properly.

Note: The POST test should complete with one (1) red LED flash followed quickly by one flash of
the green LED and a beep. If the batteries are not installed correctly the lockset will flash red ten

(10) times.

3.

In the Aperio Programming Application

Lock/Sensor

dashboard, right-click on the Aperio Hub.

Select Communication Hub > Pair with lock
or sensor.

Follow the instructions in the image below.

<Z> Pair with lock or sensor X

Lock

Show a card to the Aperio® lock and wait for the hub's LED
to go from steady yellow to alternating green and yellow.
Click "Done” afterward to see the pairing result.

Sensor
Open the door to activate the sensor. Click "Done” afterward

Communication Hub

EAC Address

Lock/Sensor [112FA1] >

UHF Link Communication Hub
el MAC Address
are Flavor

Communication Hub [0C3EDT] *

Upgrade Firmware...

Configure...
Pair with lock or sensor
Retrieve System Information

Change Radio Channels...
Change EAC Address...

Change Physical Location Name...
Switch to Manufacturer Mode

are Version
ader Version
Channels
Channel

ty Mode
ddressing Mode
itch Value

ddress

Remote Unlodk
Remote Unlock Time to
Mumber of Paired Locks

to see the pairing result.

Show card/engage sensor

Time remaining until timeout: 26 seconds
]

The Aperio lockset and the Aperio Hub are now paired.

If a Security mode conflict error is shown after the pairing, switch to Customer Mode. See step 17,

page 4-7.
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Adding an Aperio Lockset to DNA Fusion
Locate the Aperio Hub in DNA Fusion.
Expand the Aperio Hub’s hardware tree.
Right-click on a reader icon.

B

Select Add Door > Create Aperio Door.

-4 @® 13.3.08

..... ail m
..... sl 1. Properties...

_____ s 1 i Download

""" 8% :: Add Door »| [l Create Aperio Door
..... ] 3
» ) )
_____ Y IRE Journal . Create Aperio Door (via Template)
..... g 1.

% Site 1: ENG
Stentofon
=

5. In the Hardware Properties: NEW door dialog, add a Descriptfion to the door.

—
@ Hardwere Properties: NEW Door X

Controler 1.3: Storage Facility
Door Number: ACM2 -] DoorType: |Normal ~
Othe
Descipton; Aperio Lockset
Home Page
Point Alarm Properties
Atemate Pioty: |0 SecutyLevel: | Normal

[0 Not Load Home Page on Alam

‘am Media Fi
Aam Text ‘

v "
Camera: “None™

®  Cancel Templates
Template Nam N
Desaiption

Help

Application Not

6. Click Ok to download.

7. Open the Access Level browser and add the Aperio Door to a desired Access Level Group.

@ Global Access Level

Name: Warehouse [ Activation Date:

Default Time Schedule: | T5001: Always - Deactivation Date:
Access Level Calegory: | Access Level
U Access Level Credential Function: MNone

Escort Requirements Mot an Escort (default) : e —|

Assigned  ~ | Address ~ 1| Description | Time Schedul
110 [H Acm1 “Default
1102 [ Acm2 “Default
\\f 13D1 [ Lobby Door/ Warehouse “Defautt
» o 1302 [l Aperio Lockset “Defautt

8. If needed, add card formats to the controller.
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