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Open Options Software License Agreement

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO CUSTOMERS FOR THEIR
NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: Open Options shall mean Open Options, LLC, which has the legal right to license the computer application
known as DNA Fusion herein known as the Software. Documentation shall mean all printed material included with the
Software. Licensee shall mean the end user of this Open Options Software. This Software Package consists of copyrighted
computer software and copyrighted user reference manual(s).

LICENSE: Open Options, LLC, grants the licensee a limited, non-exclusive license (i) to load a copy of the Software into the
memory of a single (one) computer as necessary to use the Program, and (ii) to make one (1) backup or archival copy of the
Software for use with the same computer. The archival copy and original copy of the Software are subject to the restrictions
in this Agreement and both must be destroyed or returned to Open Options if your continued possession or use of the original
copy ceases or this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer or distribute the original copy
or archival copy of the Software or the Documentation. Licensee agrees not to translate, modify, disassemble, decompile,
reverse engineer, or create derivative works based on the Software or any portion thereof. Licensee also may not copy the
Documentation. The license automatically terminates without notice if Licensee breaches any provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end user customer. By
installation of the software, the end user customer and reseller agree to be bound by the license agreement and warranty.

LIMITED WARRANTY: Open Options warrants that it has the sole right to license the Software to Licensee. Upon
registration by the Licensee, Open Options further warrants that the media on which the Software is furnished will be free
from defects in materials and workmanship under normal use for a period of twelve (12) months following the delivery of the
Software to the Licensee. Open Options’ entire liability and your exclusive remedy shall be the replacement of the Software
if the media on which the Software is furnished proves to be defective. EXCEPT AS PROVIDED IN THIS SECTION, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN PARTICULAR, EXCEPT AS PROVIDED IN THIS SECTION, WITH RESPECT TO
ANY PARTICULAR APPLICATION, USE OR PURPOSE, LICENSOR DOES NOT WARRANT THAT THE
PRODUCTS WILL MEET THE LICENSEE’S REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE
COMBINATIONS OF 3RP PARTY SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE
OPERATION OF THE PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR
ITS VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF BUSINESS,
NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’ LIABILITY EXCEED THE
PURCHASE PRICE OF THE SOFTWARE.

The disclaimers and limitations set forth above will apply regardless of whether you accept the Software.

TERMINATION: Open Options may terminate this license at any time if licensee is in breach of any of its terms or
conditions. Upon termination, licensee will immediately destroy the Software or return all copies of the Software to Open
Options, along with any copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including patent and copyright laws.
This Agreement will govern any upgrades, if any, to the program that the licensee receives and contains the entire
understanding between the parties and supersedes any proposal or prior agreement regarding the subject matter hereof.
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Introduction

In This Chapter

2\ Requirements
Vv Supported Panel Models

This section is designed to introduce you to DNA Fusion™ and the Schindler Destination Interface integration.

How THiIS SECTION 1S ORGANIZED

This section contains information on the DNA installation and configuration of hardware:
Chapter 1, “Introduction,” gives an overview of the integration.

Chapter 2, “Fusion/Schindler Integration and Installation,” covers the Schindler integration installation and
integration steps.

Chapter 3, "DNA Fusion Configuration,” provides information on configuring Schindler settings in the DNA
Fusion application.

Chapter 4, “Schindler in DNA Fusion,” covers the various features available.

IcoONSs AND CONVENTIONS USED IN THIS MANUAL

This manual uses the following icons to help you find useful or important information easily:

This icon highlights time-saving hints, helpful shortcuts, and advice that you’ll find especially
helpful.

accessible portion of your gray matter.

If something you’re doing could damage the system, end up costing big bucks, lock you out
of the system, or otherwise bring an end to civilization as we know it, you'll find it highlighted

@ This icon marks information that is important enough for you to keep it filed in an easily
® with the icon.

In addition to these icons, this manual uses several other conventions that make the instructions easy to
understand:

A Special Font: Text that look like this indicates a menu item, toolbar selection, button, or a message from
the system.

Boldface: Boldface text, which usually appears in numbered steps, tells you about specific actions that you
should take.

Open Options Integration Manual Page 1-1
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Introduction

DNA Fusion/Schindler Overview

Open Options has partnered with Schindler to provide an integration designed to allow DNA Fusion to work
with Schindler PORT Technology. DNA Fusion is a fully integrated component of the PORT Technology System.
Each PORT terminal comes equipped with a radio frequency identification (RFID) sensor. When a passenger
scans a pre-programmed RFID card at the PORT terminal, the system can verify that passenger’s credentials
through DNA Fusion and automatically call an elevator to transport that person to an authorized floor.

The DNA Fusion/Schindler integration interfaces with DNA Fusion version 7.5.0.33. It gives users the
ability to manage their elevator dispatch control through the user-friendly DNA Fusion platform. Schindler’s
Destination Interface is a proven technology used in buildings around the world. DNA Fusion communicates
with the Schindler third-party database and provides the ability to manage the cardholders access through
Fusion. The integration creates a solution that allows both building and elevator access to be configured
within DNA Fusion.

All access information is set up within the Schindler Port Technology system, and DNA Fusion allows the
operator to set up special access levels that reference those Port Technology profiles. This allows cardholder,
credential, and access information to be transferred in real-time to the Schindler Port Technology system.

4

Please identity

yourselt TR
Q)

Schindler

Minimum Requirements
The DNA Fusion driver and DNA Fusion/Schindler driver must be loaded on the same server.

PARAMETER MINIMUM SOFTWARE REQUIREMENTS
Server Operating System Windows 10, Windows 2012/2016/2019 Server
Client Operating System Win 10, Win 2012/16/19 Server
DNA Fusion Version 7.0.0.1 or higher
Schindler Products Schindler 5500 and 7000 Series Elevators
e Requires the Open Options Schindler Integration license

Open Options Integration Manual Page 1-3
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DNA Fusion-Schindler
Integration

In This Section

v Schindler Integration Installation
v Service Permissions

The Schindler integration is supported by DNA Fusion version 7.5.0.33 or higher. The integration requires the
proper licensing to be in place prior to the installation of the integration software.

DNA Fusion™ interfaces with the Schindler PORT technology allowing for the interaction with both access
control and elevator access from a single, common user interface. This is accomplished by integrating the
Schindler third-party database with DNA Fusion. Unlike typical elevator integrations, DNA does not actively

control the Schindler elevators and floors. The Schindler interface is a simple database synchronization
mechanism.

When a cardholder is assigned a special Global Access Level that are linked to Schindler profiles, they are
automatically synchronized with the Schindler system. Access transactions are blended seamlessly into DNA
Fusion, becoming part of the standard Fusion system.

PORT Technology
Database

Y

r'g

. :
TCP/IP TCP/IP
e ' =T

Firewall

DNA Fusion Server

[liood
N ee "!°.* i

PORT
Technology
Network

Port 1.1

' The site should only be licensed for Schindler elevators. If multiple elevator integrations
@ are required, contact Open Options Technical Support.
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DNA Fusion Schindler Integration

Features and Functionality

The DNA Fusion / Schindler integration provides for a unified platform to configure access across both the
DNA Fusion system and the Schindler PORT technology. The integration supports a number of features
including:

e Automatic synchronization of cardholder data created in DNA Fusion
e Elevator activity is displayed in the Events grid
e Restrict floor entry based on the assigned Master Group (Access Level)

All elevator floor mapping and elevator access schedules are created in the Schindler
system. DNAFusion does not obtain any programming information from the system. The
@ Schindler system also controls the elevator reader modes.

This chapter covers the installation and configuration of the DNA Fusion/Schindler driver as well Schindler
configuration within DNA Fusion.

The following steps should be performed to complete the integration:

1. Compile a list of the Schindler Master Group and Profile names from the Schindler PORT system.
2. Verify the Schindler PORT system is configured to use the Generic Wiegand (38) format.

3. Note the specific card formats in the Schindler system, i.e., HID 26 Bit, Corporate Card, etc.

DNA is preconfigured with eight (8) card formats. If not included, contact Open Options Technical
Support.

Run the DNA Fusion-Schindler Integration application.
5. Configure the Schindler settings in DNA Fusion.

See Chapter 3: DNA Configuration of more information.
6. Create the Master Groups.

Each card is assigned a Master Group. Only one Master Group can be applied to a card. The Master
Group must have the same naming convention as the Schindler PORT system.

7. Manage Profiles.

A profile is basically an access level in DNA Fusion. The profile determines which floors a cardholder can
access. The Profile must have the same naming scheme as Schindler’s PORT Profile.

Page 2-2 Open Options Integration Manual



DNA Fusion Schindler Integration

Schindler Installation and Configuration

DNA-Schindler Integration Installation

The integration installation process is very straightforward and can be performed without any knowledge of
the software.

1. Obtain the dnaFusion Schindler Install application from the Open Options website or contact Technical
Support.

2. Verify the DNA Fusion DNADrvr32 Service Permissions.

The DNA driver and the Schindler driver need to run under the same identity. The account running
the services will be used later in the installation process and should be noted for reference. For more
information on DNA Fusion services, see page 2-7 and reference the DNA Fusion Technical Manual.

(DNAdrvr32). Contact Open Options Technical Support to obtain the Schindler installation
file.

3. Run the dna Fusion Schindler Installation.

' The Schindler integration must be installed on the computer that hosts the DNA Fusion driver
o

The Destination Location dialog appears.

ﬁ' Setup - dnaFusion Schindler 1.0.0.4 - X
Select Destination Location N
Where should dnaFusion Schindler be installed? g’ y
A

Setup will install dnaFusion Schindler into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

Browse...

At least 76.3 MB of free disk space is required.

4. Click the Next button to continue the installation or select the Browse button and specify a different
location.

The default location is C:\Program Files (x86)\dnaFusion Schindler.

The Startup Credentials screen appears.
5. Select This Account, enter the credentials obtained in step 2, and click Next.

ﬁ! Setup - dnaFusion Schindler 1.0.04 - X
Startup Credentials - \
Specify the credentials to use for the service account. g' 5
A

Log on as:

() Local System account

Credential should be formatted as "DomainName\Userame” or for local
accounts ".\Username" or "ComputerName\Username"

Verifying the credentials may lock the account for
multiple failed attempts. Proceed with caution.
Test successful
< Back Next > Cancel .
) DNADrvr32
. . . . -,C;‘:dnaFus\on Bosch dnaFusion Bosch
The Schindler driver requires a service account to G dnafusion Engage dnafusion Engage
. . . &l dnafusion Isonas dnaFusion Isonas

run the app||cat|0n; thls accou nt mUSt be a Iocal e A dnaFusion Schindler Driver dnaFusion hind\erDrivev
machine administrator in order to Ope rate. £k dnaFusion Update Push update server for dnaFusion

& DNAImport

Open Options recommends using the same account for both the DNA Fusion driver
(DNAdrvr32) and the DNA Fusion Bosch driver. See page 2-7 for more information on the
DNA Fusion driver service.

The Ready to Install screen appears.
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DNA Fusion Schindler Integration

6. Click the Install button to start the process.

When the installation is complete, the Install Complete screen opens.
Click the Finish button to complete the installation.

ﬁ! Setup - dnaFusion Schindler 1.0.0.4

Completing the dnaFusion
Schindler Setup Wizard

Setup has finished installing dnaFusion Schindler on your
computer.

Click Finish to exit Setup.

Configure the Schindler within the DNA Fusion application.
See Chapter 3: DNA Configuration for more information.

Once the integration is completed, the DNAFusion Schindler service will start. In the DNA Fusion

Hardware Browser, the diamond next to the Schindler node will turn green. See page 3-1 for driver
status color indicators.

Hardware

Hardware X
QL |Site: 1: 00 Training <[5 Site: 1: 00 Training
+a. Axis Controllers

<@ lsonas Doors
=-+£% Engage Hardware
‘1 Site 1: Open Options Training
Stentofon
() Bosch Panels
4. Schindler Integration (Offline)

+a. Axis Controllers
<@ lsonas Doors
- ngage Hardware
‘1 Site 1: Open Options Training
Stentofon
() Bosch Panels

4. Schindler Integration (Offline)

EYMETTRY  InputPoints « Output Points [ ACMs

£ ASSA EYMETTRY  InputPoints « Output Points [ ACMs

The status will show “Offline”

E¥ ASSA

until the settings have been configured in DNA Fusion.

Page 2-4
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DNA Fusion Schindler Integration

DNA Fusion Service Permissions

In order for the integration to function properly, the DNA Driver and COM+ objects, as well as the DNA User
Group must be configured properly. This is imperative to the success of the integration.

COM+ Object

1. Open the Component Services menu on the server.

To access Component Services, type the name in the Windows Start Search Bar and select the Component
Services option from the list.

The Component Services window opens.

Double-click the Computers item.

Double-click the My Computer icon and open the COM+ Applications folder.
The COM+ Objects dialog appears.

DCOM Config
| Running Processes

[3] Event Viewer (Local)
Services (Local

_ COM+ Applications

Distributed Transaction Coor

 » 4 9

Dell.Comm... Dell.Comm... NPowerDNA  System

Application

. Component Services =/ [} X
%. File Action View Window Help - 8
e 2@ XEE HE D
(21 Console Root (> (> Actions
v & ComponentSemices % & & e —
v ] Computers COM+ COM+ QC COM+ COM+
~ (B My Computer Explorer  Dead Lett... Utilities Utilities (... More Actions 4

4. Right-click on the NPowerDNA object and select Properties.
The NPowerDNA Properties dialog opens.

5. Select the Identity tab, verify This user is selected and the User and Password fields are completed.

If the objects permissions have not been configured, enter a local machine Administrative login
information and click the OK button.

The DNA Fusion Bosch service will require the same information. This also applies to the DNA Driver
(DNAdrvr32) service.

6. Click the OK button.

DNA Fusion Driver Service

1. From the Component Services dialog, select the Services option or open the Services window.

The Services dialog will populate.
2. Locate the DNADrvr32 service.

o 2H Bz HE

[ [ 12

(2 Console Root
. Component Services
{3 Event Viewer (Local)
£, Services (Local)

3. Right-click on the DNADrvr32 service and select the Properties option.

" Services (Local)

dnaFusion Bosch Name

i Display Policy Service

Stop the service B pictrt ; ) .

Restart the service & Distributed Link Tracking Cli...
&, Distributed Transaction Coor..
5 DNA Service Agent

Description: S5 DNADI32

dnaFusion Bosch 7

* A dnaFusion Bosch

-\".\;’5 dnaFusion Update

i DNs Client

&) Downloaded Maps Manager

&) Embedded Mode

»’.;); Encrypting File System (EFS)

The DNADrvr32 Properties dialog will open.

Description
Manages th..
Maintains li..

Coordinates ..
Allows DNAF...

dnaFusion B...

Push update..

The DNS Cli..

Windows ser...
The Embedd...

Provides the..

Status

Running
Running
Running
Running
Running
Running
Running
Running

Running

Startup Type

Automatic (De..

Autematic
Manual
Automatic
Manual

Automatic (De..

Automatic
Automatic

Automatic (De..
Manual (Trigg...
Manual (Trigg...

Log On As

Local Service
Local System
Network Se...
Local System
Local System
Local System
Local System
Network Se..
Network Se...

Local System
Local System

DMNADvr32 Properties (Local Computer) x

General LoegOn  Recovery Dependencies
Log on as:

(O Local System account

Allow service to interact with desktop

E— o

4. Select the Log On tab and verify the user configuration.
Keep in mind this must be the same account used to run the NPowerDNA
COM+ Object as well as the DNAFusion Bosch service which is configured
on page 2-3.
_OK Cancel Apply
Page 2-5 Open Options Integration Manual



DNA Fusion Schindler Integration

DNA Fusion User Group
1. Right-click on My Computer or This PC and select Manage from the menu.
The Computer Management dialog appears.
Expand the Local Users and Groups option.
Select the Groups folder and right-click on the DNAUSERS group.
Select Add to Group from the menu.
The DNAUSERS Properties dialog appears.

5. Verify the service account is listed in the dialog.
If the account is not listed, click the Add button and enter the account’s information.

DNAUSERS Properties ? X
General
* DNAUSERS
Description
Members:
& 00\SBarow
&5 SBarow
Changes to a user's group membership
Add Remove are not effective until the next time the
- userlogs on
Cancel Apply Help

6. Click the OK button to save any changes and close the dialog.

' It is important that the account running the DNA Driver and Schindler Driver are in
o DNAUSERS group.

Open Options Integration Manual Page 2-6



DNA Fusion Configuration

In This Section

v Adding the Schindler PORT to DNAFusion
v Configuring Doors
% Access Level Creation

The DNAFusion/Schindler PORT integration coordinates the Schindler elevator system with DNAFusion to
ensure smooth and efficient passenger transportation. The brain behind The PORT Technology is a powerful
software system that uses information to guide and transport people quickly and safely to their individual
destinations, communicating with them through a simple yet elegant device called the PORT (Personal
Occupant Requirement Terminal).

Once the Schindler integration has been installed, the PORT information can be added to DNA Fusion. The
Schindler integration requires the correct licensing to be in place prior to adding the hardware to the DNA
Fusion software.

DNAFusion provides Schindler specific operator permissions. The Admin profile inherently
receives access to the permissions however other profiles may need to be edited to provide
@ the create profile permissions. See chapter 4 in the User Manual for more information.

To configure the Schindler PORT within the DNA Fusion application complete the following steps:
1. Add the Schindler PORT settings to DNA Fusion.

2. Create the Master Groups.

Each card is assigned a Master Group. Only one Master Group can be applied to a card. The Master
Group must have the same naming convention as the Schindler PORT system.

3. Manage Profiles.

A profile is basically an access level in DNA Fusion. The profile determines which floors a cardholder can
access. The Profile must have the same naming scheme as Schindler’s PORT Profile.

4. Configure the Card Format(s).
Adding the Schindler PORT to DNA Fusion

1. With DNA open, select the Hardware Browser button on the toolbar.
The Hardware Browser opens. Status Indicators:

Hardware X

4+ Site: 1: 00 Traning ei: Green Diamond - The DNAFusion Schindler driver is running

st oo and all systems are good.

% Engage Hardware

1 Sie T Open Options Traning o4 Black Diamond - The DNAFusion Schindler driver is inactive.
o8 B bl o Ot Verify the DNADrvr32 and DNAFusion Schindler services are
running under the correct identity. See page 2-7 for more

information on service accounts.

o> Yellow Diamond - The driver is running but unable to open the
connection used to communicate status to DNA.

e#/ Red Diamond - The driver is running but unable to open the
connection used to communicate status to DNA.

RS OGRS T Fe e# Purple Diamond - The Schindler driver is running but unable to
The “Offine” status will display until open either the events or status connections to DNA.

the settings have been configured.
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DNA Fusion Schindler Integration

2. Right click on the Schindler node and select Settings.

The Schindler Setftings dialog opens.

@ Schindler Settings x ‘
Schindler Default Settings
1P Address: | Port 4040
Connecion Retry (secs) 30 ReportPort | 6060

I'm Alive Duration (secs): 120
Maximum ACK wait (secs): 5

Default Master Group: None

oK # Cancel

3. Enter the IP Address for the Schindler PORT system.

This information will typically be obtained from the Schindler Job Site Engineer. It is important that

the correct IP address be configured.

Port assignments should only be changed if instructed by Schindler engineers. The Report Port is used
for sites running the “Live Reporting Interface”. The default Port is 4040 and the Report Port is 6060.

4. Click the Ok button to save the settings.

The Schindler PORT will begin communication and “Online” will be displayed next to the Schindler node

in the Hardware Browser.

Hardware x
#-+H Site: 1: 00 Training
+a. Axis Controllers
#-+@ Isonas Doors
—-+£1 Engage Hardware
- Site 1: Open Options Training
Stentofon
i-+4# Bosch Panels
+ . Schindler Integration (Online)

B ALL Objects nput Points Output Points | ACMs ¥ ASSA

There is no physical hardware to bring online. Continue to Configuring Master Groups on page 3-3.

Page 3-2
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DNA Fusion Schindler Integration

Configuring Master Groups

Master Groups must be created to match the Schindler groups. It is critical that the names match exactly
including character case, spaces, and spelling.

The card must be assigned to a Master Group before it will be loaded into the Schindler PORT system. Each
card can only be associated with one (1) Master Group.

To create the Master Group:

1.

Right-click on the Schindler node in the Hardware Browser.
The Schindler Master Groups dialog opens.

@) Schindler Master Groups x

Master Group ID | Group Name |

Group Count 0

@ Ad Sy Modiy Delete

0K Hsc Cancel

Click the Add button.
The Schindler Master Group Editor opens.

@ Schindler Master Group Editor X

Group

|ofhdd-—| | 3 Cancel |

Enter the Master Group Name.

This must match the Schindler Group name exactly including character case and spaces. It is critical
for the information to be consistent. If this is inaccurate, the cardholder will not be downloaded to the
Schindler PORT system.

Click the Add button to save the name.
The Master Group appears in the list.

@ Schindler Master Groups X

Master Group ID | Group Name |
1 Executive Staff
2 General | Staff

If the Master Group is edited, all associated cardholders will be updated in the Schindler system. If a
Master Group is deleted, DNA Fusion will send the Schindler system a command to delete the records.

Repeat steps 2 through 4 until all Master Groups have been configured.

Remember DNA does not actively control the Schindler elevators and floors. All elevator
floor mapping and elevator access schedules are created and maintained in the Schindler
@ system through master groups and profiles.
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DNA Fusion Schindler Integration

Creating Profiles

A Schindler Profile is equivalent to an Access Level in DNA Fusion. It defines the floor control in the Schindler
PORT system and contains the information required by Schindler to determine the floors the cardholder can
access. The profile in DNA Fusion must match the profile in Schindler exactly. This includes any capitalized
letters, punctuation and spaces. Once the profile is created, DNA Fusion generates a Global Access Level
Group that aligns with the Profile.

1. From the Hardware Browser, right-click on Schindler node and select Manage Profiles from the resulting

menu.

The Schindler Profiles dialog opens.

@ Schindler Profiles X

Profile ID

| Group ID | Group Name |

@ Add

SwModify Delete

Profile Count 0

e OK Hx Cancel

2. Click the Add button.
The Schindler Profile Editor opens.

3. Enter the Profile Name.

This must match the Schindler Profile name exactly including character case and spaces. It is critical
for the information to be consistent. If this is inaccurate, the cardholder will not be downloaded to the

Schindler PORT system.

4. Click the Add button to save the name.
The new Profile appears in the list.

@ Schindler Profiles X

Profile ID

| Group ID | Group Name |

1
2
3

DNA Fusion creates a Global Access Level that corresponds with the = Zecumeseirefe
Schindler profile. The access level appears with a green icon on the levels 1 Janitorial - Employee
folder. The Global Access Level does not contain any doors and is an access 3 RRT - All Doors
level that can assigned to a cardholder. 9 Visior/Contractor - Front

5. Repeat steps 2 through 4 until all Profiles have been added to DNA Fusion.

107 Master Access Profile
108 Executive Staff Profile
109 Contractor/Visitor Access Profile o=y X

- Access Levels
& B Access Level Groups
(-9 3rd Shift - Employee

1 Master Access Profile

1 Contractor/Visitor Access Profile

(-] Floor Groups

Remember DNA does not actively control the Schindler elevators and floors. All elevator
floor mapping and elevator access schedules are created and maintained in the Schindler
system through master groups and profiles.
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Adding Card Formats

In order for the card to be synchronized with the Schindler PORT system, the credentials must be encoded to
match the Schindler card reader’s special formats. Each card must have a card format assigned to it for the
cardholder to be synced with Schindler. There are eight (8) predefined card formats in DNA Fusion 7.5.0.30.

To simplify the process, a default card format can be configured. This will automatically populate on the
cardholder record. If needed, the format can be changed in the record.

To create the card format:

1.

From the Hardware Browser, right-click on Schindler node and select Card Formats from the context
menu.

The External Card Formats dialog opens.

@ External Card Formats X

Card Format 26.Bit-=No Sentinel -

Default Facility Code: 100

[¥] Set as default

Select the desired Card Format from the drop down menu.

There are eight (8) predefined card formats in DNA Fusion 7.5.0.30. If additional formats are needed,
please contact Open Options Technical Support.

Enter the Default Facility Code.

Each format can assigned a Default Facility Code. When assigning a card format to a cardholder the
default facility code will automatically be assigned to the card. If needed, the operator can manually
change the facility code in the card record.

If desired, select the Set a Default checkbox.

Only one format may be designated as the ‘Default’ format. When adding a new card, the desighated
format will automatically be assigned to the card. This can be overridden at the card level as needed.

Click the Ok button to save the changes.

Schindler Integration Status

DNA Fusion provides a quick status screen the displays the state of the Schindler integration including any
communication and synchronization errors.

1.

From the Hardware Browser, right-click on Schindler node and select Status from the menu.
The Schindler Integration Status dialog opens.

@ Schindler Integration X

[ Schi ion Status

State: Online
Connected Time 5 days, 22 hours, 31 minutes.

Address: 127.0.0.1

Ok || 8 Cancel |

The connection status and time along with port information and pending changes is displayed. The
dialog provides information on communication and integration errors.
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Schindlerin DNA Fusion

In This Chapter

' Assigning Schindler Access to a Cardholder
' Generating Reports

The DNA Fusion/Schindler integration allows the operator to add the Schindler access level (profile) to the
cardholder. There are reporting features that allow the operator to access information on the fly.

The Personnel Browser

The Personnel Browser is an explorer window that contains essential information about system cardholders,
including their names, card numbers, and personnel groups. The browser tree uses the following color-coded
icons to represent personnel and card types:

Personnel x

& [ J BIUe - NOFI’T‘IOl =&/ Employee Name ~
=i All Cardholders
& L Green = VISITOI’ -- gisr’ahar;;on‘ Mitch
ams, Shawn
& e Yellow - Temporary gisi:e;nlf.s;iicchael
& e Red - Disabled | 08 Alanis, Ay ran
e Purple - Confractor % DNA Personnel| priamin
First Name: Audra
2 Orange - Vendor g 4 % '
s o White (1-5) - Custom Types ‘ hssgned Cards:

is

To open the Personnel Browser: 22”3”“’” s
: o naerson, Frances W
1. Click the Personnel button on the Standard Toolbar. R
OR Fersonnel

Select View / Explorers / Personnel from the Main Menu.
The Personnel Browser opens.
The browser contains two default tabs (located at the bottom): Name View and Card # View.

Managing Personnel

DNA Fusion offers a variety of personnel management features. For more information on cardholders, see
Chapter 3: Personnel in the DNA Fusion User Manual.

Adding Cardholders

1. Right-click inside the Personnel Browser and select Add New Cardholder.
OR
Select Add Cardholder from the Personnel Toolbar.
A blank Personnel Record opens.

[ DNAFusion Personnell x

& Employeelnfo §+ Employee Info (Page 2) [A] ID Badging § NEW Card

Employee
UniquelD: | @ Type: | NORMAL ~
First
Middle: | @ Manage User Groups

Last

E-Mail E-Mail Employee

2. Continue to page 4-3 for managing cardholders.
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Opening Existing Cardholder Records

1. Right-click on the Cardholder Record and select Properties.
OR
Double click on the desired Cardholder from the Personnel Browser.
The Personnel Record opens.

[£] Alanis, Audra x

& EmployeeInfo fj+ Employee Info (Page 2) [A ID Badging (] Card 3063

Employee

Unique ID: | 83 Type: |NORMAL v

First: Audra

Middle: @ Manage User Gioups
Last: Alanis
E-Mail E-Mail Employee
Employment
Location Seattle, WA Company:  +None* ~ || # Edit |
Department  Information Technology Address:

Site

<Jledl< |2

Tile: City:

Work Phone: State/Prov.

Employee Photos

Y

Last Updated

Operator:  Admin Created  03/15/1810-11:19 Updated: 03/25/20 10:43:41
2. Continue to page 4-3 for managing cardholders.

Required Fields

In order for the cardholder record to be synchronized with the Schindler PORT system, there are a number
of fields that must be properly configured.

Match
Element Required | Schindler Notes
Value
Person ID Yes Used by DNA Fusion
First Name Yes Personnel First Name
Last Name Yes Personnel Last Name
Department No Personnel Department
Start Date Yes Personnel Start Date
Stop Date Yes Personnel Stop Date
Credential Number | Yes Specific encoded value. Requires the correct card format and
credential number.
Master Group Yes Yes This value must exist with the exact name in the PORT
system. See page 3-3 for more information.
Profile Yes Yes This value must exist with the exact name in the PORT
system. See page 3-4 for more information.
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1.

Managing Cardholders
For detailed information on personnel, see Chapter 7: Personnel in DNA Fusion User Manual.

Complete the desired fields in each tab.

See pages 7-7 through 7-12 in the DNA User Manual for a description of each field.

Select the New Card tab.
OR

Select the desired Card Number tab.
The Card record opens.

[£] Alanis, Audra x

& Employeeinfo §+ Employee nfo (Page2) [ IDBadging ] Card:3063

Mode: Auto -] | @ enoll |+

‘ Trace History | =) Has Access To...

Card Format: | None [ e |0
Card: 3063 (==

Issue: 0 [+
Date/Time: n/a

Event: n/a

Hot Stamp: | 0

PIN: .
Location:
Normal =]

Card Type: Operator:  Admin

Activation:  [10/24/2018  []+ [14:43:00

. = ASSA Credential Format: | None [-]
Deactivation: ‘ 3/20/2039 @~ |nn:nn:nn - ‘

Vacation start:|_| 3/25/2020 [¥ | for| 0 Day(s) =
Non-Use
] 1/ 12000 B+

Exclusion:
Advanced Access Control

ASSA Facility Code: 0

FFTAR Situations...

Access Levels

[ Access Levels
2115 Access Level Groups
Bep-al

Use Limit: | Unlimited | = | APB Location: |0 ||

[V]Activate card
["IPIN Exempt Card
[T]viP (APB Exempt)
[“]always Download
[“loverride card

["]Auto Activate Card
["]Auto Deactivate Card
[ Time/Attendance Card
["]ADA Mode

[¥]1 Free APB Pass

| Elevator Flags |

If needed, select the Card Format from the drop down list and enter the cromes: Mol ve: - [0

Facility Code (F/C). This will only be required for locations with multiple F/C.

Select the Elevator Flags button.
The Elevator Flags/Master Group dialog opens.

@ Elevator Flags for card 3063

Cancel

Master Group

u——

Exe(utlve Staff
General Staff

None 1
26 Bit-Sentinel __________|J
26 8it-No Sentinel

37 Bit-H10302

37 Bit-H10304

35 Bit-Corp 1000 (Sent)

35 Bit-Corp 1000 {No Sent)
00 64 Bit

37 Bit-H10304 (No Sent)

The card must be assigned to a Master Group. This is a required component for Schindler PORT access.
Each card can only be associated with one (1) Master Group.

Click the OK button.

Right-click in
Update.

the Personnel Record and select

Right-click in the Access Levels section and select Add/
Remove/Modify Access from the menu.

The Assign Access Levels dialog opens.
Select the appropriate Profile and/or Access Levels.

Schindler profiles can be identified by the green icon on
the access level folder. Assigning a profile can be
accomplished in a number of different manners including
drag and drop however the card can only be assigned one
(1) profile. This is a required PORT component.

For more information on assigning access levels, see
page 7-13 in the DNA Fusion User manual.

@ DNAFusion - Assign Access Levels X

Meodify Card Access Levels/Groups

Card: 3063

As.. ¥ |Accesslevel ¥ |Description ¥ | Start Date
31d Shift- Employee

B Group Contractor/Visitor Access Profile

5 Group Executive StaffProfile

B Group GP- Al

B Group Janitorial - Employee

B Group Master Access Profile

RRT -All Doors

Visitor/Contractor - Front

~ | End Date -

B Group

r o #

B Group
B Group

Search Access Levels JO| <AllLevels> | = || <All Controllers> -]

|40k | % Cancel |

To save the record, click Update Cardholder | on the Personnel Toolbar or right-click in the Personnel

Record and select Update.
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Schindler InfoReady Reports

There are a number of quick and easy InfoReady reports available for the Schindler integration. For instance,
you can see who has access to a specific access level.

Schindler Hardware InfoReady Report

This feature allows you to generate an immediate report that details who has access to the Schindler PORT
system through DNA Fusion.

1. Right-click on the Schindler node and select Info Ready from the menu.

The Schindler Info Ready dialog appears. It displays the cardholders that have access along with the
profile and group assigned to the cardholder.

@ Schindler Info Ready

x

M Epor || (E) P || 3¢ Cancel |

KeyNu.. | LastName | First Name | Prifile Name | Group Name

Executive Staff Profile  Executive Staff

| Description

| Last Download Date |
26 Bit-Sentinel 3/26/2020 7:45:11 AM
26 Bit-No Sentinel 3/26/2020 74341 AM

26 Bit-Sentinel 3/26/2020 7:49:53 AM
Executive Staff Profile  Executive Staff 26 Bit-Sentinel 3/26/2020 7.48:29 AM

1205 Barrow Sherinda
1788 Jackson
3077 Bonewell

Erica Master Access Profile General Staff

Larrie Master Access Profile  General Staff

5373 Bamow Sherinda

The results can be exported, printed or e-mailed by selecting the appropriate button.

Access Level Assigned To InfoReady Report

The Assigned To feature is an InfoReady report that allows the operator to audit the cardholders assigned

to a global access level group as well as Schindler Profile levels. It can also be used to add and remove the
access level group from selected cards.

1. Right-click on the Access Level Group in the Access Levels Browser and select Assigned To.

The Cardholders Assigned to Access Level Group dialog opens.

@ Cardholders Assigned to Access Level Group

X
Group: Executive Staff Profile

B
Selected | LastName | FirstName | Card Number | Active | Department | Location |
& Alanis Audra 13083 Yes Information Techno.. Seatile. WA
& Barrow Sherinda [E=1205 Yes Police Department ~ Dallas, TX
Barrow Sherinda [&5373 Yes

Police Department  Dallas, TX

Remove Selected Members | | kd Export v | | o AddCard | Member 3 - Close |

To remove the access level group from a card: select the desired card(s) in the Selected column and
click the Remove Selected Members button.

A confirmation dialog will appear; click Yes to remove the access level group.

The results can be printed or exported to a CSV file (.csv) by selecting the Print or Export button.
If needed, click the Export button and select the desired format:

e Export Grid to CSV File - Exports the report to a CSV file (.csv).

Export Grid to Clipboard - Exports the report to the operator’s clipboard.
3. Click Close to close the dialog.
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