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Open Options Software License Agreement

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO CUSTOMERS FOR THEIR
NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: Open Options shall mean Open Options, LLC, which has the legal right to license the computer application
known as DNA Fusion herein known as the Software. Documentation shall mean all printed material included with the
Software. Licensee shall mean the end user of this Open Options Software. This Software Package consists of copyrighted
computer software and copyrighted user reference manual(s).

LICENSE: Open Options, LLC, grants the licensee a limited, non-exclusive license (i) to load a copy of the Software into the
memory of a single (one) computer as necessary to use the Program, and (ii) to make one (1) backup or archival copy of the
Software for use with the same computer. The archival copy and original copy of the Software are subject to the restrictions
in this Agreement and both must be destroyed or returned to Open Options if your continued possession or use of the original
copy ceases or this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer or distribute the original copy
or archival copy of the Software or the Documentation. Licensee agrees not to translate, modify, disassemble, decompile,
reverse engineer, or create derivative works based on the Software or any portion thereof. Licensee also may not copy the
Documentation. The license automatically terminates without notice if Licensee breaches any provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end user customer. By
installation of the software, the end user customer and reseller agree to be bound by the license agreement and warranty.

LIMITED WARRANTY: Open Options warrants that it has the sole right to license the Software to Licensee. Upon
registration by the Licensee, Open Options further warrants that the media on which the Software is furnished will be free
from defects in materials and workmanship under normal use for a period of twelve (12) months following the delivery of the
Software to the Licensee. Open Options’ entire liability and your exclusive remedy shall be the replacement of the Software
if the media on which the Software is furnished proves to be defective. EXCEPT AS PROVIDED IN THIS SECTION, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED. IN PARTICULAR, EXCEPT AS PROVIDED IN THIS SECTION, WITH RESPECT TO
ANY PARTICULAR APPLICATION, USE OR PURPOSE, LICENSOR DOES NOT WARRANT THAT THE
PRODUCTS WILL MEET THE LICENSEE’S REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE
COMBINATIONS OF 3RP PARTY SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE
OPERATION OF THE PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR
ITS VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF BUSINESS,
NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’ LIABILITY EXCEED THE
PURCHASE PRICE OF THE SOFTWARE.

The disclaimers and limitations set forth above will apply regardless of whether you accept the Software.

TERMINATION: Open Options may terminate this license at any time if licensee is in breach of any of its terms or
conditions. Upon termination, licensee will immediately destroy the Software or return all copies of the Software to Open
Options, along with any copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including patent and copyright laws.
This Agreement will govern any upgrades, if any, to the program that the licensee receives and contains the entire
understanding between the parties and supersedes any proposal or prior agreement regarding the subject matter hereof.



Table of Contents
-

Chapter 1: Installation

DINA FUSION/BOSCN OV IV IEW L uttttiiiitteesiieesssisseessssessasseessassseestanaseestansseeramnsneemiitsreerinneesranrnnermns 1-3
N oYL g T8 T o I AT LU T =T =T 1 = 1-3
Supported BOSCh Panel MOGeIS ...ttt e e et r e et e e s 1-4

Chapter 2: DNA Fusion-Bosch Integration

Features and FUNCHIONAIIEY .. ..e e ettt et et et et e e e e e e e e e ee e anans 2-1

Bosch Installation and Configuration .........co.oieiiiiiii e e aeans 2-3
Installation and ConfigUIration SEEPS. . vt i i et e e et e et e it re e ane e aaneeaas 2-3
DNA-Bosch Integration INstallation ..o e e 2-5

DNA FUSION SEIVICE PeIMISSIONS Lttt ittt et e e et e se e et e st e s n e e s n e s aan e saeeeaneesaneeannes 2-7
(O[] @] o =T o PR 2-7
(DN YN W] o) T T AVZ=T oY = V] T ol < 2-7
[ 1N N W] T I L= =T o € o 1 ] o 2-8

Chapter 3: DNA Configuration

Adding the Bosch Panel t0 DINA FUSION. ...ttt ittt s as s s as s e s s e s e s s s sas s s e ran s s e ressneanesrness 3-1
Configuring the Areas and OULPULS ...t e ettt e e e e ne e nens 3-3
(O == Ll o o I Y PP 3-5
(O g =T= L o o 0 £ =T o P 3-5
ASSIgNING USEr GroUp LEVEIS £0 USBIS . .ttt ittt e e e e e et e et e e a e e aeeenes 3-7
Removing User Group LeVels frOmM USEIS ....u.iieiiiiiiiiie et ettt et e et e e et e e e e e e aneneeneenes 3-7

Chapter 4: Bosch in DNA Fusion

THE HarAWare BlrOW SO vttt it ise st eseaseseessesasesaesaneran e serae s s s sae e s e s e saa s sansan e san s s e san e s e rnenneennennernes 4-1
[2ToTol a I o= T Y= @0} =Tt fl @] o) u o o F= P 4-3

F N g =T= I o] o e P 4-3
[0 [ A @0 o] o Y S PP 4-4
L@ U /oYU ©o T ' PP 4-4

[ T0 T ol IO o [Tt Y=Y L | /= 4-5
L= Lol 1S3 o o 4-5
LT o T o = =R A ol == PP 4-5
L e Lo T Do Tt N o ol o o LY AN ol ol L] PP 4-5

Configuring @and VieWIiNG Al@ImS ... ettt et et et et e e e e e et e e e e e e et e e anans 4-7
(@] o) uTe 18T 1o 2N F=T .0 1 e T T 110 T PSP 4-7
RV TSN Lo 2N =Y o 1= 4-8

[ (o 1S ol = T= 1= =T 1 = oo 1= P 4-9

Open Options Integration Manual Page TOC-1



Table of Contents

This Page Intentionally Left Blank

Page TOC-2 Open Options Integration Manual



Introduction

In This Chapter

2\ Requirements
Vv Supported Panel Models

This section is designed to introduce you to DNA Fusion™ and the Bosch Mode 2 integration.

How THiIS SECTION 1S ORGANIZED

This section contains information on the DNA installation and configuration of hardware:
Chapter 1, “Introduction,” gives an overview of the integration.

Chapter 2, “Fusion/Bosch Integration and Installation,” covers the Bosch integration installation and
integration steps.

Chapter 3, "DNA Fusion Configuration,” provides information on configuring Bosch hardware in the DNA
Fusion application.

Chapter 4, "Bosch in DNA Fusion,” covers the various features available.

IcoONSs AND CONVENTIONS USED IN THIS MANUAL

This manual uses the following icons to help you find useful or important information easily:

This icon highlights time-saving hints, helpful shortcuts, and advice that you’ll find especially
helpful.

accessible portion of your gray matter.

If something you’re doing could damage the system, end up costing big bucks, lock you out
of the system, or otherwise bring an end to civilization as we know it, you'll find it highlighted

@ This icon marks information that is important enough for you to keep it filed in an easily
® with the icon.

In addition to these icons, this manual uses several other conventions that make the instructions easy to
understand:

A Special Font: Text that look like this indicates a menu item, toolbar selection, button, or a message from
the system.

Boldface: Boldface text, which usually appears in numbered steps, tells you about specific actions that you
should take.

Open Options Integration Manual Page 1-1
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Introduction

DNA Fusion/Bosch Overview

DNA Fusion can serve as the primary or secondary monitoring application for the Bosch Mode 2 alarm panels
with a single interface for displaying and monitoring your intrusion detection system.

Available with DNA Fusion version 7, the Bosch Mode 2 integration features a clean user interface and
simple configuration as well as a broader range of support. Operators can continue to receive alarm panel
events and arm/disarm zones in DNA Fusion, but can also take advantage of extended capabilities such as
programming users within the panel and controlling points from the graphics maps.

Minimum Requirements

The DNA Fusion and Bosch Server can reside on a single Windows workstations as well as on independent
workstations or VM sessions.

PARAMETER MINIMUM SOFTWARE REQUIREMENTS

Server Operating System Win 7 Pro 32/64 bit, Win 8 SP1, Win 8/8.1, Win 10, Win 2012/16/19
Server

Client Operating System Win 7 Pro 32/64 bit, Win 8 SP1, Win 8/8.1, Win 10, Win 2012/16/19
Server

DNA Fusion Version 7.0.0.1 or higher

Bosch Products B Series
G Series (B9512G and B8512G)

Bosch Firmware Version v3.03.014

e Requires the Open Options Bosch Alarms Integration license

The Bosch alarm panel can monitor multiple sites with each site consisting of multiple zones. A zone can
consist of a single alarm/monitoring point, such as glass break, or may include multiple monitor points, such
a numerous glass breaks and motion detectors placed in a contiguous area. If one point goes in to an alarm
state within the zone, then the user is notified that the zone is in alarm.

The Bosch panel can also be used as a dialer with alarm notifications being sent to a monitoring station for
first responder notification.

The Bosch panel must be configured via the Bosch remote programming software prior to the integration
with DNA Fusion.

Open Options Integration Manual Page 1-3



Introduction

Supported Bosch Panel Models

MoODEL AREAS SUPPORTED POINTS (ZONES) SUPPORTED
B6512 6 96
B5512 4 48
B4512 2 28
B9512G 32 599
B8512G 8 99

Page 1-4
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Fusion-Bosch Integration

In This Section

v Bosch Installation and Configuration
v Bosch Integration Installation
% Service Permissions

The Bosch integration is supported by DNA Fusion version 7.0.0.1 or higher. The integration requires the
proper licensing to be in place prior to the installation of the integration software.

DNA Fusion™ interfaces with the Bosch Mode 2 alarm panels allowing for the interaction with both access
control and intrusion detection from a single, common user interface. Alarms and transactions from the Bosch
panels are blended seamlessly into DNA Fusion, becoming part of the standard Fusion alarm monitoring and
reporting system. Bosch points and zones can be armed and disarmed directly from within DNA Fusion. The
result is an access control system that is ideally suited to meet the needs of any organization.

Features and Functionality

e DNA Fusion™ can monitor single points and multiple zones status received from the Bosch panels
e Receive alarm panel events in DNA Fusion Event Manager, Alarm Grid or both

e Arm and disarm zones via DNA Fusion through host-based macros or direct control commands

e Monitor access control and intrusion detection from single user interface

e The Bosch panels can function as a dialer

e DNA Fusion auto discovers Bosch configured panels, points, areas and zones

e Add and control Bosch zones and areas through Fusion’s graphic maps

e Configure users (PIN’s) to provide arming and disarming capability at keypads

This chapter covers the installation and configuration of the Bosch driver as well Bosch configuration within
DNA Fusion.

! SSL encryption must be enabled on the Bosch panels.

The following steps should be performed to complete the integration:

1. Install the Bosch components.

2. Configure the Bosch system through the Remote Programming Software (RPS).
3. Run the DNA Fusion-Bosch Integration application.

4. Add the Bosch panel(s) in DNA Fusion.

See Chapter 3: DNA Configuration of more information.
5. Auto discover the areas, points and outputs.

' The Bosch integration must be installed on the computer that hosts the DNA Fusion driver
® (DNAdrvr32). Contact Open Options Technical Support to obtain the Bosch installation file.

Open Options Integration Manual Page 2-1
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DNA Fusion Bosch Integration

Bosch Installation and Configuration
The following tasks must be completed before the DNA Fusion-Bosch integration will function properly.

Installation and Configuration Steps
Install the Bosch Hardware including any keypads.

2. Assign an IP address to the unit.

This step can be configured through the keypad, see the Bosch documentation for more information.

3. Configure the system using the Bosch Remote Programming Software (RPS).

This tool is used to configure the alarm panel as well as define areas. This step may require connection
to the alarm panel via the supplied USB cable. The RPS Hardware Key must be in place to facilitate

communication with the panel.

From the RPS, connect m to the desired Panel.
5. Program the panel to use the Mode 2 Automation Device.

Panel - OO Training (Account - 0000)

= B9512G Program Record Sheet
i COMPLIANCE SETTINGS

Automation Device

FAMEL WIDE PARAMETERS
- AREAWIDE PARAMETERS
- KEYPADS ~ Data Value [ i I
- CUSTOM FUNCTIONS Viode 2 =
- SHORTCUT MENU
- OUTPUT PARAMETERS Cancel |
USER CONFIGURATION
- POINTS Values
-~ SCHEDULES None
ACCESS Mode 1 using onboard connection without TLS
[ A\TOMATION / REMOTE APP mogel using ggg mﬁt a: gg:g aﬂtess;
--SDI2 MODULES 0Ce | usng BAes MCLE & 2 A
. HARDWARE SWITCH SETTINGS Mode 1 usmi onboard connection with TLS
AUTOMATION Entry
Automation Device ode
Status Rate 0
Automation Passcode Bosch_Auto
Mode 1 Automation Ethernet Port Number (7702
REMOTE APP
Remote App Enable
Remote App Passcode Bosch_RSC

6. Setup the Areas in the Bosch Remote Programming Software.

If needed, rename the Outputs.

Save the information.

Area1-16 Area 1 Area 2 Area 3 Area 4
Area Name Text Area 1 Area 2 Area 3 Area 4
Area Name Text (Second Language,
Area On ves v Yes |
Account Number o000 0000 0000 0000
Force Arm/ Bypass Max 2 2 2 2
Delay Restora e i T No Delay
Extne | Ae20n P e
Exit Delay Time | 60
Auto Watch - Data Value Manual
Restart Time ‘ I 5
Duress Enabe | | [Y2 Mo
Area Type Cancel Regular
Two Man Rule? | Ho
Early Ambush? | Values No
Fire Time 6
Fire Pattern No Pulsed
Burg Time 6 OUTPUT CONFIGURATION Output Source Output Text Output Text (Secon
Burg Pattern Steady Output A(1) On-board A
Gas Pattern | fal Code 4 Temporal Code 4 Output B(2) On-board B Strobe
= % Output C(3) On-board C Output C (3)
<
L Output Text
¥ Show Color Last Received: Last§ —
™ Pivat 26/201911:16:23AM  10/29/2019 ¢

Disconnect from the Remote Programming Software (RPS).

The End Session dialog will appear. If any changes have been made, select the Reset Panel checkbox.

End Session
~ Hang up the current connection 7 ]
- Lancel
[~ BesetPanel

Open Options Integration Manual
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DNA Fusion Bosch Integration

DNA-Bosch Integration Installation

Once the Bosch equipment has been installed and configured, the DNA integration can be performed. The
installation process is very straightforward and can be performed without any knowledge of the software.

1. Obtain the dnaFusion Bosch Install application from Open Options Technical Support.

@ The setup procedure must be performed with an administrator login.

2. Verify the DNA Fusion DNADrvr32 Service Permissions.

The DNA driver and the Bosch driver need to run under the same identity. The account running
the services will be used later in the installation process and should be noted for reference. For more
information on DNA Fusion services, see page 2-7 and reference the DNA Fusion Technical Manual.

3. Run the dna Fusion Bosch Installation.

The Infroduction screen will open.
4. Click the Next button.

The Destination Location dialog appears.

8! Setup - dnaFusion Bosch 1.1.0.8 - X
Select Destination Location @
Where should dnaFusion Bosch be installed? \-....,—Jr
il =l))

Setup will install dnaFusion Bosch into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse,

Browse...

At least 84.7 MB of free disk space is required.

5. Click the Next button to continue the installation or select the Browse button and specify a different
location.

The default location is C:\Program Files (x86)\dnaFusion Bosch.
The Startup Credentials screen appears.
6. Select This Account, enter the credentials, and click Next.

5 Setup - dnaFusion Bosch 1.1.0.8 — X
Startup Credentials .@;
Spedify the credentials to use for the service account. \wf)_ \
il =)
Log on as:
() Local System account
(®) This account: |-\Jmunoz ‘
Credential should be formatted as "DomainMNameUserame™ or for local
accounts *,YUsername” or "ComputerName\Username™
Password: | ---------- ‘
Verifying the credentials may lock the account
for multiple failed attempts. Proceed with
caution.
Test successful
< Back Next > Cancel

The Bosch driver requires a service account to run the application; this account must be a local machine
administrator in order to operate.

Open Options recommends using the same account for both the DNA Fusion driver
/ (DNAdrvr32) and the DNA Fusion Bosch driver. See page 2-7 for more information on the
DNA Fusion driver service.

The Ready fo Install screen appears.

Open Options Integration Manual Page 2-5



DNA Fusion Bosch Integration

7. Click the Install button to start the process.
When the installation is complete, the Install Complete screen opens.

8. Click the Finish button to complete the installation.

5 Setup - dnaFusion Bosch 1.1.0.8 -

|
Completing the dnaFusion Bosch

| Setup Wizard

Setup has finished installing dnaFusion Bosch on your
computer.

| Click Finish to exit Setup.

9. Configure the Bosch panel within the DNA Fusion application.
See Chapter 3: DNA Configuration for more information.

Page 2-6
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DNA Fusion Bosch Integration

DNA Fusion Service Permissions

In order for the integration to function properly, the DNA Driver and COM+ objects, as well as the DNA User
Group must be configured properly. This is imperative to the success of the integration.

COM+ Object

1. Open the Component Services menu on the server.

To access Component Services, type the name in the Windows Start Search Bar and select the Component
Services option from the list.

The Component Services window opens.
Double-click the Computers item.

Double-click the My Computer icon and open the COM+ Applications folder.
The COM+ Objects dialog appears.

%. Component Services - o X

B, File Action View Window Help

PO EEEN ] R T
(] Censcle Root P ; £ s Actions
w (8. Component Services % COM- jcati s
~ [ Computers COM+  COM+QC  COM- COM+ ¥
v (& My Computer Explorer  Dead Lett. Utilities Utilities (... More Actions
COM-= Applications @ @
DCOM Config 3’ %’
Running Processes Dell.Comm... Dell.Comm... NPowerDNA  System
Distributed Transaction Coort Application
[@ Event Viewer (Local)
Services (Local)
< >

4. Right-click on the NPowerDNA object and select Properties.
The NPowerDNA Properties dialog opens.
5. Select the Identity tab, verify This user is selected and the User and Password fields are completed.

If the objects permissions have not been configured, enter a local machine Administrative login
information and click the OK button.

The DNA Fusion Bosch service will require the same information. This also applies to the DNA Driver
(DNAdrvr32) service.

6. Click the OK button.

DNA Fusion Driver Service
1. From the Component Services dialog, select the Services option or open the Services window.
The Services dialog will populate.

2. Locate the DNADrvr32 service.
e 1@ BGE ﬁ“ P Enn

(2 Console Root ' Services (Local)
. Component Services

dnaFusion Bosch Name Description Status Startup Type Log On As
B Event Viewer oca £J: Display Policy Service Managesth.. Running  Automatic (De.. Local Service
& q G ..
T — %it:f::l:ce —S"'; Distributed Link Tracking Cli.. Maintains li..  Running  Automatic Local System DNADrr32 Properties (Local Computer) =
Restart (,%"; Distributed Transaction Coor.. Coordinates.. Running — Manual Network Se... General  LogOn | Recovery | Dependencies
“E); DNA Service Agent Allows DNAF.. Running  Automatic Local System
d”:;;z:;‘:"émh r; DNADrvi32 Running ~ Manual Local System Log on as:
’-‘.»dnaFus\on Bosch dnaFusion B.. Running  Automatic (De.. Local System () Local System account
&l dnaFusion Update Push update.. Running  Automatic Local System Allow service to interact with desktop
L/ DNS Client TheDNSCli..  Running  Automatic Network Se...
1), Downloaded Maps Manager  Windows ser... Automatic (De.. Network Se.. ® This account Browse
-.‘,‘:‘*; Embedded Mode The Embedd... Manual (Trigg..  Local System Password
Cl Encrypting File System (EFS)  Providesthe.. Running  Manual (Trigg.. Local System
3 oo Manial oo ot SR—
. Extended /\Standard/

The DNADrvr32 Properties dialog will open.

4. Select the Log On tab and verify the user configuration.

Keep in mind this must be the same account used to run the NPowerDNA
COM+ Object as well as the DNAFusion Bosch service which is configured
on page 2-3.

[ ok ] Cancel Loply

Open Options Integration Manual Page 2-7



DNA Fusion Bosch Integration

Expand the Local Users and Groups option.

Select the Groups folder and right-click on the DNAUSERS group.
Select Add to Group from the menu.

The DNAUSERS Properties dialog appears.

Verify the service account is listed in the dialog.

DNA Fusion User Group
Right-click on My Computer or This PC and select Manage from the menu.
The Computer Management dialog appears.

If the account is not listed, click the Add button and enter the account’s information.

General

% DNAUSERS

Description ‘

DNAUSERS Properties > X

Members.

& 00\SBamow
& SBamow

Changes to a user's group membership
Add... Remove are not effective until the next time the
- userlogs on

Cancel Boply Help

Click the OK button to save any changes and close the dialog.

. group.

It is important that the account running the DNA Driver and Bosch Driver are in DNAUSERS

Page 2-8

Open Options Integration Manual



DNA Fusion Configuration

In This Section

v Adding the Bosch Panel to DNA Fusion
v Discovering Areas and Outputs
% User and Level Creation

The Bosch B and G series intrusion panel integration enables DNA Fusion clients to monitor and interact with
the Bosch B and G series intrusion panels. The Bosch integration is a licensed feature. If the Bosch option
is unavailable, contact Open Options Technical Support.

Adding the Bosch Panel to DNA Fusion

Once the Bosch equipment has been installed and the integration complete, the panel(s) will need to be
added to DNA Fusion.

1. With DNA open, select the Hardware Browser taanare button on the Standard toolbar.
The Hardware Browser opens.

The Bosch Panels option must be green to proceed to the step. This diamond icon represents the state
of the dnaFusion Bosch driver.

Hardware b

f% te: 1: 90 Training Status Indicators:

B.Q.Stgiltf:i!ne.s e 4+ Green Diaomond - The dna Fusion Bosch driver is running
..;L;f;.;oo ot e # Black Diamond - The dna Fusion Bosch driver is inactive.
- & Users Verify the DNADrvr32 and dnaFusion Bosch services are

running under the correct identity. See page 2-7 for more
information on service accounts.

B ALL Obj... Input Poi.. * Qutput.. M ACMs [ ASSA

2. Right-click on the Bosch Panels option and select Add Bosch Panel from the menu.
The Bosch Panel Properties dialog will open.

Bosch Panel Properties X

3. Enter a Name for the Bosch Panel.

feace) @ Bosch Panel Properties
Enter the panel's IP Address. Herm Confi Feits
) . . . Site: 1 F/W Version:
This was configured during the panel programming. pancitumber (] panel Type: | Unknown =]
If desired, enter a Description and select a Home Page. reme

IP Address:

If desired, select a Camera from the drop down list. .

Click the OK button. Emp.;g =

The Bosch Panel is added to the Hardware Browser. e Nonet =

8. Right-click on the Bosch Panels option. FlostMacia: | lonet ] ]
Select Discover Configuration from the menu.

The Hardware Browser will auto populate the
Bosch programmed areas and outputs into the
DNA Fusion system.

Open Options Integration Manual Page 3-1
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DNA Fusion Bosch Integration

Configuring the Areas and Outputs

The Fusion software is able to upload details of the panels, zones, areas and outputs configured on Bosch
panel. The current status of devices is conveniently displayed in the Hardware Browser. Once the Bosch panel
has been discovered in DNA Fusion, the area and output settings can be configured.

1. From the Hardware Browser, right-click on the Bosch Area, Point or Output and select Properties from

the menu.
The Bosch Object Properties dialog opens. Y ——— <
& Bosch Area Properties X = N
m @ jacacel @ Bosch Point Properties
jness (l=l)) Bosch Area Properties
= Alarm Config .
Alarm Config Al Site: 1
Site: 1 Panel Infa: 02-00 Training
Panel Info: 02-00 Training Area ID:
Gl Point ID:
Name: Area 1 Name: Point 8
[~ Other Other
Description: Area 1 Description:
Home Page: fad Home Page: Fe|
Camera: *None* = Camera: *None* =
Host Macro: *None* | =] Edit | Host Macro: *None* [~ | Edit |
Depending on the object selected, the properties ® Bosch Cutput Properties %

dialog will vary slightly. - () Prorrera—

Alarm Config

If desired, enter a Description for the point. [ Suputinto —
The default name was pulled from the RPS
configuration. The Description will appear in
the Events Grid as well as any references to
the point. The Description is auto-populated when

the device is auto-added.

Panel Info: 02-00 Training
QOutput ID:

Name: Buzzer

[~ Other

Description:

Output A (1)

Home Page: !

If desired, select the correct Home Page using the
Browse button.

Camera: *None* =]

Host Macro: *None* [ =]} Edite—|

If needed, select a Camera from the drop-down list.

Once selected the camera will be associated with the point and will provide viewing capabilities from
the Event and Alarm grid.

If configured, select a Host Based Macro from the drop-down list or click the Edit button.

If the Edit option is selected, the Host Based Macro Editor will open. For more information on Host Based
Macros, see Chapter 10 the DNA Fusion User Manual.

Select the Alarm Config option from the menu on the left.
The Alarm Config dialog opens. This dialog is common to all objects.

Priority - If selected, overrides the default event-specific |® foshaes Poperies *
Alarm Priority set in DNA / Administrative / Alarms and Seners @ Bosch Alarm Configuration

Events / Logging. The alternate ID will be displayed in Jlisinoals Alarm Properties

the AlOrm Grid. Priority: e Security Level: | Normal | =

Security Level - Category designation. Allows
administrator to restrict operator use. See page 4-8 in
the User Manual for more information.

Do Not Load Home Page - If the associated point goes
into alarm, the Home Page will not load.

Alarm Text:

[7] Exclude From Alarm
[] Do Not Load Home Page on Alarm

Alarm Media File: =

Exclude From Alarm - If selected, the point will not be displayed in the Alarm Grid. Events will still be

recorded in the Event Grid.

Alarm Media File - Audio file to be played when the associated door goes into alarm.
Alarm Text - Additional text to be displayed with the alarm reason when the associated door goes into

alarm.

Click the OK button to save the object changes.

Page 3-3
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DNA Fusion Bosch Integration

Creating Levels

A Bosch level is an area combined with an authority level that, when assigned to a cardholders, determines
where the cardholder has access within the Bosch system.

The Address and Area Number identifies the areas of the Bosch security system If selected, the assigned
cardholders will have access to the areas. The authority level determines what system functions the passcode
can access. The authority level is configured in the Bosch Remote Programming Software (RPS).

1. From the Hardware Browser, right-click on the Levels option under the Bosch header and select Add
New Level from the menu.

(@ Bosch Levels X

The Bosch Levels dialog opens.

Name:

Enter a Name for the global access level group. [l rssin S R
Select the Assigned column next to the desired areas. iy s :
A o appears in the Assigned column. EE% E% 3
4. Select the user's Authority Level. EE% E% 3
The Authority level determines the features and functions rass e :
the user can access in the Bosch system. Authority levels e 5 e :
1

1P2A6 I Area b

are configured in the RPS.

5. Click the OK button to save the level.
The level is added to the Hardware Browser.

Hardware *

+-+H Sjte: 1: 00 Training
#-+@ lsonas Doors
Stentofon
—-+4¥ Bosch Panels
-+ 1.P1. 00 Bosch
+l 1P2: 00 Training
+ M Areas
+ @ Qutputs
=47 Levels
-7 Master Level
& Jantorial Staff
& 1P1ATL: Area 1
& 1.P2.A1: Area 1
¢ RRT/VIP

Al [-] of —OK—|| 3 Cancel |

Creating Users

A Bosch user must be present in the DNA Fusion system to be added as a user under the Bosch header. If the
user does not have an associated Passcode, the system will prompt for a passcode prior to adding the user.

1. From the Hardware Browser, right-click on the Users option under the Bosch header and select Add/
Remove Bosch Users from the menu.

@ Add Bosch Users. X
The Add Bosch Users dialog opens. ONAFusion Personnet Bosch pane
\ P

Barrow, Sherinda

2. Enter the Users name and click the Search button.

Users can also be added by Personnel Group. This provides a simple
method to add multiple users in a group to the Bosch panels.

To search a Personnel Group, enter the following:
g: Name of Personnel Group and click the Search button.

@ Add Bosch Users X |
DNAFusion Personnel Bosch Panel
Note: Type "g:" followed by the group name in order to search for a personnel
g: Janitorial Crew - Admin Y group. All other searches are based on the person's name, initials etc....
Ctrl-M to move name from left to right, Ctrl-P to add Passcode.
ADAMS, SHAWN Barrow, Sherinda R
BANG, Jann Hall, Fred [ ]

of —Ok—|| 3¢ Cancel |

The DNAFusion Personnel will appear in the window
The Ctrl or Shift keys may be used to select multiple users.

Users with a Passcode will be blue and may be moved to the Bosch Panel pane by selecting the arrow
or double-clicking the user. If the user does not have a Passcode, they will appear red in the dialog.
These users will need to be assigned a Passcode prior to assigning the user.
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3. If needed, add a Passcode to the User(s).
Passcodes may be set for multiple user using the Cftrl or Shift keys.
Right-click on the User(s) and select Add Passcode.
Or
Press Ctrl P on the keyboard.
The Passcode dialog opens.

@ Edit Bosch user X @ Edit Bosch user X
User Data User Data
Passcode Passcode Selected Users: 2
Name: BANG, Jann Name: n/a
User Group: 0 [~ User Group 0 [
|0k | 3¢ cancel | |efOK| | 3¢ Cancel |

4. To add the user to the Bosch Panel, right-click on a red User and select Add Passcode.

The Edit Bosch User dialog opens. @ Edit Bosch user X
User Data

Or Passco de |

Double-click on a red User and click Yes to open the DNAFusion | neme BAIG, Jamn

Passcode dialog. UserGow 0 -]

@ DNAFusion of —OK—|| 3% Cancel

‘e‘ One or more users do not have a Passcode assigned.
- 4 Add Passcode to these user(s)?

Yes ‘ No ‘

5. Enter the user(s) Passcode and click the OK button.
The user is added to the Bosch Panels pane.
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Assigning User Group Levels to Users

Once users and levels have been created, a user will be assigned a level that determines access and

functions.
=& Levels
1. From the Hardware Browser, right-click on the User under the Bosch 5 ¢ Master Level
header and select Add/Remove Level the menu. iy
The Assign Bosch User Groups dialog opens. | ,ﬁ;;ﬁj‘““
i@ Assign Bosch User Groups * | =% ‘l:l'SE'FS
P& i g
Modify Bosch User Group Members & Hall.é Add/Remove Level
‘A|Assig. * | Group Level -1 - & Mund Remowe User(s)
| ] - & Jantorial Staff H |
4 &' Master Level : a TaTEl' Edit Bosch User
- & RRTVIP
All . v AT # cancel

2. Select the Assigned column for the desired User Group Level.

A = will appear in the Assigned column. Existing User Groups will have a
3. Click the OK button.

The User Group Level(s) is assigned to the User.

in the Assigned column.

- a ;rrow, Sherinda
& Master Level
& RRT/VIP

+- & Hall, Fred

Removing User Group Levels from Users
To remove a previously assigned User Group Level:
1.

From the Hardware Browser, right-click on the User under the Bosch header and select Add/Remove
Level the menu.

The Assign Bosch User Groups dialog opens.

@ Assign Bosch User Groups * |

Modify Bosch User Group Members

‘ Al Assig.. ¥ | Group Level !
» = g Jantorial Staff
& Master Level

- & RRTVIP

All . v AT # cancel
2. Select the Assigned column for the desired User Group Level.

A == will appear in the Assigned column.
3. Click the OK button.

The User Group Level(s) is removed from the User.
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In This Chapter

4 Controlling the Bosch Hardware
4 Generating Reports
4 Alarm Handling

A Bosch alarm panel can monitor multiple sites with each site consisting of multiple areas. An area can be
a single alarm/monitoring point such as a glass break, or it can include input points such as glass breaks,
motion detectors, etc. (usually in a contiguous area). If one point goes into an alarm state within the area,
DNA Fusion will generate an alarm to notify the operator.

The hardware browser also offers varies control options. It provides the ability to arm and disarm the Bosch
panel directly from DNA Fusion. There are also a number of different hardware features as well as the ability
to generate Trace History and “"Who Has Access” reports on the fly.

The Hardware Browser

The Hardware Browser is an explorer window that consists of a hierarchical layout of the field devices that
make up the system. The tree also displays the status of objects by using status indicators to the left of the
tree object.

To open the Hardware Browser:

1. Select the Hardware icon from the Standard Toolbar.
Or
Select View / Explorers / Hardware from the Main Menu.

The Hardware Browser will open.
2. Expand the Bosch header to view the Bosch Panels, Levels, and Users.
Driver Status Indicators:
+fll ¢ Green Diamond - The Bosch driver is running and all systems are good.
+fH ¢ Black Diamond - The Bosch driver is not running. Verify the User Account running the service.
Area, Point, and Output Indicators:

«@ e GreenDiamond - The object is currently in a normal state; i.e., closed, inactive.

.® O The Bosch Panels Area Points appear with a red circle and Outputs are represented with a blue
circle. The diamond icon represents the state of the object.

+® e RedDiamond - The object is currently in an alarm or active state; i.e., point open, output active.

-8 O The Bosch Panels Area Points appear with a red circle and Outputs are represented with a blue
circle. The diamond icon represents the state of the object.
Area Status Indicators:
#., o Armed Area - The area is currently armed and will report any defined alarms.

+. /e Disarmed Area - The area is currently disarmed and not reporting alarms. It appears with a mask
over the area.

@ Hovering over an object or area will show you the status in the form of a tooltip.
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The Bosch integration provides the ability to control the Bosch panel as well as monitor the status of Bosch

Bosch Panel Object Options

hardware through the DNA Fusion system.

1. From the Hardware Browser, select the desired Areaq, Point, or Output to control.

2. Right-click on the desired object under the Bosch header.
The Objects context menu appears.

3. Select the desired Control Option.

Area Control

An area is a number of points that are grouped together so that you can control them together as one object.
For example, if a Bosch system has three (3) areas - an office, a laboratory, and a classroom - the points
in each of those sections could be grouped together as an area. This allows the user to arm (turn on) and
disarm (turn off) individually, in groups (office and laboratory), or all together. Fire, panic, and other 24-hour

areas are considered always armed.

Disarm

Turns off alarm protection for the area. No alarms will be received by DNA
Fusion.

Master Arm (Instant)

Immediately turns on alarm protection for the area. With the Instant
command, no entry or exit delay is provided and an alarm will occur should
an entry door be opened. When an area is armed and is tripped, an alarm
will be generated in DNA.

Master Arm (Delay)

Turns on alarm protection for the entire system. With the Delay command,
entry and exit delays are provided. When an area is armed and is tripped,
an alarm will be generated in DNA. The delay period is specified at the
intrusion system.

Master Arm (Instant
Forced)

Immediately turns on alarm protection for the area. With the Instant
command, no entry or exit delay is provided and an alarm will occur should
an entry door be opened. When an area is armed and is tripped, an alarm
will be generated in DNA. The forced portion relates to points that are
typically faulted when arming the area. When the point returns to the
normal state after being force armed, it automatically goes to the armed
state with the other points in the area.

Master Arm (Delay
Forced)

Turns on alarm protection for the entire system. With the Delay command,
entry and exit delays are provided. When an area is armed and is tripped,
an alarm will be generated in DNA. The delay period is specified at the
intrusion system. The forced portion relates to points that are typically
faulted when arming the area. When the point returns to the normal state
after being force armed, it automatically goes to the armed state with the
other points in the area.

Immediately turns on alarm protection for the perimeter points and leaves
the interior points turned off. No entry or exit delay is provided and an
alarm will occur in DNA should an entry door be opened. Perimeter arming
allows for free movement inside without setting off any interior alarms.

Immediately turns on alarm protection for the perimeter points and leaves
the interior points turned off while providing an entry and exit delay.
When an area is armed and is tripped, an alarm will be generated in DNA.
Perimeter arming allows for free movement inside without setting off any
interior alarms. The delay period is specified at the intrusion system.

Perimeter Arm
(Instant)

Perimeter Arm
(Delay)

Perimeter Arm

(Instant Forced)

Immediately turns on alarm protection for the perimeter points and leaves
the interior points turned off. No entry or exit delay is provided and an
alarm will occur in DNA should an entry door be opened. Perimeter arming
allows for free movement inside without setting off any interior alarms. The
forced portion relates to points that are typically faulted when arming the
area. When the point returns to the normal state after being force armed,
it automatically goes to the armed state with the other points in the area.
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Perimeter Arm
(Delay Forced)

Immediately turns on alarm protection for the perimeter points and leaves
the interior points turned off while providing an entry and exit delay.
When an area is armed and is tripped, an alarm will be generated in DNA.
Perimeter arming allows for free movement inside without setting off any
interior alarms. The delay period is specified at the intrusion system. The
forced portion relates to points that are typically faulted when arming the
area. When the point returns to the normal state after being force armed,
it automatically goes to the armed state with the other points in the area.

Stay 1 Arm

Stay 1 points are armed all the time. They can be used for panic, medical,
and police alerts.

Stay 1 Arm (Forced)

Stay 1 points are armed all the time. They can be used for panic, medical,
and police alerts. The forced portion relates to points that are typically
faulted when arming the area. When the point returns to the normal state
after being force armed, it automatically goes to the armed state with the
other points in the area.

Point Control

A point is a individual object connected to the Bosch system. Multiple points are typically assigned to an area
so that all of their protection devices combined provide for the complete protection of the premises.

When a point is unbypassed, a change in its hormal state causes the panel to activate an alarm.

1. Right-click on the desired Point in the DNA Fusion Hardware Browser under the Area.

2. Select the command from the list.

e Bypass Point - Points that are bypassed will not send alarms to DNA Fusion. A point remains bypassed

until it is unbypassed.

e Unbypass Point - When a point is unbypassed, a change in its normal state causes the panel to

activate an alarm.

An output is a device that is controlled by the Bosch system. Outputs are generally programmed for automatic

Output Control

control or keypad control for devices such as premises lighting, buzzer, strobes or entry gates.
When an output is activated, it is in the ON state. While deactivated outputs are OFF.

1. Right-click on the desired Output in the DNA Fusion Hardware Browser under the Bosch header.

2. Select the command from the list.

e Activate Output - The selected output point will become active or set to the On state.

e Deactivate Output - The selected output point will deactivate or turn Off.
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Bosch Object Features

There are a number of features available for panels, areas, points, and outputs. For instance, you can see
who has access to a specific area or trace the history for the selected point.

Trace History

The Trace History feature displays event transactions associated with the panel, area, point, or output for a
specified date range.

1. Right-click on the Bosch Panel, Area, Point, or Output and select Trace History from the menu.
The Trace History Dialog will open.

@ Trace History Dialog X
Trace History for 1.P2.A1: Area 1
roce oty fr : [ ot Pt . e
Start Date: ‘10/2&/2019 (kg ‘ |12:uu:ou AM 5 ‘
End Date: ‘11/15/2019 [Ekg ‘ |11:59:59 = ‘ [OprntTosze @ Trace History Dialog X
Time & Date ‘lasl Name ‘Firsl Name ‘Empluyee# ‘Address ‘Desmptio Trace History for 1.P2.A1.1: Point 1 |§.2 — H = ‘ -
11/14/19 12:33:00 1P2.A1 Areal | stanDate:  [10/2872019 [ |[12:00:00 am 2]
11/14/19 11:38:00 1.P2.A1 Area 1 EriTre |11/15/2019 o Hu-sg-sg o .‘ [C] Print To Size:
11/14/19 11:35:00  Barrow Sherinda 1.P2A1 Area 1
11/14/19 113500  Barrow Sherinda 1P2A1 Area 1 Time & Date |Last Name ‘ First Name ‘ Employee # ‘Address |Des(ripliun |Evem Description ‘Event @
11714719 1127:00 1P2AT Areat | |11/14/1911:39.00 1P2A11 Point 1 Fire trouble
11714710 119700 102 4a1 Aran 1 11/14/19 11:38:00 1P2.A11 Point 1 Fire trouble
11/14/19 11:38:00 1P2A11 Point 1 Fire Restoral from trouble
11/14/19 11:36:00 1P2A11 Point 1 Fire Restoral from trouble

2. If a wider time or date range is needed, enter the Start and End Date/Time and click the Trace button.
The results can be exported or printed by selecting the appropriate button. Select the Print to Size
checkbox to size the report so that all columns appear on the same page without forcing them to a new
page.

Who Has Access
This feature allows you to generate an immediate report that details who has access to the selected area.
1. Right-click on the Area and select Who Has Access from the menu.
The Who Has Access dialog appears.

@ 1.P2A1 Area 1 x
Who Has Access To This Area: 1P2Al- Area 1
3‘3 Export H (=) Print H ® Cancel
LastName | First Name | Authority Level | Level Name | Department | Location | Title |
Barrow Sherinda 1 Master Level Police Department Dallas, TX CEQ
Barrow Sherinda 1 RRT/VIP Police Department Dallas, TX CEO
Hall Fred 1 Jantorial Staff
Munoz Juan 1 Master Level Accounting Williston, ND Technical Writer

The results can be exported or printed by selecting the appropriate button.

Who Does Not Have Access

This feature allows you to generate an immediate report that details who does not have access to the
selected Bosch area.

1. Right-click on the ACM and select Who Does Not Have Access.
The Who Does Not Have Access dialog appears.

@ 1P2A1: Areal X
Who Does Not Have Access To This Area: 1.P2.A1: Area 1
Q? Export H =R H b 4 Cancel

LastName \ FirstName \ Department | Location | Title \ a

Abrahamson Mitch Information Technology Seattle, WA

ADAMS SHAWN Accounting

Agnew Michael INVESTIGATIONS

Akins Issac Accounting

Alanis audra Information Technology Seattle, WA

ALDRIDGE ALAN Accounting

ALEXANDER BENJAMIN Training Seattle, WA

The results can exported or printed by selecting the appropriate button.
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Configuring and Viewing Alarms

Alarms are configured and displayed in the same manner as all other DNA alarms. See page 14-9 in the DNA
Fusion User Manual for more information on alarms.
Configuring Alarm Logging

The system administrator will need configure which alarms will be reported to the Alarm gird. By default, no
conditions are marked as alarms. To configure alarming properly, an Alarm event must be defined as well
as a Return to Normal event.

1. Select DNA / Administrative / Alarms & Events / Logging from the Main Menu.
The Alarms Routing Editor dialog box will open.
2. Select the Bosch item from the menu.

@ Event Logging Editor X

Door ~
Arm

Disarm

Secure or Inactive Index Message
Alarm or Active 2000  Bosch Command Error

Ccomm 2001 Failto Call RAM

Access Areas 2002 Access Granted

Monitor Point Groups 2003 Access Granted to Sub-user
Time, Triggers and M 2008

Duress
Host and Operator 2005 User alarm 7
Access Granted

2006 User Alarm 9
Access Denied
Mode 2007 Point bypass
Alarm handiing 2008 Swinger bypass
Other 2009 Bypass by user
Camera 2010 Bypass by Sked

Bosch Panel

=

0g? Disp?| RTN? | Alarm? | Priority

Stentofon 2013 Forced Points
Axis 2014 Fire Alarm
Isonas 2015 Fire trouble

Bosch Panel o || |2016  Fire missing

Engage
< > 2017  Fire Restoral from Alarm

2018 Fire Restoral from trouble
2019 Alarm Area

2020 Alarm with Recent Closing
2021 Alarm Exit Error

2022 Alarm Cross Points

2023 Trouble

2024 Trouble with Ground fault
2025 Restoral

2026 Restoral from Ground fault
2027 Missing Alarm

2028 Missing trouble

2029 Point Opening

2030 Point Closing

A Ok |
[PE—

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

Hel

[ @ter—| 5
[
[

M XXXXXXXX

000000000000 OOOOOOO0O0O0000000
0000000000 0000MMMOO0O0000000000

:

3. Select the parameters for each event for the selected object.
e Log? - Log this event to the database.
e Display? - Display this event in the Event Grid.
e RTN? - Check if the event is a return to normal (RTN) from an alarm condition.

e Alarm? - Display the event as an alarm in the Alarm Grid.

NOTE: If an alarm event is identified, a RTN condition must be selected in order for alarm
to be cleared, i.e., Area in Alarm is identified as an alarm (ALARM) condition then Area
Normal would be the Return to Normal (RTN) condition.

e Priority - Priority for the event.
4. Click OK to save the configuration.

tools used to visually represent an external hardware platform. A map can depict various
. hardware states via graphic objects and provide quick access to user commands, such as
alarm acknowledgement, direct control, and object properties.

' Bosch panel alarms can also be viewed from a graphic map. Graphic maps are flexible
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Viewing Alarms

The alarm grid is a data window comprised of a “matrix” or spreadsheet record of alarm events. There are
several ways to display the alarm grid. The basic alarm grid can be viewed by a number of different methods:

e Selecting the Alarm button at the top of the screen in the Standard Toolbar.
e Double-click the Alarms status icon on the Status Bar.

Selecting the Alarm Grid (using any of the methods described) will bring it to the front of the operator
interface and display any alarms that have not been acknowledged and cleared or dismissed.

T d >
School XYZ || Events” ) Alarms X
Field Chooser "Group By" Box | Alarm Information

4

¥ | Pri... | Date Time | Address | Address Description | Alarm Description | Hardware State | Count | Alarm Status | card # | user

¥ 1 11/14/2019... 1.4 Sherinda's Desk Host COMM Off-Line  Off-line 1 RTN

M ([11/i9e005. (12 [ooTramng . [HostCOMMOfLne [unknown |1 aem ]
M [0 [t Joosoxh  vostcommomrume [umknown  [ar  lwem | | |
o lieaii  Jrne  romopen | s Jaem | | |

The Alarm Grid presents the alarm information in a condensed format to conserve screen space, and organizes
all pertinent data in an easy-to-read format. The grid consists of twelve adjustable columns to describe
various alarm properties as well as options to toggle the Field Chooser dialog, “Group By"” Box, and Alarm
Information panel.

In DNA Fusion, alarms can exist in one of two states:

e Active - The point has changed from its normal state to an alarm state.

e Inactive - The point has not changed to an alarm state, or it has returned to its normal state.
Depending on the operator’s action, the alarm has four possible conditions:

e Unacknowledged Alarm (Alarm) — A new alarm message. A change of state was detected.

e Acknowledged Alarm (ACK) - An alarm that has been recognized by the operator.

e Cleared Alarm (Clear) — An alarm that has been acknowledged and cleared from the Alarm Grid.

e Dismissed Alarm — An alarm that has been dismissed by the operator whether or not the hardware
object has returned to normal (RTN).

When handling alarms from the Alarm Grid, the operator can monitor (and must recognize) the current
status of the alarm. The status is determined by a combination of the aforementioned states and conditions.

Under normal operations, the process for handling an alarm would be as follows:

Step Action State Condition
1. An alarm appears in the grid Active Unacknowledged
2. The operator recognizes the alarm Active Acknowledged
3. The alarm returns to normal state Inactive Acknowledged
4, Operator clears alarm Inactive Cleared

The operator has three different avenues to work from when handling, monitoring and responding to alarms
in the Alarms Grid:

e Alarms Toolbar
e Menus
O Alarms option from the Main Menu
O Context menu available by right-clicking on an alarm

e Keystroke / Shortcut Keys
O Acknowledge F5 shortcut key
O Clear F8 shortcut key
O Custom keystroke combinations

See page 14-17 in the DNA Fusion User Manual for information on handling alarms.
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Host Based Macros

Automated operation is achieved using host based macros. For example, an area can be armed or disarmed
automatically at specified times, or in response to an access-control transaction from a specified card holder,
making the process of arming the system and locking doors as easy as swiping a card.

Host Based Macros allows for cause and effect relationships between points controlled by different controllers
that wouldn’t be possible with conventional trigger-macro configurations. For more information on Host
Based Macros, see page 10-13 in the DNA Users Manual.

1. With the Triggers & Macros Browser open, select the Host Macros tab at the bottom of the browser.
2. Right-click on the Host Based Macros object in the browser and select Add Host Macro.

The Host Based Macros dialog will appear. ® Host Based Macro (Glabal 0) x
Host Based Macros x
Macro Description: | 17 Schedule: | “NONE™ [-]
=8 Host Based Macros
(-5 Site: 1: 00 Training Local Object Type (Controlling Object) Remote Object (Controlied Object)
& 1: Email Bear Notification Type Bosch Panels | = | Type: HDW: Monitor Point =
& 2: Email Door Held )
& 3: AD Email Action 1 =
& 4 Door Combo Macro il o] Acton 165
B -
& 5:Door Forced or Held Email 131: Host COMM Off-Line
& 6: Bosch Camera 132: Host COMM On-Line =
& T: Camera PopUp Kitchen Door Action 2 — 600: Alarm Cleared
= ; 601: Alarm Dismissed
2 8:SSP Email EventID: 700: Alarm Acknowledged ==
& 9 ASSALD 2000: Bosch Command Error
2 10 . 2001: Fail to Call RAM
£ 10: LD/RTN Email 2002: Access Granted
& 11: All Campus Lockdown #5 Action 3 2003: Access Granted to Sub-user
& 12: AD Email ISONAS - ;EE; EU’EEAS‘ 5 =]
2 13 ven : User Alarm -
& 13: Door Alert Email 2006: User Alarm 9
& 14: LD Main Controller HBM 2007: Point bypass
£ 15: LD Other Controller 2008: Swinger bypass
= 5 2009: Bypass by user
% 16: LD All - HBM List Action 4 —|5010: Bypass by Sked
EventID: 2013: Forced Points =~
2014: Fire Alarm
2015: Fire trouble
2016 Fire Missing
2017: Fire Restoral from Alarm
2018: Fire Restoral from trouble £t) Properties
2019: Alarm Area
Site: 2020: Alarm with Recent Closing Paint: El | 0.0.0.132 \
LW R WYERTl | Host Based Macros 2021: Alarm Exit Error
2022: Alarm Cross Points
2023: Trouble o oK b~ 4 Cancel
3 E t D H 1. f th 2024: Trouble with Ground fault
. ncer a bescriprion 1or the macro. 2025: Restoral -

This description will appear in a drop-down menu later when the controlling object is configured.
4. Select the Bosch Panels option from the Local Object Type (Controlling Object) drop-down menu.

This is the controlling object type that will cause the macro to execute. The selection of this object
determines the choices available in the Action Event ID drop-down menus. The Actions below are based
on this selection.

5. Select an Action(s) from the desired Action Event ID drop-down menu(s).
Up to four separate actions can be configured.

6. Select Conftrol Peripheral Object from the Remote Object Type (Controlled Object) drop-down menu.
This is the controlled object that will receive the action as a result of the event being triggered.

7. Select Activate from the Action drop-down menu(s) corresponding to the selected Event ID(s).
Up to four separate actions can be configured to match the Confrolling Objects Actions.

8. Click the Build button to configure the Remote Object Type's (Controlled Object) actions.

@ Bosch Area Assignments x

The Confrol Peripheral Devices Macro dialog opens.
Depending on the panel and the type of object, different Actions

Modify Bosch Area Assignments:

may be displayed. Command: [+=Nona™
9. Select the Point and/or Area from the list. s ‘ ‘ :
10. Select the desired action from the list of Available Actions. e e
11. Click OK to close the Control Peripheral Devices Macro dialog. e e
12. Click OK to save the Host Based Macro. e e
13. Add the Host Based Macro to the appropriate Poinf or Area.

1P1AS Aread

See page 3-3 for more information or see the Triggers & Macros
chapter in the DNA Users Manual.

Search Bosch Area P Al | =] <Al Panels> =]

o/ OK——|| % cancel
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