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UL Listing Summary

Compatible UL evaluated equipment

Vanderbilt Equipment

=  Vanderbilt APO2 (pending)
=  VBB-RI

= VBB-NRI

= VBB-NRI G2

= SBB-RI (Legacy)

XCEED-ID Equipment
=  XF1050
Supported Proximity Cards

=  Standard 26-bit Wiegand Format
=  Vanderbilt 34-bit Wiegand Format
=  HID Corporate 1000 35-bit

= HID Corporate 1000 48-bit

= HID/ProxIF 37-bit

= XceedID 40-bit

= XceedID 35-bit

Note: All interconnected devices (panic hardware, REX, alarm devices, door contacts, computers, wiring, etc.)
must be UL Listed.

Hardware Not UL Evaluated

Schlage VIP Locks
Schlage AD-300 Locks

Schlage Wireless Locks

=  PIM400-485-VBB

=  AD-400 locks

= PIM-SBB (Legacy)

= WA Series locks

=  WRI Series locks

* GWE - ENGAGE Gateway (RS-485)

= NDE Series Wireless Locks w/ ENGAGE Technology
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Firmware Designation

VBB Firmware: bright blue v. Y.X.X

= Y - Represents the embedded firmware version (matching the software application version)
= X.X - Sequential numbers representing the embedded firmware feature upgrades

VBB-RI Firmware: g1_0.XX
= XX - Sequential numbers representing the embedded firmware feature upgrades
VBB-NRI Firmware: g4_0.XX
= XX - Sequential numbers representing the embedded firmware feature upgrades
VBB-NRI G2 Firmware: image_rXXX_kXXXX_aXXXI.SRIUpd
= IXX_KXXXX_axXXXI — Sequential numbers representing the embedded firmware feature upgrades
VRI-1 Firmware: vril_appl_X_XX_XX.aax
= XXX XX = XXX XX firmware feature version
VRI-2 Firmware: vri2_appl_X_XX_XX.aax
= XXX XX = X XX.XX firmware feature version

UL Evaluated Firmware

= UL is evaluating firmware v5.0.0 Build 28 in the VBB

= UL has evaluated firmware g1_0.05 in the SBB-RI (Legacy)
= UL has evaluated firmware FV11 in the VBB-RI

= UL has evaluated firmware g4_0.08 in the VBB-NRI

= UL has evaluated firmware v6.31 in the VBB-NRI G2

The following should be incorporated into the system:

* The UL 294 requires the bright blue controller enclosure and the VBB-RI enclosure to have a tamper
switch that will generate an alarm whenever the enclosure is opened. Connect the tamper switch flying
leads to a UL Listed burglar alarm system or UL Listed local siren/annunciator.

Note: UL has only evaluated the system for stand-alone operation. The connection to a PC/Web browser is to be
employed as a local programming/downloading/monitoring tool only.

VBBIM09/33/20 v5.0.3
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Operation Testing and Maintenance

Operation Testing

Once bright blue and system components are installed, log into the system and set up a cardholder with a
credential and access. Present that credential at read head to test. A green LED indicates system is working.

Maintenance

No regular maintenance is required; bright blue and system components are self-supporting.



Declaration of Conformity

Declaration of Conformity

Below is the Declaration of Conformity for the VBB, VBB-NRI and VBB-RI.

NDERBILT

I TR
We Vanderbilt Industries
Oof 2 Cranberry Road
Parsippany, NJ 07054
USA

Certify that the equipment described below conforms with the essential requirements of the following
European Directive:

Electromagnetic Compatibility (EMC) 2004/108/EC

Conforming Apparatus VBB Vanderbilt bright blue Reader Controller
VBB-NRI Vanderbilt bright blue Network Reader Interface
VBB-RI Vanderbilt bright blue Reader Interface

Serial Numbers Serial Number Starting with BB100,000
Harmonized Standards EN 55011:2009/A1:2010

Referenced or Applied EN 61000-6-2:2005/AC:2005
Authorized Representative Elie Moneuse, Production Manager

Vanderbilt Industries

Parsippany, NJ

USA

Tel: 973-316-3926

E-mail: eliemoneuse@vanderbiltindustries.com

Date of Issue March 15, 2009

Signed Elie Moneuse

q
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Preface

This manual describes the installation and wiring procedures for the bright blue controller and peripheral
devices.

Who should use this book

This installation manual provides guidelines for installing and configuring the bright blue controller and the
hardware that interfaces with it. This guide is intended to be read by installation technicians and service personnel
only. It is not intended for end users of the system.

How this book is organized

Before Installation: Describes the processes and steps necessary before installing the bright blue system.

Chapter 1 bright blue: Describes how to correctly configure the bright blue controller along with its features
and specifications.

Chapter 2 VBB-RI Reader Interface: Describes how to connect the VBB-RI to bright blue and peripheral
devices.

Chapter 3 VBB-OBRI Onboard Reader Interface: Describes how to connect the bright blue VBB-OBRI to
peripheral devices.

Chapter 4 SBB-RI (Legacy) Reader Interface: Describes how to connect the Legacy SBB-RI to bright
blue and peripheral devices.

Chapter 5 VBB-NRI Networked Reader Interface: Describes how to connect the VBB-NRI to bright blue
and peripheral devices.

Chapter 6 VBB-NRI G2 Networked Reader Interface: Describes how to connect the VBB-NRI G2 to
bright blue and peripheral devices.

Chapter 7 VRI-1 Single Reader Interface: Describes how to connect the new VRI-1 to bright blue and
peripheral devices.

Chapter 8 VRI-2 Dual Reader Interface: Describes how to connect the new VRI-2 to bright blue and
peripheral devices.

Chapter 9 Schlage Adaptable AD-300 Series Locks: Describes the integration of Schlage AD-300 Locks
to bright blue.

Chapter 10 Schlage VIP Locks: Describes the integration of Schlage VIP Locks to bright blue.

Chapter 11 Schlage Adaptable AD-400 Series Wireless Locks: Describes the integration of Schlage
AD-400 Series Wireless devices with bright blue.

Chapter 12 Schlage NDE Series Wireless Locks with ENGAGE: Describes the integration of Schlage
NDE Series Wireless locks with bright blue.
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Chapter 13 Schlage Wireless Readers: Describes the integration of Schlage wireless devices to bright
blue.

Chapter 14 VEVMS-VBB Video Server Integration: Describes in brief the integration of the VEVMS-VBB
video server with bright blue.

Chapter 15 Troubleshooting: Tips and suggestions on how to more effectively use bright blue.

Symbols and conventions

The following are the documentation conventions used in this manual:

Note: A note provides information which should be considered by the user.

Warning: Provides important information about procedures and events. If not considered by the user, it may
cause damage to hardware or system data.

Bold: Text in bold letters are used for window names, button names etc.

Disclaimer: Disclaimers provide information that should be considered by the technician.

U.S./International Technical Support

If any problems are encountered while installing or operating bright blue, please contact our technical support
team for assistance.

U.S. Vanderbilt Technical Support: Phone: 855-316-3900
International Vanderbilt Technical Support: Phone: 973-316-3900

Vanderbilt Technical Support: E-mail: techsupport@vanderbiltindustries.com

Hours of Technical Support

Standard technical support is available during Vanderbilt normal business hours, Monday through Friday,
excluding Vanderbilt Industries observed holidays.

VBBIM09/33/20 v5.0.3
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Before Installation

This section provides information on what should be considered before installing the bright blue hardware.

Requirements

= Check to see that all the equipment necessary for the installation is on hand. Make sure all the necessary
tools to properly install the equipment, i.e. screwdrivers, wire cutters, digital meter, etc., are available.

=  Mount all the enclosures in a secure and accessible location.

= It is optimal to mount all enclosures on fire rated plywood which is affixed to a solid wall covering i.e.
sheetrock or bare cinder block.

= Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4" x 1" lag bolts.

Electrical Wiring Considerations

=  Wiring methods shall be in accordance with the National Electrical Code (ANSI/NFPA70), local codes, and
the authorities having jurisdiction.

*=  The use of unshielded or ungrounded cable may cause problems. Ground shields must be grounded only at
one end. If the shield is connected in both ends a ground loop will be created which will introduce more
noise into the system.

= Before installing the system, verify that the correct UL Listed Power-limited Power supplies capable of 4
hours standby power are available.

= Remember to turn off all power before connecting any equipment.

= Make sure the correct wire type and gauges are being used as indicated on the cable requirement chart,
please refer to the Cable Requirement Chart for details.

= All back-up batteries should be replaced with the same type and rating as the original power supply.

= Alicensed electrician will need to supply 120VAC for connection to a UL294 Listed Power Limited, Power
Supply capable of 4 hours standby power for the bright blue controller.

Before Powering System

=  Mount and connect all readers in accordance with manufacturer's specification.

=  Mount and connect all door contacts in accordance with manufacturer's specification.

=  Mount and connect all exit requests and annunciators in accordance with manufacturer's specification.
=  Mount and connect all peripheral equipment in accordance with manufacturer's specification.

=  Mount and connect all lock devices in accordance with manufacturer's specification.

= Verify that the micro SD Card is firmly seated to bright blue and has not been loosened in shipping.
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Environmental Consideration

=  bright blue (VBB), the VBB-NRI and the VBB-RI must be installed indoors within the protected premises in
a clean and a dust free environment.

=  Ambient temperature: 32F to 120F (0 C to 49C)

= Relative Humidity: 85%, +/- 5%

Cable Requirement Chart

The chart below gives the recommended distance between the bright blue controller and the devices it connects
to. All cabling and wire should be UL Listed and/or Recognized wire suitable for the application.

=  Power supply input line transient protection complying with the Standard for Transient Voltage Surge
Suppressors, UL 1449, with a maximum marked rating of 330 V.

= RS-485 communication line(s) must have signal line transient protection complying with the Standard for

Protectors for Data Communications & Fire Alarm Circuits, UL 497B, with a standard marked rating of 50 V.

Max Distance

Max Distance

Connection Power (ft) Communication (ft) Cable Requirement
bright blue to VBB-RI 4000 4000 18 AWG/2 Pair, Strd, Twst, Shid
VBB-OBRI to Magstripe Reader Head 200 200 22 AWG/5 Condr, Strd, Shid
VBB-OBRI to Proximity Reader Head 500 500 22 AWG/5 Condr, Strd, Shid
bright blue to VRI-1 4000 4000 18 AWG/2 Pair, Strd, Twst, Shid
bright blue to VRI-2 4000 4000 18 AWG/2 Pair, Strd, Twst, Shid
VBB-NRI to Power Supply 4000 N/A 18 AWG/2 Pair, Strd, Twst, Shid
bright blue to AD-300 4000 4000 18 AWG/2 Pair, Strd, Twst, Shid
bright blue to Schlage VIP

At 12 Volts DC 1000 4000 18 AWG/2 Pair, Strd, Twst, Shid
At 24 Volts DC 3000 4000 18 AWG/2 Pair, Strd, Twst, Shid
bright blue to PIM400-485-VBB 4000 4000 18 AWG/2 Pair, Strd, Twst, Shid
bright blue to GWE — ENGAGE 4000 4000 18 AWG/2 Pair, Strd, Twst, Shid
bright blue to PIM-SBB (Legacy) 1000 1000 18 AWG/2 Pair, Strd, Twst, Shid

Abbreviations:

=  Strd. = Stranded
=  Shld. = Shielded
= Twst. = Twisted

VBBIM09/33/20 v5.0.3
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Web Browser Requirements

Internet Explorer 11

bright blue has been tested on IE 11 running on the Windows 10 operating system. Any machine with the
recommended amount of memory for Windows 10 will meet the memory requirements for Internet Explorer 11.

Firefox v80.0

bright blue has been tested on Firefox running on the Windows 10 operating system. Any computer running with
the recommended amount of memory for Windows 10 will meet the memory requirements for Firefox. Firefox has
not been tested on the Mac OS X operating system.

Apple Safari v13.1 (OS X)

bright blue has been tested on Apple Safari v13.1 running on the MacOS Catalina v10.15.4 operating system. Any
Apple Mac system with the recommended amount of memory for MacOS Catalina v10.15.4 will meet the memory
requirements for Safari.

Apple Safari Mobile

bright blue has been tested on Apple Safari v14 mobile running on the Apple iPadOS v14.0 operating system.

Google Chrome v85.0

bright blue has been tested on Google Chrome running on the Windows 10 and Apple iPadOS v14.0 operating
systems. Any system running with the recommended amount of memory for the underlying operating system will
meet the memory requirements for Chrome. Chrome has not been tested on the Mac OS X operating system.

Note: bright blue uses ports 80 and 443 to communicate; these ports cannot be blocked by any firewall.
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Device Power Requirements

The bright blue controller is designed to provide power from a power supply to a number of different devices.
The power supply(s) must be large enough to power the bright blue controller and all attached devices. Make
sure that the total power requirements of all devices do not exceed the output of the power supply(s) in use. If not

enough power is being supplied, the devices and the bright blue controller will not work correctly.

Description Model # Amps ‘ Volts
Vanderbilt bright blue VBB 485mA 12 to 24VDC
Reader Interface VBB-RI 300mA 12 to 24VDC
Reader Interface VRI-1 150mA 12 to 24VDC
Reader Interface VRI-2 450mA 12 to 24VDC
Reader Interface (Legacy) | SBB-RI 300mA 12 to 24VDC
Network Reader Interface | VBB-NRI (Powered Locally) 300mA 20 to 32VDC
Network Reader Interface | VBB-NRI G2 (Powered Locally) 485mA 12 to 24VDC
AD-300 Hardwired Lock AD-300 300mA 12 to 24VDC
AD-400 Wireless PIM PIM400-485-VBB 300mA 12 to 24VDC
AD-400 Wireless Lock AD-400 External Power Supply 300mA 12 to 24VDC
ENGAGE Gateway GWE - ENGAGE Gateway (RS-485) | 330mA 12 to 24VDC
Schlage VIP Lock VIP Lock 1.1A 12 to 24VDC
Wireless PIM (Legacy) PIM-SBB 250mA 7.5 to 14VDC

= 600mA x 4 = 2400mA (for the VIPs)
= 300mA x 5 = 1500mA (for the VBB-RIS)
= Total is 2400mA + 1500mA = 3900mA

= 3900 mA =3.9A

= A 5Amp power supply would be used in this situation.

=  600mA x 7 = 4200mA (for the VIPS)

=  300mA x 2 = 600mA (for the VBB-RIS)

=  250mA x 1 = 250mA (for bright blue)

» Total is 4200mA + 600mA + 250mA = 5050mA

= 5050 mA =5.05A

Example 1: One power supply is going to be used to power 4 Schlage VIP locks and 5 VBB-RIs:
= VIP locks require 600mA @ 12 VDC and VBB-RIs require 300mA

Example 2: One power supply is going to be used to power 7 Schlage VIP locks, 2 VBB-RIs and bright blue:
= VIP locks require 600mA @ 12 VDC, VBB-RIs require 300mA, bright blue requires 250mA

= A 5Amp power supply is NOT recommended in this situation. A 10Amp power supply should be used to
insure the system does not lose power.

VBBIM09/33/20 v5.0.3
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Vanderbilt bright blue Embedded Controller

Overview

The bright blue system is based on the Vanderbilt AP02 controller and is equipped with 10 / 100 Base-T
Ethernet connection with two RS-485 serial ports and two onboard reader interfaces capable of Wiegand or
Magstripe input. It is a Linux application utilizing an atmel ARM926EJ-S 32-bit processor with 400MHz CPU clock,
it also has 256 KB SRAM, 256MB NAND Flash and 128MB SDRAM. User access is via a network connection
using any supported browser that allows a remote connection to manage the system. bright blue communicates
with a series of devices such as the Vanderbilt VBB-RI, VBB-OBRI, VRI-1, VRI-2, VBB-NRI, Schlage AD-300, VIP,
AD-400, NDE Wireless Locks and Wireless readers.
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Highlights

= 32 card reader maximum configuration
= 16 per RS-485 data channel maximum
= 2 per onboard Wiegand channels maximum
» Each RS-485 channel divided into two sections
= Lockable tamper proof enclosure
= 256MB NAND Flash and 128MB SDRAM with 5,000 ID capability
=  Dynamically allocated memory
= 16 Gb memory Class 10, UHS | miniSD Card
= 10/100 Base-T Ethernet Connection
= Linux Kernel operating system

Dimensions

= bright blue controller: 11.5" hx 11.5"w

= Enclosure: 14" hx 14"wx 3.5" d

= Power: 12/24VDC

=  Power Consumption: 260mA maximum without Onboard Readers

= Max. Device Output: 12-24VDC @ 485mA

= Ambient Temperature: -40° to 55 °C

=  Humidity: Humidity: 25° C @ 80% to 55° C @ 93% (lll, IEC 60839-11-1)

Power Supply Requirements

= UL294 Listed Power-Limited Power Supply capable of 4 hours standby power providing 12VDC or 24VDC
= Devices 1-1 to 1-8 send out same voltage as received on Data Channel 1 (left) Power In Devices 1 - 8

= Devices 1-9 to 1-16 send out same voltage as received on Data Channel 1 (left) Power In Devices 9 - 16
= Devices 2-1 to 2-8 send out same voltage as received on Data Channel 2 (right) Power In Devices 1 - 8

= Devices 2-9 to 2-16 send out same voltage as received on Data Channel 2 (right) Power In Devices 9 - 16

Note: The LED on the cover of the VBB is a power indicator. However, it is not an AC indicator as the UL Listed
power-limited power supply capable of 4-hour standby power could be providing the VBB with power even if AC
power has been removed.

The bright blue controller is designed to provide power from a power supply to a number of different devices.
The power supply(s) must be large enough to power the bright blue controller and all attached devices. Make
sure that the total power requirements for all devices does not exceed the output of the power supply(s) in use
(see specific device chapters for power requirements). If not enough power is being supplied, the devices and the
bright blue controller will not work correctly.

VBBIM09/33/20 v5.0.3
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Power method 1 - Single Power Supply

Utilize a single UL Listed Power Limited power supply:

=  Connect power cables from the power supply to Main Power In VBB in order to power bright blue

=  Connect additional cables from the same power supply to Data Channel 1 — 2 Power In Devices 1 — 8 to
Power In Devices 9 — 16 as needed power peripheral devices.

Power method 2 - Multiple Power Supplies

Utilize multiple UL Listed Power Limited power supplies:

=  Connect one power supply to Main Power In to power bright blue

=  Connect additional power supplies to Data Channel 1 — 2 Power In Devices 1 — 8 to Power In Devices 9 —
16 as needed power peripheral devices.

LED power indicators are provided for each Power In connection and Main Power In VBB connection

Configuration Guidelines

*  The bright blue controller has 2 data channels to connect devices via an RS-485 communication protocol
and 2 reader interfaces (Channel 0) supporting Wiegand or Magstripe reader heads. Each RS-485 data
channel port can support up to 16 devices. A total of 32 devices for all channels can be connected to bright
blue.

» bright blue channels will provide power to the connecting devices. Each RS-485 data channel is divided
into 2 rows that will provide power and communication to 8 devices. Each row will be labeled for devices 1 -
8 and 9 - 16 respectively.

= Each row of the RS-485 data channels provides either 12VDC or 24VDC to the connected devices
depending on what type of power supply is provided for that row of the data channel.

» bright blue allows different types of RS-485 devices (VBB-RI, AD-300, VIP, AD-400 Wireless) to use the
same data channel.

=  Every device must be connected back to the proper device number where the RS-485 communication and
power will be provided.

= A UL Listed Power Limited, Power Supply capable of 4 hours standby power will be needed for each of the
4 sections that will provide power to the external devices.

*  Please refer to power requirements for each device connecting to bright blue.

= Devices may be powered independently of bright blue with a local power source.

Installation and Configuration Steps

1 Mount bright blue controller to wall.

N

Connect all peripheral devices (VBB-RI, VBB-NRI, Wiegand Readers, AD-300, VIP, PIM or PIM-400). See
specific device chapters for details.

Connect 12 VDC or 24VDC power supply to Main Power In VBB of bright blue controller.
Connect power to Data Channel 1 — 2 Power In Device 1 — 8 to Power In Device 9 — 16 as needed.

Turn on the power supply to bright blue and any additional power supplies.

o 0 b~ W

Configure the bright blue IP address, date and time. See the bright blue IP Configuration and bright
blue Date and Time setup section for details.
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Warning: The polarity of Device 1-1 to 2-16 connections has been reversed from the Rev B controller. If
changing from the bright blue Rev B controller to the newer bright blue controllers, the positive and
negative wires need to be reversed for all devices.

Enclosure Installation

bright blue Enclosure - An enclosure with a hinged door and a lock is included with each bright blue system.
The flying leads of the tamper switch should be attached to a UL Listed burglar alarm system or Listed local

siren/annunciator. Do not connect the flying leads to the tamper switch on bright blue.

Features

=  Metal enclosure with hinged door

= The enclosure is provided with a lock and key
=  The enclosure is outfitted with a tamper switch
=  Enclosure Dimensions: 14" x 14" x 3.5"

VBBIM09/33/20 v5.0.3
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bright blue Pin Layout

© %5.2 © \fANDERBILT e o e,
rl_— DATA‘CHANNEL_—| l__ DATA CHANNEL —
i0el. ' ?Oel| 10e * 3 [Oe
4 (S 2l w9 u (O @ 2O
EO@* O @ 5O @ B'OQ
O of sl Qo) d0e  &Qe
0 e g el zg-@l %g-@
wl Ok @]+ w Ok @ ) Q@|¢ :"’ @
doiel Yool =k 1% Qe
&0k @) 8|0k o) > & Ok o) &0le
el 10 e = ] 109 0o
g gde T 8e Hge
doe @ 8ldel — e Sei el @ Fldo
= e = 3 E | Mgl o § —
10} e 1o 5M B Wico8D gtq ® Yo vIiE e
o O @ u| (O @0 o Keze R (O @l ~:|lOh @
210 @f 2O @f e e ® © 2O @f 240 @
g0 o 80 of o]\ % ~ 810k o g0l e
10 el 0ol = 0 e TOe
4 Ot @f: sQ ol & 5| | u (O @] w'|[Or @
2 SE - S Bl 132 &3]3
" B - . EOL B - =
= = B — +
ED@; '—|_|:|®;mecm ; EEoeB :Dlgg ZAD@
5O@, BOQ" FIN 2 CHT Em & uO@" HHC)@
3] = b EOL 2 + +|
Eogf gogi"‘“r_ﬁz = 16 §88 588
@m PN 5 CZ L] GB E ® @
100 e 1[0 o 2. % 10 el Oe
SOQ‘ 306" ,Enm f: EOLE@ 50@5 ~((Ct @
z IOF @ = O @ 5 1 — 2 O @ 2410 @
40 e 80 @) - | [ m Cle Xz g-0le
o= o= e, & o= 2. Il
o I S el:-T4 Riloss escoen P09 ] =
5O @ g0 o 2O of §+Oag
Q oF ° Q oF “\N:mn %RLOY1% %ng% ﬂu*w o gl
B Hg 32 B2
O ponces"1-s O pVeas a-16 MAINFDWER\E:fO E“m”égﬁ_cam m%?%%‘ié“glﬂs
©) 58 7)) Maee- (©) (@©F 3 AE)

bright blue Pin Functions

MAIN POWER IN VBB: Power input for bright blue. 12VDC or 24VDC.

ol
e:0
= Pinlis(+)
= Pin2is ()

+

POWER IN DEVICES 1 - 8: Power input for Channel 1, Devices 1-1 -- 1-8. 12VDC or 24VDC.

+

mo
-0

= Pinlis(+)
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= Pin2is(-)

POWER IN DEVICES 9 - 16: Power input for Channel 1, Devices 1-9 -- 1-16. 12VDC or 24VDC.

+

=
@:0
= Pinlis(+)
= Pin2is(-)

POWER IN DEVICES 1 - 8: Power input for Channel 2, Devices 2-1 -- 2-8. 12VDC or 24VDC.

+

=
@:2
= Pinlis(+)
= Pin2is ()

POWER IN DEVICES 9 - 16: Power input for Channel 2, Devices 2-9 -- 2-16. 12VDC or 24VDC.

+|i‘-@

- .;@
= Pinlis(+)
= Pin2is(-)

DEVICE 1-1 to Device 1-8: Communication and power for Channel 1, Devices 1-1 -- 1-8.
Receives power from POWER IN DEVICES 1 - 8.
24VDC and 12VDC devices may be connected depending on power supply at POWER IN DEVICES 1 - 8.

DEVICE 1-1

| + m =

DEVICE 1-8 DEVICE 1=7 DEVICE 1-6 DEVICE 1-5 DEVICE 1-4 :l""."IC_ 1— DEVICE 1
I #

1 + m

@ | 4 = ® I+ = = |+ m ® | & m » =
= L M - = W W - m W R - FL“\J“F'—“\J-“ - - | | e A R -

0000/ |oces||loces| el |lonss|lose ééé@ 0000
. Pinlis A
. Pin2is B
= Pin3is(+)
= Pindis ()

DEVICE 1-9 to Device 1-16: Communication and power for Channel 1, Devices 1-9 -- 1-16.
Receives power from POWER IN DEVICES 9 - 16.
24VDC and 12VDC devices may be connected depending on power supply at POWER IN DEVICES 9 - 16.

I'_‘IE"..I'I E1=-16 DEVICE

+ = P ]

eoen ooen ||7..OIHI7.MOI eeen ‘mggl ‘IO—_IOOI eoen
Q

5 J"."I('-‘ 111- :IE"JIC'- 1.3 DEUICE 12 DE'I.-'CE] 1' DE-.-’CE1 1 DEVICE 1

3= * m m

0000|686 0006|0000 |locns!|ocss||losss||loses

= PinlisA
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= Pin2isB
= Pin3is(+)
= Pin4dis(-)

DEVICE 2-1 to Device 2-8: Communication and power for Channel 2, Devices 2-1 -- 2-8.

Receives power from POWER IN DEVICES 1 - 8.

24VDC and 12VDC devices may be connected depending on power supply at POWER IN DEVICES 1 - 8.

EE‘vIL’,‘E 2 E EE‘-.-'IICE 2 7 [‘E‘v‘l E 2 .4— DEVICE 2-5 DE .-I E 2 4 :IE‘.-'ICE 2-3 DE".-'I:E 2—2 DEVICE 2-1
(IX] ...I IO .II (X X] | ..II ...I I!I.I (I X] |
INENENEN EC@'SJ@ @@S QOB S@’%S 'SIISJ“‘?:"S:' ?@’%@ (NN
* PinlisA
= Pin2isB
= Pin3is(+)
= Pindis(-)
DEVICE 2-9 to Device 2-16: Communication and power for Channel 2, Devices 2-9 -- 2-16.
Receives power from POWER IN DEVICES 9 - 16.
24VDC and 12VDC devices may be connected depending on power supply at POWER IN DEVICES 9 - 16.
DEVICE 2—18 DEVICE 2—-15 DEVICE 2—-14 DEVICE 2—-13 DEVICE 2—-12 DEVICE 2-11 DEVICE 2-18 DEVICE 2-9
I+ = = I+ = = I 4 = = | = Il + m = I * m = I+ m = I+ m
(XX] RCXXY IMCYXYY IMCYYY IMCYYY IMCYXYY IBCYXY) IMCYY] |
QA RAEA|[AQRE|CRAQ|IOAQ | |IORRQ| (AR (ERAE
= PinlisA
= Pin2isB
* Pin3is(+)
= Pindis ()

Warning: The polarity of Device 1-1 to 2-16 connections has been reversed from the Rev B controller. If
changing from the bright blue Rev B controller to newer bright blue controllers, the positive and negative

wires need to be reversed for all devices.

RESET

Press and Hold the AP02 controller Reset Button until the short beeps begin and for nine (9) short beeps or
less. The controller will shut down and reboot. The configured Network Settings (IP Address, etc.) will be retained

on reboot

SHUTDOWN

Press and Hold the AP02 controller Reset Button until the short beeps begin and continue to hold until after
10 short beeps followed by 2 long beeps. The controller will power down. The configured Network Settings (IP
Address, etc.) will be retained on restart. Disconnect and reconnect power to restart the controller.
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Functions On APO2 Controller

microSD card slot.

USB Ports (reserved for future use).

24

Network

=1

\"’E =~ ETFlying Lead 1
RS485 Termination (default = Off)

(] |

RS485 Termination (default = Off)

(] |

PASS 12V = Reader Power Select
H | 12 V Available to Reader Ports (min 20 V in)

- Input Power "Passed Through" to Reader Ports
Verify Manufacturer Specifications for Reader Head Voltage Maximum

Tmp / Gnd - Tamper. Connect to flying leads. Transaction when enclosure door is opened or closed.

ETHERNET - Ethernet cable to network connects here.

Onboard Reader Interfaces

See VBB-OBRI.

VBBIM09/33/20 v5.0.3
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bright blue LED Indicators

The following AP02 controller onboard LED indicators are available for indicating the bright blue system status.

Network States (software controlled)
e Green: Communicating with host

e Orange: Acknowledgments

Communications
e Green: Outbound
e Red: Inbound
e Red Flashing: bright blue

All Vanderbilt APO2 controller onboard LED indicators will be turned OFF once the bright blue system has
been safely powered down.
Refer to bright blue PIN Functions above or the User Manual for proper Restart / Shutdown instructions.

bright blue IP Configuration

The IP address of bright blue has to be configured so that it can communicate with a web browser. Configuration
should occur after the controller is fully installed. There are two methods to configure the IP address: Static IP and
DHCP which are detailed below.

Static IP Configuration (Recommended)

1 Connect a PC with a web browser to the bright blue controller.

= Direct Connection - Using a cross-over cable, the controller can be connected directly to the network
card of the PC.

= Network Connection - Using a regular network cable, the controller can be connected to a hub or switch
that is on the same network as the PC.

2 Configure the PC's network settings to communicate with bright blue.

a) Click on the Start button.
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b) Click on Control Panel. The Control Panel window will open.

# Control Panel
Pl Gt yew Fgvodes ook o

[Qn - © 3 Pswsd e F

i Adhess | O Control Panel
E” Control Panel £} G‘ i :za l:ta b
e

R, Tools Updates

P RN w4 e

Date and Trew  Dwsplay  Folder Options  Fonks Game:
Controllers

i =

@ @ = & D
Iribernst lava Keyboard Mal Mouse

Network Setup  Phone and  Power Options  Prinkers and Program

ControlPanel  CardSpace

J Qe

c) Click on Network Connections. The Network Connections window will open.

. Metwork Connections
i Bl Edt Wew Favorites ook Advapced Help

@mv @ ,A ’Dm i Folders  [T11)-

{ Adiress | @Y Network Connections

Network Tasks

] Create anew
connection

) Setup a home or smal
office network

@ Change Windows
Firewall settings

& Disable this netwark
device

Iﬂ Rename this connection

Change settings of this

connection
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d) Click on Local Area Connection. The Local Area Connection Properties window will open.

-+~ Local Area Connection Properties

| General | Advanced

Connect using:

B8 3Com 30920 Integrated Fast Etherne

This connection uses the following items:

[O o 003 Packet Scheduler A
| ] %= Network Monitor Driver [

W g Iriteinet Protocol (TCP/P)

( | > |
=
Description

Transmizzion Contral Protocal/nternet Pratocal. The default
wide area network, protocol that provides communication
actoss diverse interconnected networks,

Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

[ oK ] [ Cancel

e) Scroll down and select Internet Protocol (TCP/IP).
f) Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.

g) Make a note of the existing settings. These will need to be restored at the end of the bright blue
configuration process to return the PC to its usual settings.

Internet Protocol (TCP/IP) Properties

General

You can get IP zettings assigned autarnatically if pour network. supports
thiz capability, Othenwize, vou need to ask your network, admiristrator for
the appropriate P zettings.

(O Obtain an IP address autamatically
(5) Uze the follawing IP address:

P address: 192 168 . 168 . 200
Subnet mask: e 288 0285, 0

(=) Use the following DNS server addresses:

[ - ]
]

Breferred DMS server:

Alternate DMS server:

I ak. H Cancel ]

h) Click on the Use the following IP address button.
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i) Enter 192.168.168.200 into the IP address field.
j)  Enter 255.255.255.0 into the Subnet mask field.

k) Click on the OK button. The window will close. The PC's network settings are now compatible with
bright blue.

3 Open a web browser.
4  Goto http://192.168.168.250

a) If dip switch 1 of S1 on the bright blue controller is in the "ON" position then this window will open:

{ Certificate Error: Navigation Blocked - Windows Internet Explorer

@“-- ¥y & | hittps:{f192. 168,168, 250/5ite_SMSfSMS_Start_Page.xml ot "7‘ Kol |msm R
: FEle Edit View Favorites Tools Help

Iy : \ - »
w & | @ Certificate Error: Navigation Blocked : @28 i v |:okPage = () Tools =

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to dose this webpage.

& Continue to this website (not recommended).

@ More information

£ ¥

b) This message is not an error and should be bypassed. Click on Continue to this website (not
recommended).

c) The bright blue home page will open. Wait a moment for it to redirect to the log in screen.

<& -
T/ System User Login

User ID:

[ \
Password:

[ tgm | [ e ]

77 Bookmark this page

VBBIM09/33/20 v5.0.3
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5 Login.
a) Enter User ID. Default User ID is usr.
b) Enter Password. The default password is "password".

c) Click onthe Log In button. The bright blue main window will open.

\VVANDERBILT

|§j Activity
‘i‘:;j Reports

Personnel

 Access
Assignments

bright blue.

_
58| Calendar Events

[ Door Status
d % & Control

Door Setup

(4 Account
- Administration

gf Utilities

@) Facility
=] Lockdown
€ About

“% Log Out

wwwi.vanderbiltindustries.com
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6 Click on the Utilities button on the left side of the screen. The System Utilities window will open.

(]
=

()

€66

® &
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7 Click onthe View or modify network settings button. The Network Settings window will open.

L

4, Utilities - Network Settings
H Save Changes

Configure Network

Changing the network settings will disconnect you from this site

and you will have to relogin at the new address.

Hostname bb-5001715 Fpe]
Domain / Workgroup WORKGROUP
O DHcp

& Static IP

1P address

Subnet mask

Default gateway

Obtain DNS server addresses automatically
— @ Manually configure DNS server addresses
Primary DNS server

Secondary DNS
server

8 Click on the Static IP button.

a) Enter new IP address into the IP address field. Consult with network technicians to get an address that
is compatible with the existing network.

b) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

c) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

9 Click onthe Manually configure DNS server addresses button.

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network

technicians to get an address that is compatible with the existing network.

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians

to get an address that is compatible with the existing network.

10 Click on the Save Changes button. The Ultilities - Network Settings pop-up window will open.

Utilities - Network Settings

(X]

#14

Changing the network settings of the controller
will disconnect you from this site and you will
have to relogin at the new address.

Cancel

11 Click on the Continue button.

updated.

The connection to bright blue will be lost as the network settings are
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12

13
14
15
16

Close the browser window. A pop-up window will open.

Windows Inlernet Explorer El
'E Aré you SUre you wank bo Ravigate sway from this page?
Moving from this site will kog you out From the access management syctem,

Sy unsaved changes will be lost,

Prass OK bo continue, or Cancel ko stay on the current page.

o J[ cancel |

Click on the OK button. The pop-up and the browser window will close.
Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).
Open a web browser.

Enter http:// followed by the new IP address into the browser. The bright blue home page will open and
bright blue's IP address is successfully configured.

DHCP Configuration

Configuring the bright blue controller to DHCP requires the Discovery and Configuration program. This program
is located on the CD that is included with bright blue.

To configure the bright blue controller with the Discovery and Configuration tool:

1

Connect the PC running the Discovery and Configuration tool to the bright blue controller.

= Direct Connection - Using a cross-over cable, the controller can be connected directly to the network
card of the PC.

= Network Connection - Using a regular network cable, the controller can be connected to a hub or switch
that is on the same network as the PC.

VBBIM09/33/20 v5.0.3
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2 Run the Discovery and Configuration tool.

3

4

ﬂ Discovery and Configuration Tool . B lﬂléu
Select Language About
Discovery | Multicast
Device Type Serial Number IP Address Server Configuration Status Device I =
[ ON ] OFF @ Search: 0 found
Auto-Discovery is disabled. Discovered Devices: 0 Exit

Click on the On button to search for bright blue controllers.

3 1
Bomscrspeo i TR el

Select Language About

Edit the default values.

a) Select which controller to configure.

b) Click on the Device Configuration button. The Device Configuration window will open.

Discovery | Multicast
Device Type Serial Number IP Address Server Configuration Status DevieeID  #

VRCNX-MO SN-08-10171796 10.10.80.50 www.google.com Ready 029F14

VRCNX-MO SN-06-10171808 10.10.80.47 10.10.56.21 Ready 029F20
| Vanderbilt bright blue G2 10092287 10.10.80.46 Not Configured Ready 01687F

Vanderbilt bright blue G2 10171797 10.10.80.42 10.44.93.26 Ready 029F15

Vanderbilt bright blue G2 10171837 10.10.80.40 Mot Configured Ready 029F3D

Vanderbilt bright blue G2 10171806 10.10.80.3 Mot Configured Ready 029F1E

VRCNX-MO SN-06-10092286 10.10.80.130 10.10.83.2 Ready 01687E

WRCNX-M1 SN-06-10211572 10.10.80.102 10.10.83.2 Ready 033474

Vanderbilt Smart Reader Interface SN-05-0010297 10.10.56.55 10.44.93.26 Ready 022839

Vanderbilt bright blue G2 10172032 10.10.56.100 Not Configured Ready 024000

Vanderbilt bright blue G2 10171841 10.10.50.8 10.44.93.28 Ready 029F41

Vanderbilt Smart Reader Interface SN-02-000229% 10.10.50.28 10.10.56.43 Ready 0208FB

Schlage Smart Reader Interface SN-02-0008194 10.10.100.115 10.10.100.111 Ready 022002

Vanderbilt Smart Reader Interface SN-02-0007192 10.10.100.114 10.10.100.111 Ready 021C18

Vanderbilt bright blue 7128720 10.10.100.113 10.44.93.28 Ready 03FED0

Vanderbilt bright blue 5001297 10.10.100.103 10.44.93.26 Ready 003BBA -

< m | b
| on | 0ofF | RefreshDevices |  Device Configuration | Search: 0 found
Mext transmission in 5 seconds Discovered Devices: 36 Exit
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c) Click on the Network tab.

Device Configuration: 39013615 X

General Network Clock wif}j) ENGAGE

IP Configuration Method: Manual 2
IP Address: 192 . 168 . 80 . 250
Subnet Mask: | 255 . 255 . 255 . 0

Default Gateway: 192 . 168 . 80 . 1

Obtain DNS information automatically
@® Use the following DNS information:

Search Path:
DNS Server (Primary): | 0 . 0 . 0 . O
DNS Server (Secondary): 0 . 0 . 0 . O

DNS Server (Tertiary): 0 . 0 . 0 . O

d) Using the drop-down box, change the IP configuration method to DHCP.

e) Click on the OK button to apply the change.

f) Make a note of the IP Address. Enter the IP address into a web browser to connect to the bright blue
software. It may take a few seconds for the new IP address to be generated.

5  Exit the Discovery and Configuration program.

Note: DHCP is not recommended for bright blue. If the dynamic IP address is changed then the Discovery and
Configuration tool will need to be run to find the new IP address and any bookmarks for bright blue will be
invalidated. Static IP is recommended for bright blue.

bright blue Date and Time Setup

The date and time for bright blue has to be set up for the system to work properly. The date and time can be
entered in two ways: 1) Through the bright blue software. 2) Using the Discovery and Configuration Tool as
described below.

Using the bright blue software to set date and time

1  Connect a PC with a web browser to the bright blue controller.

= Direct Connection - Using a cross-over cable, the controller can be connected directly to the network
card of the PC.

= Network Connection - Using a regular network cable, the controller can be connected to a hub or switch
that is on the same network as the PC.

2  Open aweb browser.
VBBIM09/33/20 v5.0.3
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3 Enter the IP address of the bright blue controller into the web browser, see the bright blue IP
Configuration chapter for details.

a) If dip switch 1 of S1 on the bright blue controller is in the "ON" position then this window will open:

/= Certificate Error: Navigation Blocked - Windows Internet Explorer [Z”EHE|

@k > B [ https:17192.168.168. 250 Site_SMS/SMS_Start_Page.xnl o (421 [ ol

© File Edit View Favorites Tools Help

) I H g »
w e | @ Certificate Error: Navigation Blocked : -8 i - [55rPage v Gk Tods -

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).

@ More information

s >

b) This message is not an error and should be bypassed. Click on Continue to this website (nhot
recommended).

c) The bright blue home page will open. Wait a moment for it to redirect to the log in screen.

<& -
T/ System User Login

User ID:

Password:

[ tgm | [ e ]

77 Bookmark this page

4  Login.
a) Enter User ID. Default User ID is usr

b) Enter Password. Default Password is password
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c) Click onthe Log In button. The bright blue main window will open.

VVANDERBILT

=
L\;\ Activity
[ 5

HJ Reports
AN Personnel

L | Access
| Assignments

o bright blue.

Calendar Events

|_l Door Status
L & Control

Door Setup

. Account
Y] Administration

E_ﬁi,“ Utilities
A Facility
=l Lockdown

© About
“ Log Out

wwws.vanderbiltindustries.com
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5 Click on the Utilities button on the left of the main screen. The System Utilities window will open.

o

(]
<
E
C

® &

6 Click on the Set system date, time and time zone button. The Utilities - System Date, Time, and Time
Zone window will open.
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|{ Utilities - System Date, Time and Time Zone
3

Date and Time Internet Time Date-Time Formats

(&) current System (bright blue) Date and Time:

Date: Jun 6, 2015 14:44:08
Time: 14:44:08 EDT

@ Adjust System Date, Time and Time Zone:

Date Hour Min. Sec.

[ juns, 2015 4 [14 v] : [44v] : [08 V|

Time Zone

[(GMT-05:00) Eastern Time (US & Canada) v

&l synchronize bright blue's date and time with this PC's clock now.

7  Setthe date, time, and time zone:
a) Using the Time drop down boxes, specify the time.

b) Click on the calendar button to the right of the Date field. The calendar pop-up will open.

[<<] <| [June v[[2015 w| =] ==

-
Su || Mo || Tu || We || Th Fr | Sa

1 2z 3 4 s IR

7 8 9 10 11 12 13
14 15 16 17 s 19 20
21 22 23 24 25 26 27
28 29 30

_ Today:
This Month 06/06/2015 Close

c) Select the date. The calendar pop-up will close.

d) Select the time zone from the Regional Time Zone list.

e) Optional: Instead of setting the time and date manually the Sync time with local PC button can be
used. Select the time zone from the Regional Time Zone list and click Save Changes. Then click

on the Sync time with local PC button and the date and time will be synchronized with that of the
PC.

Note: The regional time zone is set to Eastern Time by default.

8 Click onthe Apply button. The system time, date, and time zone will be updated.

Using the Discovery and Configuration Tool to set date and time

1 Connect the PC running the Discovery and Configuration tool to the bright blue controller.

VBBIM09/33/20 v5.0.3
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card of the PC.

that is on the same network as the PC.

Direct Connection - Using a cross-over cable, the controller can be connected directly to the network

Network Connection - Using a regular network cable, the controller can be connected to a hub or switch

2 Run the Discovery and Configuration tool.

ﬂ Discovery and Configuration Tool I Elﬁu ‘

Select Language  About

Discovery | Multicast |
Device Type Serial Number IP Address Server Configuration Status Deviee ID  #

[ ON ] OFF e Search: 0 found

Auto-Discovery is disabled. Discovered Devices: 0 Exit
3 Click on the On button to search for bright blue controllers.

, ,
W ooy o s TR et

Select Language  About
Discovery | Multicast |
Device Type Serial Number 1P Address Server Configuration Status Device ID  #
VRCNX-MO SN-06-10171796 10.10.80.50 www.google.com Ready 029F14
VRCMX-MO SN-06-10171808 10.10.80.47 10.1056.21 Ready 029F20
| Vanderbilt bright blue G2 10092287 10.10.80.46 Not Configured Ready 01687F
Vanderbilt bright blue G2 10171797 10.10.80.42 10.44.93.26 Ready 029F15
Vanderbilt bright blue G2 10171837 10.10.80.40 Mot Configured Ready 029F30
Vanderbilt bright blue G2 10171806 10.10.80.3 Mot Configured Ready 029F1E
VRCNX-MO SN-06-10002286 10.10.80.130 10.1083.2 Ready 01687E
VRCNX-M1 SN-06-10211572 10.10.80.102 10.10.83.2 Ready 032474
Vanderbilt Smart Reader Interface SN-05-0010297 10.10.56.55 10.44.93.26 Ready 022839
Vanderbilt bright blue G2 10172032 10.10.56.100 Mot Configured Ready 024000
Vanderbilt bright blue G2 10171841 10.10.50.8 10.44.03.26 Ready 020F41
Vanderbilt Smart Reader Interface SN-02-0002299 10.10.50.28 10.10.56.43 Ready 0208FB
Schlage Smart Reader Interface SN-02-0008194 10.10.100.116 10.10.100.111 Ready 022002
Vanderbilt Smart Reader Interface SN-02-0007192 10.10.100.114 10.10.100.111 Ready 021C18
Vanderbilt bright blue 7128720 10.10.100.113 10.44.03.26 Ready 03FEDO
Vanderbilt bright blue 5001997 10.10.100.108 10.44.93.26 Ready 003BBA -
< (] | e
[ [ OFF | RefreshDevices |  Device Configuration | Search: 0 found
Next transmission in 5 seconds Discovered Devices: 36 Exit
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4  Select the bright blue controller and click on the Device Configuration button.

Configuration window will open.

R Device Configuratic

General Network

Device Type: Vanderbilt bright blue G3

Serial Number: 29013615

Clock ) ENGAGE

Logical Name:

Location: |

Time Zone: EDT

Firmware: |bright blue. Version 5.0.3 - Build #37 09-10-2020

5 Click on the Clock tab.

E:i Device Configuration: 39013615 X

General ‘ Network J

Current Date and Time on the Device
° ® AM

) Set the Clock to:

9 /15 /2020 9 29

Local Time Zone: 1.

Synchronize clock to this computer

Clock ]((:)) ENGAGE ‘

September 15, 2020
Daylight Saving Time is in effect

: 03 AM

(GMT-12:00) International Date Line West

The selected time zone does not observe daylight saving time.

6 Click on the Set the Clock To button.

7  Click on the Synchronize clock to this computer check box to select it.

VBBIM09/33/20 v5.0.3
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8 Click OK to synchronize bright blue with the PC clock.

9 Close the Discovery and Configuration Tool.

Battery Replacement

The bright blue controller uses a UL Listed CR2032 or equivalent 3V Lithium Coin Cell battery. The battery
should be replaced every year by a trained technician. Battery can be replaced without powering down controller.
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VBB-RI

CHAPTER 2

© 20 <
VRINX T
ASSY 230-003-212

o REV A

Reader Interface

Overview

The VBB-RI is a Reader Interface between bright blue and card readers. The VBB-RI offers a cost-effective,
modular approach to access control system design. Reader Interfaces can connect to a variety of different read

head technologies supported by bright blue. These include both Magnetic Stripe (not evaluated by UL) and
Proximity readers.

VBBIM09/33/20 v5.0.3
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Highlights

Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe (not evaluated
by UL)

= Standard 26-bit

= Vanderbilt 34-bit

= Xceed-ID XF1050 Reader

= HID Corporate 1000 35-bit (not evaluated by UL)
= HID Corporate 1000 48-bit (not evaluated by UL)
= HID/ProxIF 37-Bit

= XceedID 40-Bit

= Vanderbilt 35-bit (including EV1)

= MiFare 32-Bit Serial Number

Communicates via RS-485 protocol

Powered directly from bright blue

OPTIONAL - can be powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours
standby power.

Features

Supports one read-head credential

Connects directly to the communication channels on the bright blue controller via RS-485 protocol
Includes Two 2 amp, form C, single pole/double throw, mechanically latching relay

Connection for one multi-color LED for access granted or access denied indication

Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc.

Specifications

Board Dimensions - 3-13/16” x 3-13/16” x 3/4” D

Enclosure Dimensions - 8-1/4"H x 7-1/2W” x 3-1/2” D

Power requirements - 14 to 24 VDC (usually supplied by bright blue Controller)
Power consumption - 300mA max. (with reader)

Ambient temperature - 0° to 49° C or 32° to 120° F
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VBB-RI Enclosure

VBB-RI Enclosure - An enclosure with a hinged door is included for each VBB-RI. The flying leads of the
tamper switch should be attached to a UL Listed burglar alarm system or Listed local siren/annunicator.

Features

=  Metal enclosure with hinged door
=  Enclosure Dimensions: 8.25” x 7.5” x 3.5”

VBBIM09/33/20 v5.0.3
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Environmental conditions

Ambient Temperature: 0° to 49° C or 32° to 120° F
The room must be dust free and clean.

It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

Mount the cabinet in a secure, but generally accessible location

Mounting the enclosure

Field Wiring - It is recommended that you drill holes or punch the knockouts in the metal enclosure for field
wiring before mounting the enclosure to the wall.

A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

To secure the VBB-RI enclosure use two screws through the openings provided on the cover. Alternately a
lock can be added using the provided punch out section on the cover.

VBB-RI Pin Layout

/ = - - \
z =] L
O Bei =i O
- ® i ; ow
b
D4 |ewo< zeon| PD
F Eye | O
@Q REX 7 @ D@
@C} GNDE u:| oL NO
ale, 000 - o = coul O
T Enc | O@D
DI | g 8% Y
@O lem 5
yle 6o 3
ale, GP2 o g
L EL3
io, 4 i
Ea® Bz W
] — 0o — =
o 8o g4 0 3
=X |
" x358pfBs ;ERE:
O o000 000| 2[T000 O
R SNSRI SN )
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VBB-RI Pin Functions

P4 - Power source and communication wiring. Used to connect bright blue to the VBB-RI.

= Pin 1is Ground (GND)
= Pin 2is Data B (TXB)

= Pin 3is Data A (RXA)

= Pin 4 is Power (14-24V)

P1/P2 - The VBB-RI has four contact points, two at P1 and two at P2. Each contact point has its own ground.
Unsupervised door contacts have maximum wire length of 2,000 feet.

P5/P6 - Relay outputs. The VBB-RI comes with two relay outputs. The relays are single pole/double throw and are
rated at 30 VDC @ 2 amp. P5 is for the Door Held Open relay. P6 is for the door unlock relay.

W1 - Read head voltage selector. The read-head voltage selector provides 5VDC or 12VDC to the various types
of read-heads.

= No jumper will provide no power
=  Ajumper across Pins 1 and 2 will also provide 5VDC

= Ajumper across Pins 2 and 3 will provide 12VDC

Note: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-head
voltage requirements.

W10 - VBB-RI Reader Interface Addressing. The address of the VBB-RI is dependent on the position of jumpers
on these pins. Please see the section on Addressing VBB-RI for more details.

J2 - On Board Tamper Connection. The enclosure tamper switch will be wired to the supplied tamper connector
flying leads. Polarity is not a concern.

DS1 - LED Description.

=  Slow Blink -- Power, but no data communication

= Fast Blink -- Power and data communication

SW1 - Hardware Reset Switch. The Reset Switch clears all the memory on the VBB-RI. Press the reset switch for
3 seconds to clear the memory.

SW2 - Software Reset Switch. Recommended for factory use only.

Note: Make sure that there is power on VBB-RI (P4)

Warning: Do not press switch unless instructed by the factory representative.

Pins Left at Default

The below Pins/Jumpers should be left at their default settings:

= W2 - Determines the configuration of the second pin (RXAW1) at P3.
Default: Jumper on pins 1&2

VBBIM09/33/20 v5.0.3
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= W3- P3Pinl1/Pin2 RS485 Communication Line Terminator.
Default: No Jumper

= W4 - Determines the configuration of the first pin (TXBWO) at P3.
Default: Jumper on pins 5&6

= WS5 - Determines the configuration of the third pin (RXA) at P4.
Default: Jumper on pins 3&4

= W6 - P4 Pin2/Pin3 RS485 Communication Line Terminator.
= Default: No Jumper

= W7 - Determines the configuration of the second pin (TXB) at P4.
Default: Jumper on pins 1&2

Pins Not Used

W9 - BKDG: No jumper required for normal operation.

Connecting to bright blue

Communication between the bright blue controller and a VBB-RI reader interface is via RS-485 protocol. Any
one of the Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to
communicate with P4 on a VBB-RI. The below example is using Device 1-1 on the bright blue controller and P4

on the VBB-RI.
| &

B

Q) — @.o GND

QO | ™e

QD | rxa

+ Q) QD | 14-24v
P4

J26

(X1 |
S

Data Communication between bright blue and VBB-RI

Pin 1 - A (Data A) Pin 3 - RXDA (Data A)
Pin 2 - B (Data B) Pin 2 - TXDB (Data B)
Pin 3 - + (Power) Pin 4 - PWR (Power)

Pin 4 - - (Ground) Pin 1 - GND (Ground)
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Optional - Powering VBB-RI Directly From a Power Supply

If desired, the VBB-RI can receive power directly from a UL 294 Listed Power Limited power supply. In that
situation communication between the bright blue controller and the VBB-RI is via RS-485 protocol. Any one of
the Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to communicate with
P4 on a VBB-RI. Power will be supplied independently from the power supply.

P4
— @O GND
Q@ | ™e

. QD | rxa
UL Listed
Power Supply @O 1424V
]
(o]
b . -
L1C]

Data Communication between bright blue and VBB-RI

Pin 1 - A (Data A) Pin 3 - RXDA (Data A)

Pin 2 - B (Data B) Pin 2 - TXDB (Data B)
Pin 4 - PWR (Power) + (Power)
Pin 1 - GND (Ground) - (Ground)

Addressing the VBB-RI

W10 on the VBB-RI consists of four jumpers that can be combined to set the address for the device. It is
recommended that the set address correspond to the slot on the bright blue controller it is connected to. For
example, if the VBB-RI is connected to the bright blue controller at Device 1-15 (Channel 1, Address 15) then

the jumpers on the VBB-RI should equal 15. If the VBB-RI is connected to Device 2-7 (Channel 2 Address 7) then
the jumpers should equal 7.

Make a note of the address of the VBB-RI and which channel it is connected to. This information will be required to
set up the lock in the software.

glo®
o0
zl®o®
1

on

w1e
ADDR

-
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VBB-RI Address Chart

Connecting to Read Head

The VBB-RI reader interface can communicate to many different read heads. Provided here are the pin outs for
the most commonly used read-heads. The connection is different for each reader type. See the Recommended
Wire Chart below for the proper wire type and lengths.

Recommended Wire Chart: VBB-RI to Reader Head

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
=  Shid. = Shielded



Chapter 2 VBB-RI

55

P3 - VBB-RI Pin Connections
P3

READER
@) J1]cwx oo
@02 DATA D1
@ O3|6ne

@) |4 |POwER
@05 GRN LED
@05 RED LED
@ Of7|8UzZ
@OB BT

XCEED ID XF 1050 Proximity Reader

Proximity Read Head P

P3

CLK 00 | O
DATA D1 (DO
N[O

powier | O

GRN LED[D O
RED LED|DO
iz |QO
18T 7]

in Connections

W ~ O bW N =

XCEED ID
XF 1050
Proximity Reader
(UL Listed)

PIN 1 (CLK) DATA 0 (GREEN)
Pin 2 (DAT) DATA 1 (WHITE)
Pin 3 (GND) GROUND (BLACK)
Pin 4 (PWR) POWER (RED)

Pin 5 (GRN) LED (ORANGE)
Pin 6 (RED) NOT USED

Pin 7 (BUZ) NOT USED

Pin 8 (IBT) NOT USED
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Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

PIN 1 (CLK) DATA 0 (WHITE)
Pin 2 (DAT) DATA 1 (GREEN)
Pin 3 (GND) GROUND (BLACK)
Pin 4 (PWR) POWER (RED)

Pin 5 (GRN) LED (ORANGE)
Pin 6 (RED) NOT USED

Pin 7 (BUZ) NOT USED

Pin 8 (IBT) NOT USED

Installing Diode for Lock Wiring - Relay

A diode is supplied with the VBB-RI which should be fitted across 12V and COM to protect the relay contacts.

o RLY2

PS ALYL

éié z&3 VBB-RI
mes mes
® O
BLACK
/% ELECTRIC DOOR LOC
RED o / | FAIL-SECURE WIRING SHOWN
R
hQI{L
UL LISTED POWER LIMITED 120VAC
LOCK POWER SUPPLY
24VDC

The lock is wired across 12V and COM. A 0V link to C

OM is then required to complete the circuit. This will be

wired to NO or NC depending on lock type: Fail Open / Fail Closed (diagram above shows Fail Open).
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VBB-OBRI

CHAPTER 3

I veosa
SIN: 9002797 82976 —1:

Onboard Reader Interface

Overview

The VBB-OBRI is an onboard Reader Interface between bright blue and card readers. These 2 included Reader
Interfaces can connect to a variety of different read head technologies supported by bright blue. These include
both Magnetic Stripe (not evaluated by UL) and Proximity readers.
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Highlights
=  Supports various read head technologies; Proximity (Wiegand Format) and Magnetic Stripe (not evaluated
by UL)

= Standard 26-bit

= Vanderbilt 34-bit

= Xceed-ID XF1050 Reader

= HID Corporate 1000 35-bit (not evaluated by UL)
= HID Corporate 1000 48-bit (not evaluated by UL)
= HID/ProxIF 37-Bit

= XceedID 40-Bit

= Vanderbilt 35-bit (including EV1)

= MiFare 32-Bit Serial Number

=  Embedded directly on bright blue Vanderbilt AP02 Controller
=  Powered directly from bright blue

Features

=  Supports one read-head attached to each reader interface

=  Mounted directly on the bright blue VVanderbilt AP02 Controller

= Includes Two 2 amp, form C, single pole/double throw, mechanically latching relays total

=  Connection for one multi-color LED for access granted or access denied indication for each read-head
*= Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc. total

Specifications

=  Power requirements: supplied by bright blue Controller
=  Power consumption: 485mA @ 12 — 24 VDC, 260 mA Max without Onboard Readers
=  Ambient temperature: -40°to 55° C

VBB-OBRI Supports 2 Configurations:

VBB-OBRI Single Reader Interface = 4 Contacts and 2 Relays / Reader (Max 1 Door)
VBB-OBRI Dual Reader Interface = 2 Contacts and 1 Relay / Reader (Max 2 Doors)

See VBB-OBRI PIN Functions Below
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PIN Layout

+—Flying Lead 1
+—Flying Lead 2

@

Um

VN

IR

= ]

T = o,
T 3 e@s |=c 3
% Battery I 3 %QQB
+ Down E m@”
)
= El K L0 [ v
@ ® =
(=] -8
(AT g = 2]
- = 8 B TESe] w Qa@ o
oo 1) W)} o) W W) (N o B o B Mo [ (@M (e M) (e MoMe)
G A S T T TR
v vl o
12 Cjj1 2 C|lA B - + AB - +|I3 4 C
N1z || ouT1z | READER1 READERZ || OUT 3/4
[o]

Onboard Reader Interface Connections:

= Reader 1 (OUT1, IN1, IN2) or alternately (OUT1, OUT2, IN1, IN2, IN3 IN4)
= Reader 2 (OUT2, IN3, IN4) or alternately not used

PIN Functions

Power / VIN
e +is Power
e -is Ground
e Sis Chassis Ground

K] Relay 1 — Max 30 VDC @ 2 A
e NCis Normally Closed
e CisCommon

e NOis Normally Open
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[3] Relay 2 - Max 30 VDC @ 2 A

e NCis Normally Closed
e CisCommon
e NO is Normally Open

The VBB-OBRI has four unsupervised contact points.
Unsupervised door contacts have maximum wire length of 2,000 feet.

@ Contact Inputs 1 & 2
e 1-N/O
e 2-N/C
e Cis Ground
Contact Inputs 3 & 4
e 3-N/O
e 4-N/C
e Cis Ground
[9]&[10] Read Head 1 Connection
= 1lisLED
= 2is Not Used
= Cis Not Used
= Ais CLK (Data 0)
= Bis DAT (Datal)
= -is Ground
= +is Power
@ & Read Head 2 Connection
= 3isLED
= 4is Not Used
= Cis Not Used
= Ais CLK (Data 0)
= Bis DAT (Datal)
= -is Ground

= +is Power
Not Used
Not Used
Not Used
Not Used
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Read Head Voltage Selector. The VBB-OBRI A read head voltage selector provides wither 12 VDC or passes
VIN to the read head depending on jumper location.

= Ajumper across PINs 2 and 3 (12V) will provide 12 VDC (default setting)
=  Ajumper across PINs 1 (Vin) and 2 will pass VIN
= No jumper will provide 0 VDC

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read
head voltage requirements.

bright blue Network Connection

Reader and I/O Assignment

The VBB-OBRI Supports 2 Door Configurations:
e Single Door Control (2 Relays and 4 Contacts per door)
e Dual Independent Door Control (1 Relay and 2 Contacts per door)

VBB-OBRI Reader Inputs and I/O is associated to one of the configurations above depending on the Reader
Template applied in Door Setup as indicated below.

Device Selection Reader Used Relay Assignment | Contacts Assignment

Single Door Control

Reader 1 Relay 1 Contact 1 — REX
Relay 2 Contact 2 — DOD
Contact 3 — Push Button

VBB-OBRI Single Reader Interface Contact 4 — Aux Input

Reader 2 Unused

Dual Independent Door Control

Reader 1 Relay 1 Contact 1 — REX
Contact 2 - DOD

VBB-OBRI Dual Reader Interface
Reader 2 Relay 2 Contact 3 — REX
Contact 4 — DOD
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Connecting to bright blue

The VBB-OBRI are mounted onboard the VBB Vanderbilt AP02 Controller. No additional connection to bright
blue is required.

Addressing

The VBB-OBRI readers are addressed using the bright blue software. Please refer to the bright blue User Manual
under Door Setup.

Connecting to Read Heads

The VBB-OBRI reader interface can communicate to many different read heads. Provided here are the pin outs for
the most commonly used read-heads. The connection is different for each reader type. See the Recommended
Wire Chart below for the proper wire type and lengths.

Recommended Wire Chart

VBB-OBRI to Magstripe Reader Head 22 AWG/5 Cond, Strd, Shid

VBB-OBRI to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
= Shld. = Shielded

PIN Connections
Reader 1 Shown for Example

(LED) GREEN LED (ORANGE)
(NA) NOT USED

(NA) NOT USED

(CLK) DATA 0 (GREEN)
(DAT) DATA 1 (WHITE)
(GND) GROUND (BLACK)
(PWR) POWER (RED)
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Proximity Reader

Proximity Read Head Pin Connections

[9] PIN A (CLK) DATA 0 (GREEN)
[9] PIN B (DAT) DATA 1 (WHITE)
[9] PIN - (GND) GROUND (BLACK)
[9]PIN + (GND) POWER (RED)
PIN 1 (LED) LED (ORANGE)
PIN 2 (NA) NOT USED

PIN C (NA) NOT USED

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

[9] PIN A (CLK) DATA 0 (WHITE)
[9] PIN B (DAT) DATA 1 (GREEN)
[9]PIN - (GND) GROUND (BLACK)
[9] PIN + (GND) POWER (RED)
PIN 1 (LED) LED (ORANGE)
PIN 2 (NA) NOT USED

PIN C (NA) NOT USED

Note: Colors may vary slightly depending on the read head manufacturer. Use this chart as a model.
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SBB-RI (Legacy)

CHAPTER 4

SBB-RI U
©  issy 230-003-910 co  FUOTEGH 6 94v-0 (REEREAA B

citD W5 U0@1-41819
Y1 MC!

RN1

bright blue Reader Interface (SBB-RI Legacy)

Overview

The Legacy SBB-RI is a Reader Interface between bright blue and card readers. The SBB-RI offers a cost-
effective, modular approach to access control system design. Reader Interfaces can connect to a variety of

different read head technologies supported by bright blue. These include both Magnetic Stripe (not evaluated by
UL) and Proximity readers.
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Highlights
= Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe (not evaluated
by UL)

= Standard 26-bit
= Vanderbilt 34-bit
= Xceed-ID XF1050 Reader
= HID Corporate 1000 35-bit (not evaluated by UL)
= HID Corporate 1000 48-bit (not evaluated by UL)
= HID/ProxIF 37-Bit
= XceedID 40-Bit
= Vanderbilt 35-bit (including EV1)
= MiFare 32-Bit Serial Number
= Communicates via RS-485 protocol
=  Powered directly from bright blue

= OPTIONAL - can be powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours
standby power.

Standard Features

=  Supports one read-head credential

=  Connects directly to the communication channels on the bright blue controller via RS-485 protocol
* Includes Two 2 amp, form C, single pole/double throw, mechanically latching relay

=  Connection for one multi-color LED for access granted or access denied indication

= Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc.

Specifications
= Board Dimensions - 3-13/16” x 3-13/16” x 1-3/4"D
=  Enclosure Dimensions - 8-1/4"H x 7-1/2W” x 3-1/2"D
=  Power requirements - 12 to 24 VDC (supplied by bright blue controller)
= Power consumption - 300mA max. (with reader)
=  Ambient temperature - 0° to 49° C or 32° to 120° F

SBB-RI Enclosure

SBB-RI Enclosure - An enclosure with a hinged door is included for each SBB-RI. The flying leads of the
tamper switch should be attached to a UL Listed burglar alarm system or Listed local siren/annunicator.

Features

=  Metal enclosure with hinged door
=  Enclosure Dimensions: 8.25" x 7.5" x 3.5”
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Environmental conditions

=  Ambient Temperature: 0° to 49° C or 32° to 120° F
=  The room must be dust free and clean.

= It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

=  Mount the cabinet in a secure, but generally accessible location

Mounting

= Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is
recommended that this is done before mounting the enclosure to the wall.

= A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

=  Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

= To secure the SBB-RI enclosure use two screws through the openings provided on the cover. Alternately a
lock can be added using the provided punch out section on the cover.

SBB-RI Pin Layout
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SBB-RI Pin Functions

P4 - Power source and communication wiring. Used to connect bright blue to the SBB-RI.

GND Q4
™0BQ 3
Rx0AQ 2

Pwr Q1

=  Pin4is Ground
= Pin3isDataB
= Pin2isData A

= Pin1lis Power

P1 - Contact Inputs. The SBB-RI has four unsupervised contact points. When connecting more than two contact
inputs to Pin 8 (GND), a terminal strip to connect the common ground wires needs to be installed. Unsupervised
door contacts have maximum wire length of 2,000 feet.

= Pin 1is Exit Request (REX) - Normally Open

= Pin 2 is Door Position Switch (DOD) - Normally Closed
= Pin 3 is Push Button Override - Normally Open

= Pin 4 is Auxiliary Input - Normally Closed

= Pin5is Not Used

= Pin5is Not Used

= Pin 6 is Not Used

= Pin 7 is Not Used

= Pin8is Ground

P5/P6 - Relay outputs. The SBB-RI comes with two relay output. The relays are single pole/double throw and are
rated at 30 VDC @ 2 amp.

= Pin 1 - Normally Open
= Pin 2 - Normally Closed

=  Pin3-Common

W5 - Factory use only. Do not add a jumper under normal operating conditions.

W3 - Read head voltage selector. The SBB-RI read-head voltage selector provides 5VDC or 12VDC to the
various types of read-heads depending on jumper location.

Fin1
Fin 2

T

Wi

= No jumper will provide 5VDC
= Ajumper across Pins 1 and 2 will also provide 5VDC

= Ajumper across Pins 2 and 3 will provide 12VDC
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Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-
head voltage requirements.

W2 - SBB-RI addressing. The address of the SBB-RI is dependent on the position of jumpers on these pins.
Please see the section on Addressing SBB-RI for more details.

Wie =

1
2
o of4
B

Connecting to bright blue

Communication between the bright blue controller and a SBB-RI reader interface is via RS-485 protocol. Any
one of the Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to
communicate with P4 on a SBB-RI. The below example is using Device 1-1 on the bright blue controller and P4
on the SBB-RI.

I_A

1@ I;NDQ4

A .?® ° ™) 3
@O S _|moaQz
-1 @D rwr 01

P4

Data Communication between bright blue and SBB-RI

Pin1 - A (Data A) Pin 2 - RXDA (Data A)
Pin 2 - B (Data B) Pin 3 - TXDB (Data B)
Pin 3 - + (Power) Pin 1 - PWR (Power)

Pin 4 - - (Ground) Pin 4 - GND (Ground)
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Optional - Powering SBB-RI Directly From a Power Supply

If desired, the SBB-RI can receive power directly from a UL 294 Listed Power Limited power supply. In that
situation communication between the bright blue controller and the SBB-RI is via RS-485 protocol. Any one of
the Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to communicate with
P4 on a SBB-RI. Power will be supplied independently from the power supply.

GND Q 4
™DBQ 3
— p RXxDAQ 2
: ® ; g Pol\J/s/';zlr-';Le;ply Pwr 0] 1

J26

Jl®ko - P4
- @@ LIG

Data Communication between bright blue and SBB-RI

Pin 1 - A (Data A) Pin 2 - RXDA (Data A)

Pin 2 - B (Data B) Pin 3 - TXDB (Data B)
Pin 1 - PWR (Power) + (Power)
Pin 4 - GND (Ground) - (Ground)

Addressing the SBB-RI

W2 on the SBB-RI consists of four jumpers that can be combined to set the address for the device. It is
recommended that the set address correspond to the slot on the bright blue controller it is connected to. For
example, if the SBB-RI is connected to the bright blue controller at Device 1-15 (Channel 1, Address 15) then
the jumpers on the SBB-RI should equal 15. If the SBB-RI is connected to Device 2-7 (Channel 2 Address 7) then
the jumpers should equal 7.

Make a note of the address of the SBB-RI and which channel it is connected to. This information will be required to
set up the lock in the software.

Wila o

=]
a
L= L
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SBB-RI Address Chart

Connecting to Read Head

The SBB-RI reader interface can communicate to many different read heads. Provided here are the pin outs for
the most commonly used read-heads. The connection is different for each reader type. See the Recommended
Wire Chart below for the proper wire type and lengths.

Recommended Wire Chart: SBB-RI to Reader Head

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
=  Shid. = Shielded
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P3 - SBB-RI pin connections

Pin 1—

Pin 2 _

Pin 3 —

Pind _—
Pin 5 _

Pin 6 —
Pin 7 _

XCEED ID XF 1050 Proximity Reader

3

CLK

DaT
G
PR

FED

oclojJoJeolo]o]o

BLIZ

Pin 1-
Pin 2 _
Pin 3 —
Pind _—
Pin5_
Pin6—
Pin7_

P3

CLK
DAT
GND

PUIR
GRN

RED
BUZ

coflofo|ofofo]o

Proximity Read Head Pin Connections

XCEEDID
XF 1050
Proximity Reader
(UL Listed)

PIN 1 (CLK) DATA 0 (GREEN)
Pin 2 (DAT) DATA 1 (WHITE)
Pin 3 (GND) GROUND (BLACK)
Pin 4 (PWR) POWER (RED)

Pin 5 (GRN) LED (ORANGE)
Pin 6 (RED) NOT USED
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‘ Pin 7 (BUZ) NOT USED \

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

PIN 1 (CLK) DATA 0 (WHITE)
Pin 2 (DAT) DATA 1 (GREEN)
Pin 3 (GND) GROUND (BLACK)
Pin 4 (PWR) POWER (RED)

Pin 5 (GRN) LED (ORANGE)
Pin 6 (RED) NOT USED

Pin 7 (BUZ) NOT USED
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VBB-NRI

CHAPTER 5

=

SCHLAGE (C) 2007 SBB-NRI-I0 * r
ASSY 230-050-002 REV B * ;

Vanderbilt bright blue Network Reader Interface (VBB-NRI)

Overview

The VBB-NRI is a Networked Reader Interface that communicates with bright blue via a network connection.
The VBB-NRI offers a cost-effective, modular approach to access control system design. Networked Reader

Interfaces can connect to a variety of different read head technologies supported by bright blue. These include
both Magnetic Stripe and Proximity readers.
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Highlights

=  Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe

Standard 26-bit

Vanderbilt 34-bit

Xceed-ID XF1050 Reader

HID Corporate 1000 35-Bit (not evaluated by UL)
HID Corporate 1000 48-Bit (not evaluated by UL)
HID/ProxIF 37-Bit

XceedID 40-Bit

Vanderbilt 35-bit (including EV1)

MiFare 32-Bit Serial Number

= Communicates via network protocol at 10Base-T
=  Powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours standby power.
= OPTIONAL - can be powered directly from bright blue. (See Cable Requirement Chart for details)

Standard Features

=  Supports one read-head credential

= Communicates with bright blue via network protocol at 10/100 Base-T
=  Connection for one multi-color LED for access granted or access denied indication
= Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc.

Specifications

= Board Dimensions - 3-13/16” x 3-13/16” x 2-1/4"D

=  Enclosure Dimensions - 8-1/4"H x 7-1/2W” x 3-1/2"D
=  Power requirements - 20VDC to 32VDC

=  Power consumption - 300mA max. with reader

=  Ambient temperature - 0° to 49° C or 32° to 120° F

VBB-NRI Enclosure

VBB-NRI Enclosure - An enclosure with a hinged door is included for each VBB-NRI.

Features

=  Metal enclosure with hinged door

=  Enclosure Dimensions: 8.25” x 7.5” x 3.5”
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Environmental conditions

Ambient Temperature: 0° to 49° C or 32° to 120° F
The room must be dust free and clean.

It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

Mount the cabinet in a secure, but generally accessible location

Mounting

Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is
recommended that this is done before mounting the enclosure to the wall.

A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

To secure the VBB-NRI enclosure use two screws through the openings provided on the cover. Alternately
a lock can be added using the provided punch out section on the cover.

VBB-NRI IP Configuration

The IP address of the VBB-NRI has to be configured so that it can communicate with bright blue. Configuration
should occur after the reader interface is fully installed. There are two methods to configure the IP address: Static
IP and DHCP which are detailed below.

Note: Communication is at 10Base-T

Static IP Configuration (Recommended)

1

Connect a PC with a web browser to the VBB-NRI.

= Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the
network card of the PC.

= Network Connection - Using a regular network cable, the reader interface can be connected to a hub or
switch that is on the same network as the PC.
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2 Configure the PC's network settings to communicate with the VBB-NRI

a) Click on the Start button.

b) Click on Control Panel. The Control Panel window will open.
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d) Click on Local Area Connection. The Local Area Connection Properties window will open.

—4- Local Area Connection Properties

| General | Advanced

Connect using:

B8 3Com 3C320 Integrated Fast Etherne

This cannection uses the fallowing items:

O SQOS Packet Scheduler »
| [ ™= Network Moritor Driver

B Intemet Protocol TCP/IP)

|* |
=
Description

Transmission Contral Protocol/Intemet Frotocal. The default
wide area network, protocol that provides communication
acioss diverse interconnected netwaorks,

Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

[ Ok ] [ Cancel

e) Scroll down and select Internet Protocol (TCP/IP).
f) Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.

g) Make a note of the existing settings. These will need to be restored at the end of the VBB-NRI
configuration process to return the PC to its usual settings.

Internet Protocol {TCP/IP) Properties

General |

'ou can get IP zettings assigned automatically if your network, supports
thiz capability. Dthensize, you need to ask pour network. adrinistrator for
the appropriate [P zettings.

(7) Obtain an P address automatically
(2) Uze the following I address:

P address: 192 1B8 . 168 . 200
Subnet mask: 285 285 285 . 0

(%) Use the fallowing DMS server addresses:

Preferred DNS server: I:I

Alternate DMS server:

I ark H Cancel ]
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h) Click on the Use the following IP address button.
i) Enter 192.168.168.200 into the IP address field.
j)  Enter 255.255.255.0 into the Subnet mask field.

k) Click on the OK button. The PC's network settings are now compatible with the default VBB-NRI.
3 Open aweb browser.

4 Go to http://192.168.168.249; the SRI IP Configuration window will open.

(< "SRIIP Configuration

{ @ v @ http:j/182.168. 168,

8,248/ MLy % R~
File ~Edit View Favorites Tools' Help
Gaogle v Msearch - o nhc g P & - @ hyadn..
n i
¢ == @SRIPCo.. - @SRIPCo... £ i i v |s.»Page v {0J Tools ~

Click the button to display SRI IP Configuration

Dane s &P Internet  100% v
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5 Click on the Display button, the VBB-NRI IP Configuration GUI window will open. See the Configuration
GUI section for additional details.

Please click Update button after making a change

Board IP Settings
Hostname SRI-01-975

@ DHCP
' Static
IP Settings

IP Address 10.1050.9
Subnet mask  255.255.0.0
Default gateway 10.10.0.1
' Obtain DNS Server Address Automatically

@ Manually Configure DNS Server Address
DNS Server Address Setting

Primary DNS ~ 10.80.7.80
Secondary DNS 10.80.9.96
[T Enable Ether Link Auto Negotiation
NRI Lock (Relay 1) Configuration

Comm. Failure
; Power On
@ Retain State .
¥ > Unlocked
) Unlocked ® Locked
@ Locke
Locked

| Update H Display ]

6 Click on the Static IP button.

a) Enter new IP address into the IP address field. Consult with network technicians to get an address that
is compatible with the existing network.

b) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

c) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

7  Click on the Manually configure DNS server addresses button.

a) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

b) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

8 Click on the Update button. Make a note of the IP address as it will be used in the bright blue Door Setup
section.

9 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).
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The Static IP address of the VBB-NRI has been set.

Note: The Static IP address can also be set using the Discovery and Configuration Tool. Follow the directions
below for DHCP but select the Static IP configuration option and manually enter the IP address and Subnet mask.

DHCP Configuration

Configuring the VBB-NRI to DHCP requires the Discovery and Configuration program (located on the CD that is
included with bright blue).

To configure the VBB-NRI with the Discovery and Configuration tool:

1 Connect the PC running the Discovery and Configuration tool to the VBB-NRI.

= Direct Connection - Using a cross-over cable, the VBB-NRI can be connected directly to the network
card of the PC.

= Network Connection - Using a regular network cable, the VBB-NRI can be connected to a hub or switch
that is on the same network as the PC.

2 Run the Discovery and Configuration tool.

Discovery and Configuration Tool =NAC X |
Select Language  About
Discovery Multicast |
Device Type Serial Number IP Address Server Configuration Status Device ID

ON | Search: 0 found

Auto-Discovery is disabled. Discovered Devices: 0 Exit
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3 Click on the On button to search for VBB-NRI.

, ,

Select Language About
Discovery | Multicast |
Device Type Serial Number IP Address Server Configuration Status Device ID =
VRCMX-MO SN-06-10171796 10.10.80.50 www.google.com Ready 029714
VRCNX-MO SN-08-10171808 10.10.80.47 10.1056.21 Ready 029F20
Vanderbilt bright blue G2 10092287 10.10.80.46 Mot Configured Ready 01687F
Vanderbilt bright blue G2 10171797 10.10.80.42 10.44.93.26 Ready 029F15
Vanderbilt bright blue G2 10171837 10.10.80.40 Mot Configured Ready 029F3D
Vanderbilt bright blue G2 10171806 10.10.80.3 Mot Configured Ready 029F1E
VRCNX-MO SN-06-10092286 10.10.80.130 10.10.83.2 Ready 016B7E
VRCNX-M1 SN-06-10211572 10.10.80.102 10.10.83.2 Ready 032474
Vanderbilt Smart Reader Interface SN-05-0010297 10.10.56.55 10.44.03.26 Ready 022839
Vanderbilt bright blue G2 10172032 10.10.56.100 Mot Configured Ready 024000
Vanderbilt bright blue G2 10171841 10.10.50.8 10.44.93.26 Ready 029F41
Vanderbilt Smart Reader Interface SN-02-0002299 10.10.50.28 10.10.56.43 Ready 0208FB
Schlage Smart Reader Interface SN-02-0008194 10.10.100.116 10.10.100.111 Ready 022002
Vanderbilt Smart Reader Interface SN-02-0007192 10.10.100.114 1010100111 Ready 021C18
Vanderbilt bright blue 7128720 10.10.100.113 10.44.93.26 Ready 03FBD0
Vanderbilt bright blue 5001997 10.10.100.108 10.44.93.26 Ready 003BBA -
< ] ] »
[ QFF I Refresh Devices I Device Configuration ] Search: 0 found
nsmission in 5 seconds Discovered Devices: 36 Exit

4 Edit the default values.

a) Select which VBB-NRI to configure. If multiple VBB-NRIs are discovered, use the Serial Number to
determine which to configure.

b) Click on the Device Configuration button to open the Device Configuration window.
c) Click on the Network tab.

. \
[l Device Configuration: 10002287 - C |

| General Firmware Network Clock |

IP Configuration Methed: Manual

IP Address: | 10 . 10 . 80 . 46
Subnet Mask: | 255 . 255 - 0 . O

Default Gateway: | 10 . 10 . 0 . 1

) Obtain DNS information automatically

Use the following DNS information:
Search Path: vi.local
DNS Server (Primary): | 10 . 10 . 100 . 100
DNS Server (Secondary): | 10 . 10 . 100 . 102

DNS Server (Tertiary): | 0 . 0 . 0 . O

=

d) Using the drop down box, change the IP configuration method to DHCP.
e) Click on the OK button to apply the change.
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f)  Make a note of the IP Address, it will be used by the bright blue interface to configure the VBB-NRI.

5 Exit the Discovery and Configuration program.

The DHCP address of the VBB-NRI has been set.

Note: The DHCP address can also be set using the Configuration GUI. Follow the directions above for Static IP
but select the DHCP configuration option and then use the Discovery and Configuration tool to find the IP address.

Configuration GUI (Graphic User Interface)

Please click Update button after making a change

Board IP Settings
Hostname SRI-01-975
@ DHCP
@ Static
IP Settings
IP Address 10.10.50.9
Subnet mask  255.255.0.0
Default gateway 10.10.0.1
* Obtain DNS Server Address Automatically

@ Manually Configure DNS Server Address
DNS Server Address Setting

Primary DNS ~ 10.80.7.80
Secondary DNS 10.80.9.96
[7] Enable Ether Link Auto Negotiation
NRI Lock (Relay 1) Configuration

Comm. Failure
: Power On
@ Retain State 5
= Iy 7 Unlocked
) Unlocked ® Locked
) Locked

| Update H Display ]

Hostname - This displays the name of the specific VBB-NRI board. The default name should not be changed.
The name is in a standard format of SRI-01-XXX.

=  SRI - Smart Reader Interface
= 01 - The designation for an VBB-NRI

= XXX - The serial number of the specific VBB-NRI (in the above example the serial number is 975).
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The Host Name is used to access and setup the VBB-NRI using Dynamic DNS in conjunction with DHCP. Consult
with network technicians for details on setting up your network in this manner.

DHCP - This setting sets up the VBB-NRI to use a DHCP server on your network (use only if you have a DHCP
server on the network).

Static - This setting forces the VBB-NRI to use a static IP address.

IP Address

=  When in Static mode, this is where you set the NRI's IP address.
=  When in DHCP mode, displays the IP address configured by the DHCP server.

Subnet Mask

=  When in Static mode, this is where you set the NRI's subnet mask.
=  When in DHCP mode, displays the subnet mask configured by the DHCP server.

Default Gateway

=  When in Static mode, this is where you set the default gateway.
=  When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

Primary DNS

=  When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
=  When Manually entered, this is where you enter the Primary DNS address.

Secondary DNS

=  When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.
=  When Manually entered, this is where you enter the Secondary DNS address.

Enable Ether Link Auto Negotiation - The VBB-NRI is capable of communication speeds of either 10 or 100
Base-T and, with this option enabled, can switch between the two speeds if necessary. Enabled this option to
allow the VBB-NRI to automatically detect and use the communication speed of the switch it is connected to.

NRI Lock (Relay 1) Configuration - This section is used to define the state of Relay 1 on the VBB-NRI in
case of network communication failure during MRO Override state or power restored without network
communications restoration.

Note: Whether the lock connected to the VBB-NRI is Fail Safe or Fail Secure will ultimately determine what effect
the state of Relay 1 will have on the lock. The examples below are assuming a Fail Secure installation.

= Comm Failure - Choose one of the options to define the behaviour of Relay 1 in the event of
communication failure. Once communication is returned Relay 1 will resume its Normal Operation state.

= Retain State - The lock will stay in whatever state it was in (activated or deactivated) when
communication was lost.

= Unlocked - The relay will be activated when communication is lost. In most installations this will mean
that the door will become unsecured.
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= Locked - The relay will be deactivated when communication is lost. In most installations this will mean

that the door will become secured.

= Power On - This section is used to define the behaviour of Relay 1 while bright blue is reloading the
VBB-NRI after a power loss. In the case of a power failure Relay 1 will become deactivated. When power
and communication are returned, bright blue will need to reload the VBB-NRI. During this time the Power
On option determines what state Relay 1 will be in. Once the VBB-NRI has been fully restored it will resume

its Normal Operation state.

= Unlocked - The relay will be activated when the VBB-NRI receives power and is being reloaded. In

most installations, this will mean that the door will become unsecured.

= Locked - The relay will be deactivated when the VBB-NRI receives power and is being reloaded. In

most installations, this will mean that the door will become secured.

VBB-NRI Pin Layout
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VBB-NRI Pin Functions

P1 - Power source wiring. Used to supply power to the VBB-NRI.
= Pin1lis Ground
= Pin 2is RXA and is not used with bright blue
* Pin 3is TXB and is not used with bright blue
= Pin4is Power

P2 - Read head connection.

* Pin 1 through 5 are used to connect to a read head. See the Connecting to Read Head section for
details.

*= Pin6is RED and is not used with bright blue
= Pin 7is IBT and is not used with bright blue

P3 - Contact Inputs. The VBB-NRI has four unsupervised contact points. When connecting more than two contact
inputs to Pin 5 (GND), a terminal strip to connect the common ground wires needs to be installed. Unsupervised
door contacts have maximum wire length of 2,000 feet.

= Pin 1is Exit Request (REX) - Normally Open
= Pin 2 is Door Position Switch (DOD) - Normally Closed
= Pin 3 is Push Button Override - Normally Open
* Pin 4 is Auxiliary Input - Normally Closed
= Pin5is Ground
P5/P6 - Relay outputs. The VBB-NRI comes with two relay output.
* Pin1- Normally Open
= Pin 2 - Normally Closed

=  Pin3-Common

W4 - Read head voltage selector. The VBB-NRI read-head voltage selector provides 5VDC or 12VDC to the
various types of read-heads depending on jumper location.

= Ajumper across Pins 1 and 2 will provide 12VDC (Default Setting)
= Ajumper across Pins 2 and 3 will provide 5VDC
=  No jumper will also provide 5VDC

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-
head voltage requirements.

W9 - Used to disable network functionality. This pin functions differently depending on which version of the VBB-
NRI is in use. See the Verifying Upgrade/Checking Version Number section at the end of this chapter if
you need to determine which version of the VBB-NRI is in use.

VBB-NRI versions 11 and below:

= Pins 1&2 - Enable/Disable onboard web server (Configuration GUI). Enabled by default. If jumpered
together, the onboard web server is disabled.
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Pins 3&4 - Enable/Disable Telnet. Enabled by default. If jumpered together, Telnet is disabled

Pins 5&6 - Enable/Disable Discovery protocol. Enabled by default. If jumpered together, the Discovery
protocol is disabled, meaning that the Discovery tool will NOT find the unit.

Pins 7&8 - reserved for future use.

VBB-NRI version 12 and above:

Pins 1 & 2 - Enable/Disable: Onboard web server (Configuration GUI), Telnet, Ping and Discovery
protocol. Enabled by default. If jumpered together, the onboard web server (GUI), Telnet, Ping and
Discovery protocol are disabled. If disabled then the VBB-NRI cannot be reached via the GUI, Telnet,
Ping or the Discovery and Configuration Tool.

Pins 3 & 4 - Not used at this time.
Pins 5 & 6 - Not used at this time.
Pins 7 & 8 - Not used at this time.

Warning: After installation, it is recommended that both the onboard web server and telnet be disabled.
Leaving them enabled could allow unauthorized access to the VBB-NRI.

Pins Left at Default

The below pins should be left at their default settings:

W1/W3 - Used to set the Host communication protocol. Default W1: 1&2 Default W3: 2&3
W?2 - Used for RS485 termination (Reader Interface Termination). Default: 2&3

W5/W?7 - Sets communication protocol. Default W5: 5&6 Default W7 1&2

W6 - Used for RS485 termination (Controller Board Termination). Default 2&3

W38 - Used to set Magstripe data signal for negative or positive. Default 1&2

Pins Not Used

The below pins are not used on the VBB-NRI:

P4
P7
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Connecting to bright blue

There is no direct connection between the VBB-NRI and bright blue. They need to be on the same network and
the proper IP address of the VBB-NRI needs to be entered when setting up the door (see the VBB-NRI IP
Configuration section for details) for them to communicate. In addition, a data surge protector needs to be installed
between bright blue and the hub or switch. Install the supplied data surge protector (DITEK-DTK-MRJ45C5E) or

an equivalent UL Listed unit. Power is supplied independently from a power supply connecting to P1 on the VBB-
NRI.

Hub or Switch on same networl as
bright blue

Surge
Protectar
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Pl
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Data Communication between bright blue and VBB-NRI

Ethernet To Network

Ethernet to Network

Pin 1 - PWR (Power)

+ (Power)

Pin 4 - GND (Ground)

- (Ground)
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Connecting to Read Head

The VBB-NRI reader interface can communicate to many different read heads. Provided here are the pin outs for
the most commonly used read-heads. The connection is different for each reader type. See the Recommended
Wire Chart below for the proper wire type and lengths.

Recommended Wire Chart: VBB-NRI to Reader Head

VBB-NRI to Magstripe Reader Head 22 AWG/5 Cond, Strd, Shid

VBB-NRI to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
=  Shid. = Shielded

P2 - VBB-NRI pin connections

\

Pin 1—|CLK
Pin 2 _|DAT
Pin 3 — |GND|

Pin 4 _ |PUR
Pin 5_|GRN
Pin 6 — |RED
Pin7 _|IBT

o[oJoJoJoJo]Jo
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Proximity Reader

Proximity Read Head Pin Connections

PIN 1 (CLK) DATA 0 (GREEN)
Pin 2 (DAT) DATA 1 (WHITE)
Pin 3 (GND) GROUND (BLACK)
Pin 4 (PWR) POWER (RED)

Pin 5 (GRN) LED (ORANGE)
Pin 6 (RED) NOT USED

Pin 7 (IBT) NOT USED

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

PIN 1 (CLK) DATA 0 (WHITE)
Pin 2 (DAT) DATA 1 (GREEN)
Pin 3 (GND) GROUND (BLACK)
Pin 4 (PWR) POWER (RED)

Pin 5 (GRN) LED (ORANGE)
Pin 6 (RED) NOT USED

Pin 7 (IBT) NOT USED
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Installing Diode for Lock Wiring - Relay

A diode is supplied with the VBB-NRI which should be fitted across 12V and COM to protect the relay contacts.

PSS ELYZ P& LY PJ CONTACDTS

£5f 8§ FERRE VBB-NRI

| 'm:-sj ; ooooa ()
ko @seh,tg@ﬁal 28888 -

RED
7 | ELECTRIC DOOR LOCK
Fi
BLACK ‘IIGD-‘J’!’ FAIL-SECURE WIRING SHOWN
N
UL LISTED POWER LIMITED [ 120VAC
LOCK POWER SUPPLY
24VDC

The lock is wired across 12V and COM. A 0V link to COM is then required to complete the circuit. This will be
wired to NO or NC depending on lock type: Fail Open / Fail Closed (diagram above shows Fail Open).

Upgrading Firmware

With v10 and higher of the VBB-NRI it is possible for the user to update the firmware using the TFTP update
through a telnet session.

To update the firmware:
1 Open the command line.
2 Navigate to the location of the update file.

3 Entertftp —i "VBB-NRI IP Address" put "filename";
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Example: tftp -1 10.45.49.78 put image_r129_k1226.SriUpd (the name of the image will vary depending on
the release of the firmware).

AWINDOWSAsystemn 3 2'emd. exe

C:x>cd ERI_UPDATE
C:~SRI_UPDATE>dir
Uplume in drive C has no label.
Uolume Serial Mumber is PCBC—-12ZBF
Directory of GC:“SRI_UPDATE
B1-227 @2:38 AM <DIR> .
B1-227 @2:38 AM <DIR> .-
A1.-15.~ 12:81 PH 2,469,792 image_»129_k1226 _Srillpd
1 File<s> 2,469,792 bytes
2 Dircsd 1.282,670,.592 bhytes free

C:~SRI_UPDATE>tftp —i 10.45.42.78 put image »12%_ki1226.Srillpd

4 You will receive the following message when the file is sent to the VBB-NRI. It may take a few minutes for
the board to update to the latest firmware after the message is received.

WINDOWSAsystem32emd. exe

IC:~>cd SRI_UFPDATE
C:~SRI_UPDATE>dir

Uolume in drive C has no lahel.
Uolume Serial Mumber iz ?CBC-12BF

Directory of C:~SRI_UFDATE

A1.-227 @7:38 AM <DIR> -
A1.-227 @87:38 AM <DIR>

A1.715/ 12:81 PM 2,469,792 iﬁage_r129_k1226.SPiUpd
1 File¢s> 2.46%,.792 bytes

2 Dirdis> 1,.282.670,.592 bhytes free

C:~SRI_UPDATE>tftp —i 18.45.49.78 put image »129_ki1226.8pillpd
Transfer successful: 7469792 bytes in 47 seconds,. 201484 hytesss

Verifying Upgrade/Checking Version Number

Once the file has been successfully uploaded the user can verify the upgrade by checking the version number of
the VBB-NRI. Please allow 5 minutes after the file has been successfully uploaded to the VBB-NRI before
verifying the upgrade.

To check the version number:

1 Goto http://vbb-ri_address/index_ver.html to load the SRI Application Version Display.
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Example: http://10.45.49.65/index_ver.html

7= SRI Applicalion Version Dixplay

\ ] 7
k, g v [& http://10.35.39.65/ndex_ver.html v‘! vy | R ‘. ‘ p v
Hle  Edit  vView Favnnites  Inonle Help
i\ i\  pomm— a4 ~ . ) »
AL R | 48 sn1 Asplication Version Dia... | ; ,y;T Home ~ D Fee (- Print v

Click the button to display current application versions

[ Version Display ]

2  Click on the Version Display button. The full SRI Application Version Display window will open.

= SRI Application Version Display g@@

@ v |2 htp:j10.95.93 65 cgi-binjversiondisplay. cai v *s | %] | || o+
: File Edit View Favorites Tools Help
A A = = »
S 4h7 | @ sr1 Application Version Display | frome - B rese gm0 Punt ~ | 72) Page + (3 Tools -
/tmp/app_version
-- SRI Major Application Version Display --
rootfs -- echo "SRI rootfs V01.29"
ulmage -- Linux SRI-02-273 2.6.12.5-fs.1-LxNETES3.2 #226 Fri Jan 15 11:35:05 EST 2010 armv5tejl unknown

CredMgr -- CredMgr: V0002-Eval.0000 (Jan 14 2010 13:19:36)
geomain -- VSRC(geomain) V589N-Eval.0000 (Jan 14 2010 13:19:33)
geomain_nri -- SRI Board as VBB-NRI with OEM Code: G4 V00:10 (created at: Jan 14 2010 13:19:39)

3 Check the Geomain_ nri field which displays what revision of firmware was loaded to the VBB-NRI during
the upgrade. If the data in this field corresponds to the version upgrade, your upgrade is successful.

Example: If you've just upgraded the VBB-NRI to VBB-NRI v10, it will read: SRI Board as VBB-NRI
with OEM Code: G4 V00:10 (created at: Jan 14, 2010 13:19:39) The "G4 V00:10" section states
that this is an VBB-NRI v10.

Additional Information

The following information will vary depending on the version of the firmware that has been uploaded to the SRI.
For our example with this upgrade, we are showing the following information:

= Rootfs - Usually not updated during the upgrade

= Uimage - Usually not updated during the upgrade

= CredMgr - These values may change depending on if the firmware that has been loaded to the VBB-NRI
has been developed especially for a customer evaluation

= Geomain - These values may change depending on if the firmware that has been loaded to the VBB-NRI
has been developed especially for a customer evaluation

= Geomain_ nri — Displays the current firmware version of the board.



Chapter 6 VBB-NRI G2 93

VBB-NRI G2

CHAPTER 6

I veosa
SIN: 9002797 82976 — 1

Vanderbilt bright blue Network Reader Interface (VBB-NRI Generation 2)

Overview

The VBB-NRI G2 is a Networked Reader Interface that communicates with bright blue via a network connection
exactly like the previous generation VBB-NRI. The VBB-NRI G2 offers a cost-effective, modular approach to
access control system design. Networked Reader Interfaces can connect to a variety of different read head
technologies supported by bright blue. These include both Magnetic Stripe and Proximity readers.
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Highlights

=  Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe

Standard 26-bit

Vanderbilt 34-bit

Xceed-ID XF1050 Reader

HID Corporate 1000 35-Bit (not evaluated by UL)
HID Corporate 1000 48-Bit (not evaluated by UL)
HID/ProxIF 37-Bit

XceedID 40-Bit

Vanderbilt 35-bit (including EV1)

MiFare 32-Bit Serial Number

= Communicates via network protocol at 10Base-T
=  Powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours’ standby power.
= OPTIONAL - can be powered directly from bright blue (see Cable Requirement Chart for details).

Standard Features

=  Supports one read-head credential

= Communicates with bright blue via network protocol at 10/100 Base-T
=  Connection for one multi-color LED for access granted or access denied indication
= Includes 4 input contacts for devices such as exit request (REX), door position switch (DOD), etc.

Specifications

= Board Dimensions: 151mm H x 201mm W x 53mm D
= Enclosure Dimensions: 8-1/4" H x 7-1/2” W x 3-1/2” D

=  Power requirements: 9.5VDC to 29.5VDC

=  Power consumption: 600 mA @ 12 VDC

=  Ambient temperature: -40°to 55° C

VBB-NRI G2 Enclosure

VBB-NRI G2 Enclosure - An enclosure with a hinged door is included for each VBB-NRI G2.

Features

=  Metal enclosure with hinged door

=  Enclosure Dimensions: 8.25” x 7.5” x 3.5”
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Environmental conditions

Ambient Temperature: -40° to 55° C
The room must be dust free and clean.

It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

Mount the cabinet in a secure, but generally accessible location

Mounting

Field Wiring - It is necessary to punch the knockouts in the metal enclosure for field wiring. It is
recommended that this is done before mounting the enclosure to the wall.

A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

To secure the VBB-NRI G2 enclosure use two screws through the openings provided on the cover.
Alternately a lock can be added using the provided punch out section on the cover.

VBB-NRI G2 IP Configuration

The IP address of the VBB-NRI G2 has to be configured so that it can communicate with bright blue.
Configuration should occur after the reader interface is fully installed. There are two methods to configure the IP
address: Static IP and DHCP which are detailed below.

Note: Communication is auto negotiated to 10 or 100 Base-T

Static IP Configuration (Recommended)

1

Connect a PC with a web browser to the VBB-NRI G2.

= Direct Connection - Using a cross-over cable, the reader interface can be connected directly to the
network card of the PC.

= Network Connection - Using a regular network cable, the reader interface can be connected to a hub or
switch that is on the same network as the PC.
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2

g) Click on the Start button.

h) Click on Control Panel.

The Control Panel window will open.
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j) Clickon Local Area Connection. The Local Area Connection Properties window will open.

—+- Local Area Connection Properties

| General | Advanced

Connect using:
B8 3Com 3C920 Integrated Fast Etheme

This cornection uses the following items:

[O o8 ()65 Packet Scheduler *
| ] %= Network Moritor Driver

"/ |ritermet Protocol (TCP/AP)

( :’;
Cem ] () ]

Description

Tranzmiszion Control Protocol/nternet Protocol. The default
wide area network, protocal that provides communication
actoss diverse interconnected netwarks,

Show icon in notification area when connected
Natify me when this connection haz limited or no cornectivity

[ 0K ][ Cancel ]

k) Scroll down and select Internet Protocol (TCP/IP).
[) Click the Properties button. The Internet Protocol (TCP/IP) Properties window will open.

m) Make a note of the existing settings. These will need to be restored at the end of the VBB-NRI G2
configuration process to return the PC to its usual settings.

Internet Protocol (TCP/IP) Properties

General

r'ou can get |P gettings assigned autoratically if your network, supports
thiz capability. Othenwize, you need to ask your network, administrator for
the appropriate [P settings.

(O Obtain an IF address automatically
() Use the following IP address:

IF address: 192 165 . 168 . 200
Subnet mask: 285,285 286 . 0

Obtain OMS zerver address automatically
(%) Use the fallowing DNS server addresses:
Prefened DMS server:

Alternate DMS server l:l

I 0K ]’ Cancel ]
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n) Click on the Use the following IP address button.
0) Enter 192.168.168.200 into the IP address field.
p) Enter 255.255.255.0 into the Subnet mask field.

g) Click on the OK button. The PC's network settings are now compatible with the default VBB-NRI G2.
3 Open aweb browser.

4 Go to https://192.168.168.249 to load the Configuration Application (PW = “SECAdmin1”).

\VVANDERBILT

Configuration

SMSAdmin

SRS BS

Change Password

5 Click on the Main Settings Tab, the VBB-NRI G2 IP Configuration GUI window will open. See the
Configuration GUI section for additional details.

Board IP Settings

Hostname
® DHCP
O Static NRI Lock (Relay 1) Configuration ——

IP Settings Communication Failure —

IP Address O Retain State
Subnet mask ® Unlocked
Default gateway [EXEEXEN @ Locked

; : PowerOn—M8M8M8 M MM
® Obtain DNS Server Address Automatically °
© Manually Configure DNS Server Address Unlocked
DNS Server Address Setting———— O Locked

Primary DNS
Secondary DNS

Enable Ether Link Auto Negotliation

6 Click on the Static IP button.
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r) Enter new IP address into the IP address field. Consult with network technicians to get an address that
is compatible with the existing network.

s) Enter new Subnet mask into the Subnet mask field. Consult with network technicians to get an address
that is compatible with the existing network.

t) Enter new Default gateway into the Default gateway field. Consult with network technicians to get an
address that is compatible with the existing network.

7 Click on the Manually configure DNS server addresses button.

u) Enter a primary DNS server address into the Primary DNS server field. Consult with network technicians
to get an address that is compatible with the existing network.

v) Enter a Secondary DNS server into the Secondary DNS server field. Consult with network technicians to
get an address that is compatible with the existing network.

8 Click on the Update button. Make a note of the IP address as it will be used in the bright blue Door Setup
section.

9 Restore the network settings on the PC (follow step 2 above to access the network settings of the PC).

The Static IP address of the VBB-NRI G2 has been set.

Note: The Static IP address can also be set using the Discovery and Configuration Tool. Follow the directions
below for DHCP but select the Static IP configuration option and manually enter the IP address and Subnet mask.

DHCP Configuration

Configuring the VBB-NRI G2 to DHCP requires the Discovery and Configuration program (located on the CD that
is included with bright blue).

To configure the VBB-NRI G2 with the Discovery and Configuration tool:

1 Connect the PC running the Discovery and Configuration tool to the VBB-NRI G2.

= Direct Connection - Using a cross-over cable, the VBB-NRI G2 can be connected directly to the network
card of the PC.

= Network Connection - Using a regular network cable, the VBB-NRI G2 can be connected to a hub or
switch that is on the same network as the PC.

2 Run the Discovery and Configuration tool.
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Discovery and Configuration Toel I = [ E

Select Language  About
Discovery | Multicast ]
Device Type Serial Number 1P Address Server Configuration Status DevicelD ~
e e Search: 0 found
Auto-Discovery is disabled Discovered Devices: 0 Exit

3 Click on the On button to search for VBB-NRI G2.

Select Language  About
Discovery Mlticast

Device Type Serial Number 1P Address Server Configuration Status MAC Address -
‘Vanderbilt bright blue G2 10257556 10.10.100.113 Not Configured Ready 00-0F-E5-03-EE-14
‘Vanderbilt bright blue G2 10172032 10.10.56.84 Not Configured Ready 00-0F-E5-02-A0-00
Vanderbilt bright blue G2 10211502 10.10.80.51 Not Configured Ready 00-0F-E5-03-3A-2E
‘Vanderbilt bright blue G2 10211713 10.10.80.97 Not Configured Ready 00-0F-E5-03-38-01
‘Vanderbilt bright blue G2 10171801 10.10.80.91 Not Configured Ready 00-0F-E5-02-9F-19
‘Vanderbilt bright blue G2 10211498 10.10.80.60 Not Configured Ready 00-0F-E5-03-3A-24
Vanderbilt bright blue G2 10171837 10.10.80.40 Not Confiqured Ready 00-0F-E5-02-9F-3D
Vanderbilt bright blue G2 10171810 10.10.80.101 Not Confiqured Ready 00-0F-E5-02-9F-22
Vanderbilt lite blue G2 10211539 192.168.1.248 0.0.00 Ready 00-0F-E5-03-3A-53
Vanderbilt e blue G2 10211621 101070403 0000 Ready 00-0F-E5-03-34-A5
Vanderbilt NRL G2 SN-05-20002755  101080.008 192158168100  Ready 00-05-E£-00-D7-2C
Vanderbilt NRL G2 SN-05-20002882  10.10.803 192168168100  Reacy 00-05-E£-00-D7-08
Vanderbilt NRL G2 SN-05-20006528 10108052 192168168100  Ready 00-05-EE-00-E4-17
Vanderbilt Smart Reader Interface  SN-05-0010287  100.8096 10449326 Ready 00-02-31-02-28-38
Vanderbilt Smart Reader Interface  SN-05-0010637  1010.6080 102168168100  Ready 00-02-31-02-28-8D
‘Vanderbilt Smart Reader Interface  SN-06-0012691 10.10.50.30 10.1050.14 Ready 00-02-31-02-31-93

Vanderbilt Smart Reader Interface  SN-02-0008194 10.10.100.116 10.10.100.111 Ready 00-02-31-02-20-02 -

[ 0FF | RefreshDevices | Device Configuration Search: 0 found

Next transmission in 7 seconds Discovered Devices: 52 Exit
—/]

4 Edit the default values.

a) Select which VBB-NRI G2 to configure. If multiple VBB-NRI G2s are discovered, use the Serial Number
to determine which to configure.

b) Click on the Device Configuration button to open the Device Configuration window.
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c) Click on the Network tab.

General Network Clock ‘\’\'5’ ENGAGE

IP Configuration Method:

IP Address: 192 . 168 . 80 . 250
Subnet Mask: | 255 . 255 . 255 . 0

Default Gateway: 192 . 168 . 80 . 1

Obtain DNS information automatically
@® Use the following DNS information:

Search Path:
DNS Server (Primary): | 0 . 0 . 0 . O
DNS Server (Secondary): 0 . 0 . 0 . O

DNS Server (Tertiary): 0 . 0 . 0 . O

d) Using the drop-down box, change the IP configuration method to DHCP.
e) Click on the OK button to apply the change.

f)  Make a note of the IP Address, it will be used in bright blue to configure the VBB-NRI G2.
5  Exit the Discovery and Configuration program.

The DHCP address of the VBB-NRI G2 has been set.

Note: The DHCP address can also be set using the Configuration GUI. Follow the directions above for Static IP
but select the DHCP configuration option and then use the Discovery and Configuration tool to find the IP address.
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Configuration GUI (Graphic User Interface)

Go to https://VBB-NRI_G2_IP_Address to access the Configuration Application (PW = “SECAdmin1”).

Main Settings

Board IP Settings

Hosiname
® DHCP
O Static NRI Lock (Relay 1) Configuration

e Communication Failure
IP Address O Retain State
Subnet mask ® Unlocked

Default gateway ® Locked

; : PowerOn—M8M8M8 M MM
® Obtain DNS Server Address Automatically °
© Manually Configure DNS Server Address Unlocked
DNS Server Address Setting———— O Locked

Primary DNS 10.10.100.100
Secondary DNS JURIR[R[

Enable Ether Link Auto Negotliation

Hostname - This displays the name of the specific VBB-NRI G2 board. The default name should not be
changed. The name is in a standard format of VNRI-XXXXXXXX

= VNRI - Vanderbilt Network Reader Interface
= XXXXXXXX — Serial number of the specific VBB-NRI G2 (29006528 in the example above)

The Host Name is used to access and setup the VBB-NRI G2 using Dynamic DNS in conjunction with DHCP.
Consult with network technicians for details on setting up your network in this manner.

DHCP - This setting sets up the VBB-NRI G2 to use a DHCP server on your network (use only if you have a
DHCP server on the network).

Static - This setting forces the VBB-NRI G2 to use a static IP address.

IP Address

=  When in Static mode, this is where you set the NRI's IP address.
=  When in DHCP mode, displays the IP address configured by the DHCP server.

Subnet Mask

=  When in Static mode, this is where you set the NRI's subnet mask.
=  When in DHCP mode, displays the subnet mask configured by the DHCP server.
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Default Gateway

=  When in Static mode, this is where you set the default gateway.
=  When in DHCP mode, displays the default gateway configured by the DHCP server.

Obtain DNS Server Address Automatically - When chosen, your DHCP server will assign your DNS Server
IP addresses.

Manually Configure DNS Server Address - When chosen you will assign your DNS server IP addresses.

Primary DNS

=  When Automatically obtained, displays the Primary DNS chosen by the DHCP server.
=  When Manually entered, this is where you enter the Primary DNS address.

Secondary DNS
=  When Automatically obtained, displays the Secondary DNS chosen by the DHCP server.

=  When Manually entered, this is where you enter the Secondary DNS address.

Enable Ether Link Auto Negotiation - The VBB-NRI G2 is capable of communication speeds of either 10 or
100 Base-T and, with this option enabled, can switch between the two speeds if necessary. Enabled this option to
allow the VBB-NRI G2 to automatically detect and use the communication speed of the switch.

NRI Lock 1 Relay Configuration — Define the state of Relay 1 on the VBB-NRI G2 in case of network
communication failure during MRO Override state or power restored without network communications restoration.

Note: Whether the lock connected to the VBB-NRI G2 is Fail Safe or Fail Secure will ultimately determine what
effect the state of Relay 1 will have on the lock. The examples below are assuming a Fail Secure installation.

= Communication Failure - Choose one of the options to define the behavior of Relay 1 in the event of
communication failure. Once communication is returned Relay 1 will resume its Normal Operation state.

= Retain State - The lock will stay in whatever state it was in (activated or deactivated) when
communication was lost.

= Unlocked - The relay will be activated when communication is lost. In most installations, this will
mean that the door will become unsecured.

= Locked - The relay will be deactivated when communication is lost. In most installations, this will
mean that the door will become secured.

= Power On - This section is used to define the behavior of Relay 1 while bright blue is reloading the
VBB-NRI G2 after a power loss. In the case of a power failure Relay 1 will become deactivated. When
power and communication are returned, bright blue will need to reload the VBB-NRI G2. During this time
the Power On option determines what state Relay 1 will be in. Once the VBB-NRI G2 has been fully restored
it will resume its Normal Operation state.

= Unlocked - The relay will be activated when the VBB-NRI G2 receives power and is being reloaded.
In most installations, this will mean that the door will become unsecured.

= Locked - The relay will be deactivated when the VBB-NRI G2 receives power and is being reloaded. In
most installations, this will mean that the door will become secured.
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Options

Settings on the Options tab can be used to secure the VBB-NRI G2 configuration application.

Main Settings Diagnostics About Log out

Session

Session Length

Dipswitches ——
Dipswitch 1: ON

The Session Length drop down can be used to adjust the Configuration Application session inactivity timer.

Vanderbilt ships VBB-NRI G2 with Dipswitch 1 = ON which allows access to the Configuration application.

Set Dipswitch 1 = OFF to disable Configuration access. PING and Auto-discovery will also be disabled (i.e. the
Discovery and Configuration Tool will not be able to locate the VBB-NRI G2).

The VBB-NRI G2 can still be accessed via SSH (WinSCP or PuTTy).

Click the “Save Options” button to commit any changes.

Warning: After installation, it is recommended that the Configuration Application is disabled.
Leaving it enabled could allow unauthorized access to the VBB-NRI G2.

Main Settings Card Formats Diagnostics Options Log out

Your settings have been saved.

Subsequent attempts to access the Configuration Application will be denied.

This page can't be displayed

- Refresh the page in a few minutes

Fix connection problems

Physical access to the VBB-NRI G2 is required to re-enable the Configuration Application.
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Press and Hold the Tamper Switch AND Press and Release the Reset Button three (3) times in
succession. Release the Tamper Switch . A one (1) second beep will be heard on the 2" and 3 Reset Button
activations. Releasing the Tamper Switch will generate a two (2) second beep.

Access and log into the Configuration Application within ten (10) minutes, select Options, and reset Dipswitch 1 =

ON and click “Save Options”.

VBB-NRI G2 Pin Layout
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VBB-NRI G2 Pin Functions
Power/VIN

e +is Power
e -is Ground

e Sis Chassis Ground

Not Used
[3]Relay 1 - Max 30 VDC @ 2 A

e NCis Normally Closed
e Cis Common

e NO is Normally Open
[4]Relay 2 - Max 30 VDC @ 2 A

VBBIM09/33/20 v5.0.3



106 bright blue Installation Manual

e NCis Normally Closed
e CisCommon
e NO is Normally Open

The VBB-NRI G2 has four unsupervised contact points. Unsupervised door contacts have maximum wire length of
2,000 feet.

Contact Inputs 1 & 2

e 1is Exit Request (REX) — N/O
e 2is Door Position Switch (DOD) — N/C

e CisGround
@ Contact Inputs 3 & 4

e 3is Push Button Override — N/O
e 4is Auxiliary Input — N/C
e Cis Ground
& @ Read Head Connection
= 1isLED
= 2is Not Used
= Cis Not Used
= Ais CLK (Data 0)
= Bis DAT (Data 1)
= -is Ground
= +is Power
& Not Used
Not Used
Not Used
Not Used
Not Used
Not Used

Read Head Voltage Selector. The VBB-NRI G2 read head voltage selector provides wither 12 VDC or passes
VIN to the read head depending on jumper location.

= Ajumper across PINs 2 and 3 (12V) will provide 12 VDC (default setting)
=  Ajumper across PINs 1 (Vin) and 2 will pass VIN
=  No jumper will provide 0 VDC

Warning: Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read
head voltage requirements.

Configure network functionality.

Refer to Configure GUI section above.
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Factory Reset and Power down

Reboot

Press and Hold the VBB-NRI G2 Reset Button for five (5) to nine (9) seconds. The buzzer will beep once
after four (4) seconds. The buzzer will begin to beep rapidly after five (5) seconds — release the Reset Button
and the board will reboot. The configured Network Settings (IP Address, etc.) will be retained on reboot.

Power Down

Press and Hold the VBB-NRI G2 Reset Button for ten (10) seconds. The buzzer will beep once after four (4)
seconds. The buzzer will begin to beep rapidly after five (5) seconds and then board will power down after ten
(10 seconds). The configured Network Settings (IP Address, etc.) will be retained on reboot.

Reboot and Reset to Default IP Address

Press and Hold the VBB-NRI G2 Reset Button [ 24 | AND Tamper Switch for five (5) to nine (9) seconds. The
buzzer will beep once after four (4) seconds. The buzzer will begin to beep rapidly after five (5) seconds —
release the Reset Button and the board will reboot. The Network Settings will reset to the Vanderbilt Defaults on
reboot.

Power Down and Reset to Default IP Address

Press and Hold the VBB-NRI G2 Reset Button AND Tamper Switch for ten (10) seconds. The buzzer
will beep once after four (4) seconds. The buzzer will begin to beep rapidly after five (5) seconds and then board
will power down after ten (10 seconds). The Network Settings will be reset to the Vanderbilt Defaults when the
VBB-NRI G2 is repowered.
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Connecting to bright blue

There is no direct connection between the VBB-NRI G2 and bright blue. They need to be on the same network
and the proper IP address of the VBB-NRI G2 needs to be entered when setting up the door (see the VBB-NRI G2
IP Configuration section for details) for them to communicate. In addition, a data surge protector needs to be
installed between bright blue and the hub or switch. Install the supplied data surge protector (DITEK-DTK-
MRJ45C5E) or an equivalent UL Listed unit. Power is supplied independently from a power supply connecting to
P1 on the VBB-NRI G2.

Hub ar Switch on same network as
bright hlue
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Data Communication between bright blue and VBB-NRI G2

Ethernet To Network

Ethernet to Network

VIN + (Power)

+ (Power)

VIN - (Ground) - (Ground)
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Connecting to Read Head

The VBB-NRI G2 reader interface can communicate to many different read heads. Provided here are the pin outs
for the most commonly used read-heads. The connection is different for each reader type. See the
Recommended Wire Chart below for the proper wire type and lengths.

Recommended Wire Chart: VBB-NRI G2 to Reader Head

VBB-NRI G2 to Magstripe Reader Head 200 22 AWG/5 Cond, Strd, Shid

VBB-NRI G2 to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
=  Shid. = Shielded

&[9] VBB-NRI G2 PIN Connections

(LED) GREENZLED (ORANGE)
(NA) NOT USED

(NA) NOT USED

(CLK) DATA O (GREEN)
(

(

(

2L LNo

m = ™

DAT) DATA 1 (WHITE)
GND) GROUND (BLACK)
PWR) POWER (RED)

o]
| ¥30vay
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Proximity Reader

Proximity Read Head Pin Connections

[9] PIN A (CLK) DATA 0 (GREEN)
[9] PIN B (DAT) DATA 1 (WHITE)
[9]PIN - (GND) GROUND (BLACK)
[9]PIN + (GND) POWER (RED)
PIN 1 (LED) LED (ORANGE)
PIN 2 (NA) NOT USED

PIN C (NA) NOT USED

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

[9] PIN A (CLK) DATA 0 (WHITE)
[9] PIN B (DAT) DATA 1 (GREEN)
[9] PIN - (GND) GROUND (BLACK)
[9]PIN + (GND) POWER (RED)
PIN 1 (LED) LED (ORANGE)
PIN 2 (NA) NOT USED

PIN C (NA) NOT USED
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Installing Diode for Lock Wiring - Relay

A diode is supplied with the VBB-NRI G2 which should be fitted across 24V and COM to protect the relay contacts.

- TEdE e -
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[ %%g "
Baltery g . :CZ

Eian NDE
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i = O

=l ]

o o o
% 1oz cfft oz o cla B - <|taE s samla B - +f3 4 C
1M 10z ouT 1z READER 1 COMMS READERZ || OUT 34

RED

% ELECTRIC DOOR LOC

BLACK

UL LISTED POWER LIMITED
LOCK POWER SUPPLY
24vDC L 120VAC

V'

The lock is wired across 24V and COM. A 0V link to COM is then required to complete the circuit. This will be
wired to NO or NC depending on lock type: Fail Open / Fail Closed (diagram above shows Fail Open).

Upgrading Firmware

The VBB-NRI G2 firmware can only be updated via SSH. Vanderbilt recommends using WinSCP. The instructions
provided below assume WinSCP is used to make the SSH connection to the VBB-NRI G2.

1 Launch WIinSCP on a computer on the same network with the VBB-NRI G2.
2 Connect to the VBB-NRI G2.
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3 Navigate to the location of the update file in the right pane of WinSCP.
4  Copy the image file *.SMSUpd file provided by Vanderbilt into the tmp/tftp folder in the left pane of WinSCP.
5 Close WInSCP and the update will be applied automatically.

A 6.04 SCM Build - SN . -
Local Mark Files Commands Session Qptions Remote Help
B & 53 synchronize | Bl o [ D |57 Queue + - Transfer Settings Default -

| & SMSAdmin@10.1080.52 ||g New 5essi°n|
&cos B e HERZ % | tp M=l B @R & FFindfies | T
3 Uplosd [ 7 Edit 3¢ =5 [ Properties | £ [ = £ (&
C:\BrightBluc\APOL_AP02_NRI_G2_BUILD\Qunyi_Build_Images\6.04 SCM Build Ampiftp

Name ) Size Type Changed Name Size Changed Rights Owner
&. Parent directory 3/7/2017 8:00:53 AM| | & .. 1/6/2007 1:41:09 PM rwoawarwt oot
| dmage-ap2sms 3174KE  File 3/6/2017 6:30:22 PM | | =] sri_ip_configxml 1KB  1/6/20071:41:04 PM et root
| u-boot-ap2sms.bin 352KB  BINFile 3/6/2017 6:15:13 PM || _|image_r604_a700C_ap2.SmsUpd 12191 KB  3/6/2017 6:39:48 PM oo root
| swdld-ap2sms.fffs2 9KB JFFS2 File 3/6/2017 6:37:03 PM

Brootfs-apzsms.tar 18970KB  WinRAR archive 3/6/2017 6:35:13 PM

| rootfs-ap2sms.jffs2 9,004 KB JFFS2 File 3/6/2017 6:35:12 PM

| image w04 af00C ap2.smsipd | 12191KE  SMSUPDFile 3/6/2017 6:39:48 PM

| at91sam@x5ek-nandflashboot-uboot-3.8.bin 12KB BINFile 3/6/2017 6:14:06 PM

| at91sam@g25zp2.cith 26K8 DTBFile 3/6/2017 6:30:22 PM

| appdata-ap2sms.jfis2 5KB JFFS2 File 3/6/2017 6:37:03 PM

Verifying Upgrade/Checking Version Number

Once the file has been successfully uploaded the user can verify the upgrade by checking the version number of
the VBB-NRI G2. Please allow 5 minutes after the file has been successfully uploaded to the VBB-NRI G2 before
verifying the upgrade.

To check the version number:

1 Launch the web configuration for the VBB-NRI G2 (https://IPAddress) and select Diagnostics after login.
2 Select the About tab.

Main Settings Diagnostics m

-- Eval 0000
28 4 0 #15 Thu Mar 16 17:35:46 EDT 2017 (VI Build 002) armvStejl GNU/Linux
y and Con rvi fersion 2.2.12
smsc —-— V700C-Eval.0000 (Mar 16 2017 1 37)

vnri —— VBB-NRI with OEM Code: G4 V03:00& {Mar 16 2017 17:23:48)

3 Review the smsc and vnri lines which display the revision of firmware loaded to the VBB-NRI G2 during the
upgrade. If the data in this field corresponds to the version upgrade, your upgrade is successful.

Additional Information

The following information will vary depending on the version of the firmware that has been uploaded to the VBB-
NRI G2:

= Rootfs — Usually not updated during the upgrade

»= ulmage — Usually not updated during the upgrade

= autodscv — Usually not updated during the upgrade

= smsc — Usually not updated during the upgrade

= vnri— Displays the current firmware version of the board


https://ipaddress/
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VRI-1

CHAPTER 7

Single Reader Interface

Overview

The VRI-1 is a Reader Interface between the bright blue and card readers. The VRI-1 offers a cost-effective,
modular approach to access control system design. The VRI-1 works similarly to the VRINX but utilizes the SMS-
M protocol. Reader Interfaces can connect to a variety of different read head technologies supported by bright
blue. These include both Magnetic Stripe (not evaluated by UL) and Proximity readers.

Highlights
=  Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe (not evaluated
by UL)

=  Standard 26-bit

= Vanderbilt 34-bit

= Xceed-ID XF1050 Reader

= HID Corporate 1000 35-bit (not evaluated by UL)

= HID Corporate 1000 48-bit (not evaluated by UL)
VBBIM09/33/20 v5.0.3
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=  HID/ProxIF 37-Bit

= XceedID 40-Bit

= Vanderbilt 35-bit (including EV1)
= MiFare 32-Bit Serial Number

= Communicates via RS-485 protocol

=  Capable of running in degraded mode, allowing local decision making, if communication fails between the
Reader Interface and bright blue

=  Can be powered directly from bright blue

= OPTIONAL - can be powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours
standby power.

Features

=  Supports one read-head credential
=  Connects directly to the communication channels on the bright blue controller via RS-485 protocol

=  Two form C, single pole/double throw, 30 VDC mechanically latching relays:
K1 rated @ 5A; K2 rated @ 1A

=  Two supervised or unsupervised contact inputs with the ability to support a wide range of end-of-line resistor
values

=  Connection for one multi-color LED for access granted or access denied indication
= Connector for one buzzer/annunciator

Specifications

= Board Dimensions: 4.25" W x2.75"Lx 1" H (108mm x 70 mm x 24.6mm)
=  Enclosure Dimensions:  8-1/4’"H x 7-1/2W” x 3-1/2” D
=  Power requirements: 12 — 24 VDC (supplied from bright blue or external Power Supply)

Warning: Input Power is passed directly to the Reader Head Terminal.
If the Reader Head Terminal is used to power the reader head, verify that the VRI-1 input voltage
is within the allowable range for the specific reader head connected.

=  Power consumption: 50 - 150mA max (depending on input voltage)
=  Ambient temperature: 0°to 49° C or 32°to 120° F

Enclosure

VRI-1 Enclosure — An enclosure with a hinged, screw-down door is included for each VRI-1 board. Tamper
switch, lock and key are available options.

Features

=  Metal enclosure with hinged door
=  Enclosure Dimensions: 8 1/4” x 7 1/2” x 3 1/2”
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Environmental conditions

=  Ambient Temperature: 0° to 49° C or 32° to 120° F
=  The room must be dust free and clean.

= It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

=  Mount the cabinet in a secure, but generally accessible location

Mounting the enclosure
= Field Wiring — It is recommended that you drill holes or punch the knockouts in the metal enclosure for field
wiring before mounting the enclosure to the wall.
= A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

= Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

PIN Layout
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Configuration

The VRI-1 will be connected to the bright blue via RS-485 protocol. A maximum of 16 reader interfaces can be
connected to one bright blue data channel. Wire runs are limited to 4,000 feet (Data Only) from the bright blue
to a VRI-1 (see Recommended Wire Chart). Data communication between bright blue and the reader interfaces
can be a multiplex or a daisy chain configuration.

Multiplex configuration
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In a multiplex configuration, each VRI-1 board is connected to any one of the Device connectors (Device 1-1
through 2-16) on the bright blue controller with TB1 for RS-485 communications and TB2 for power on a VRI-1 in
parallel. A maximum of 16 VRI-1 boards can be connected to each channel in this manner.

Note: Only identical protocol devices can be connected on the same channel on the bright blue. VRI-1 devices
cannot be wired on the same data channel with any older Vanderbilt or Schlage devices.

Daisy chain configuration
In a daisy chain configuration, the VRI-1 reader interfaces are connected to one another in series. A maximum of

16 devices can be connected to a bright blue data channel. This configuration is not recommended by
Vanderbilt; if a wire is broken in the loop, downstream devices will not communicate with bright blue.

PIN Functions

TB2 — Power source and contact inputs

Provides power to the VRI-1 from the bright blue. 12 — 24 VDC 10% filtered power required. Two supervised or
unsupervised contact inputs are provided, typically for DOD and REX monitoring. Contact inputs have individual
grounds. Supervised door contacts support a maximum wire length of 1,000 ft. Unsupervised door contacts
support a wire length of 2,000 ft.

VIN

GND

ANANININENIN

TB2

= PIN 1is Power (VIN)

= PIN 2is Ground (GND)

= PIN 3 is Door Contact 2 (Normally Closed)
= PIN 4 is Door Contact 2 (Normally Closed)
= PIN 5 is Door Contact 1 (Normally Closed)
= PIN 6 is Door Contact 1 (Normally Closed)

J2 — Reader Interface Addressing

The address of the VR-1 is dependent on the position of jumpers on these pins. Please see the section on
Addressing VRI-1 for more details.

J3 —0n Board Tamper Connection

The enclosure tamper switch will be wired to the supplied tamper connector flying leads. Polarity is not a concern.

J4 — RS485 Communication Line Terminator
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D1 (A)/D2 (B) — Status LEDs

=  Powered Up: All LEDs OFF
= |nitialization: LED A ON at start if initialization

=  Runtime: LED A heartbeat and on-line status after successful initialization
Offline: 1 Hz (20% ON)
Online — Unencrypted: 1 Hz (80% ON)
Online — Encrypted: 3X 0.1s ON, 0.1s OFF followed by 0.1s ON, 0.3s OFF

=  Waiting for Firmware Download: LED A = 0.1s ON, 0.1s OFF
= Communication Status: LED B indicates RS485 communications activity.

Connecting to bright blue

Communication between the bright blue controller and a VRI-1 reader interface is via RS-485 protocol. Any one
of the Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to communicate
with TB1 for RS-485 communications and TB2 for power on a VRI-1. The example below shows connections
between Device 1-1 on the bright blue controller and TB1, TB2 on the VRI-1.

TR+ 0[) 3——|
TR- @s O
QD e

VIN

GND

DEVICE { - 1
L YYY)
N

A A A A ALY
NNNNNN
\_‘_,4 ‘\‘_ N 4 N ‘\_‘_‘_4 A

Data Communication between bright blue and VRI-1

PIN 1 — A (Data A) TB1PIN 1-TR+
PIN 2 — B (Data B) TB1 PIN 2 - TR-
PIN 3 — + (Power) TB2 PIN1 — VIN

PIN 4 — - (Ground) TB2 PIN2 — GND
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Optional - Powering VRI-1 Directly From a Power Supply

If desired, the VRI-1 can receive power directly from a UL 294 Listed Power Limited power supply. Communication
between the bright blue controller and the VRI-1 remains via RS-485 protocol. Any one of the Device connectors

(Device 1-1 through 2-16) on the bright blue controller can be used to communicate with TB1 on a VRI-1. Power
will be supplied independently from the power supply to TB2 on the VRI-1.

(4]
w () o

TR- @ o
@O0 @l o
I‘.l.IJ . 2@ B o @ VIN
% . 3@ + —C) f’"_'/;. GND
(=) . 4@ - . :/:./: -
e
UL Listed +0O O 7) 1
Power Supply I 7 I

Data Communication between bright blue and VRI-1

PIN 1 — A (Data A) TB1 PIN 1 - TR+

PIN 2 — B (Data B) TB1 PIN 2 — TR-
TB2 PIN1 - VIN + (Power)
TB2 PIN2 — GND - (Ground)
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Addressing

J2 on the VRI-1 consists of eight sets of jumpers that can be combined to set the address for the device, RS-485
communications baud rate and enable encryption. Record the jumper configured address of the VRI-1 and which
channel it is connected to on the bright blue controller. This information will be required to set up the reader in
bright blue.

OPEN; ENCRYPTED COMM, NOT REQUIRED,
/ @ \NSTALLED] ENCRYPTED COMM, REQUIRED

V27
::ﬁ' | © z’/%’/é BAUD RATE.
mulo] 38400
B |0 A rEnre " mn
8 a|<r <t |wv v||o ® L)
v 8™ ™M |u bn|/|umw g,”ﬁ,,’?
pal™N| [N|e of|ow (& ]
val— ||~ |umn A%
5

(@) (6)

u D
AT
Y| 2
|- ]
an

(7777777
%%

ALLAALY
4/;41;2

b
4] 1
e
%) s
L. - ]

LAY
A2 v v B
8 9 10 " 12 13 14 15

(9 (10) (11) (12) (13) (14) (15) (16)
NUMBERS IN PARENTHESES ARE VBB DEVICE ADDRESSES

12345

5%
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Connecting to Read Head

The VRI-1 reader interface can communicate to many different read heads. Provided here are the PIN outs for the

most commonly used read-heads. The connection is different for each reader type. See the Recommended Wire
Chart below for the proper wire type and lengths.

Recommended Wire Chart: VRI-1to Reader Head

VRI-1 to Magstripe Reader Head 22 AWG/5 Cond, Strd, Shid

VRI-1 to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
=  Shid. = Shielded
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TB4 — Reader Head Connections

TB4

GND W// o Ground (Black)
BZR ’/ o Buzzer (Not Used)
LED ’// o LED (Orange)

S o Clock / D1 (White)
Do ;/, © Data / DO (Green)
v | (/) o VO (Red)

XCEED ID XF 1050 Proximity Reader

Proximity Read Head Pin Connections

PIN 1 (GND) GROUND (BLACK)
PIN 2 (BZR) NOT USED
PIN 3 (LED) LED (ORANGE)

PIN4 (CLKD1)| DATA 1 (WHITE)
PIN 5 (DATDO)| DATA 0 (GREEN)
PIN 6 (VO) POWER (RED)

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

PIN 1 (GND) GROUND (BLACK)
PIN 2 (BZR) NOT USED
PIN 3 (LED) LED (ORANGE)

PIN 4 (CLK D1) DATA 1 (GREEN)
PIN 5 (DAT DO) DATA 0 (WHITE)
PIN 6 (VO) POWER (RED)

VBBIM09/33/20 v5.0.3
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Installing Diode for Lock Wiring - Relay

A diode is supplied with the VRI-1 which should be fitted across 12V / 24V and COM to protect the relay contacts.

Q5% “ - @]-O
o= @) o o DI
-2 - &l
a | o I, o T .
ﬁ - - > Q|
TR .@ o ¢ = ° @ o
. V X o @ Iz
a @ I3
A o] |a n
15 BA o @ I —_
=5} TBZ () S
RED
% ELECTRIC DOOR LOCK
BLACK
[VE U]
UL LISTED POWER LIMITED
LOCK POWER SUPPLY
24VDC —— 120VAC

A diode is used to eliminate the voltage spike seen across an inductive load when supply voltage is suddenly
removed. This spike can damage the reader interface if not suppressed.
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VRI-1S3

CHAPTER 8
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Single Reader Interface — Series 3

Overview

The new VRI-1S3 is a Reader Interface between the bright blue and card readers. The VRI-1S3 works
identically to the VRI-1, utilizing the SMS-M protocol. Reader Interfaces can connect to a variety of different read
head technologies supported by bright blue. These include both Magnetic Stripe (not evaluated by UL) and
Proximity readers.

Highlights
=  Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe (not evaluated
by UL)

= Standard 26-bit

= Vanderbilt 34-bit

= Xceed-ID XF1050 Reader

= HID Corporate 1000 35-bit (not evaluated by UL)

VBBIM09/33/20 v5.0.3
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= HID Corporate 1000 48-bit (not evaluated by UL)
=  HID/ProxIF 37-Bit

= XceedID 40-Bit

= Vanderbilt 35-bit (including EV1)

=  MiFare 32-Bit Serial Number

= Communicates via RS-485 protocol

= Capable of running in degraded mode, allowing local decision making, if communication fails between the
Reader Interface and bright blue

=  Can be powered directly from bright blue

= OPTIONAL - can be powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours
standby power.

Features

=  Supports one read-head credential
=  Connects directly to the communication channels on the bright blue controller via RS-485 protocol

=  Two form C, single pole/double throw, 30 VDC mechanically latching relays:
K1 rated @ 5A; K2 rated @ 1A

=  Two supervised or unsupervised contact inputs with the ability to support a wide range of end-of-line resistor
values

=  Connection for one multi-color LED for access granted or access denied indication
= Connector for one buzzer/annunciator

Specifications

= Board Dimensions: 4.25" W x2.75" L x 1" H (108mm x 70 mm x 24.6mm)
=  Enclosure Dimensions:  8-1/4"H x 7-1/2W” x 3-1/2” D
=  Power requirements: 12 — 24 VDC (supplied from bright blue or external Power Supply)

Warning: Input Power is passed directly to the Reader Head Terminal.
If the Reader Head Terminal is used to power the reader head, verify that the VRI-1 input voltage
is within the allowable range for the specific reader head connected.

=  Power consumption: 50 - 150mA max (depending on input voltage)
=  Ambient temperature: 0°to 49° C or 32°to 120° F

Enclosure

VRI-1S3 Enclosure — An enclosure with a hinged, screw-down door is included for each VRI-1S3 board.
Tamper switch, lock and key are available options.

Features

=  Metal enclosure with hinged door
=  Enclosure Dimensions: 8 1/4” x7 1/2” x 3 1/2”
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Environmental conditions

=  Ambient Temperature: 0° to 49° C or 32° to 120° F
=  The room must be dust free and clean.

= It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

=  Mount the cabinet in a secure, but generally accessible location

Mounting the enclosure
= Field Wiring — It is recommended that you drill holes or punch the knockouts in the metal enclosure for field
wiring before mounting the enclosure to the wall.
= A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

=  Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

PIN Layout
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GND

TB1
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Configuration

The VRI-1S3 will be connected to the bright blue via RS-485 protocol. A maximum of 16 reader interfaces can
be connected to one bright blue data channel. Wire runs are limited to 4,000 feet (Data Only) from the bright
blue to a VRI-1S3 (see Recommended Wire Chart). Data communication between bright blue and the reader
interfaces can be a multiplex or a daisy chain configuration.

Multiplex configuration
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In a multiplex configuration, each VRI-1S3 board is connected to any one of the Device connectors (Device 1-1
through 2-16) on the bright blue controller with TB1 for RS-485 communications and TB2 for power on a VRI-
1S3 in parallel. A maximum of 16 VRI-1S3 boards can be connected to each channel in this manner.

Note: Only identical protocol devices can be connected on the same channel on the bright blue. VRI-1S3
devices cannot be wired on the same data channel with any older Vanderbilt or Schlage devices.

Daisy chain configuration

In a daisy chain configuration, the VRI-1S3 reader interfaces are connected to one another in series. A maximum
of 16 devices can be connected to a bright blue data channel. This configuration is not recommended by
Vanderbilt; if a wire is broken in the loop, downstream devices will not communicate with bright blue.

PIN Functions

TB2 — Power source and contact inputs

Provides power to the VRI-1S3 from the bright blue. 12 — 24 VDC 10% filtered power required. Two supervised
or unsupervised contact inputs are provided, typically for DOD and REX monitoring. Contact inputs have individual
grounds. Supervised door contacts support a maximum wire length of 1,000 ft. Unsupervised door contacts
support a wire length of 2,000 ft.

VIN

GND

ANANININENIN

TB2

= PIN 1is Power (VIN)

= PIN 2is Ground (GND)

= PIN 3 is Door Contact 2 (Normally Closed)
= PIN 4 is Door Contact 2 (Normally Closed)
= PIN5is Door Contact 1 (Normally Closed)
= PIN 6 is Door Contact 1 (Normally Closed)

J2 — Reader Interface Addressing

The address of the VR-1S3 is dependent on the position of jumpers on these pins. Please see the section on
Addressing VRI-1S3 for more details.

J3 —0n Board Tamper Connection

The enclosure tamper switch will be wired to the supplied tamper connector flying leads. Polarity is not a concern.

J4 — RS485 Communication Line Terminator
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D1 (A)/D2 (B) — Status LEDs

=  Powered Up: All LEDs OFF
= |nitialization: LED A ON at start if initialization

=  Runtime: LED A heartbeat and on-line status after successful initialization
Offline: 1 Hz (20% ON)
Online — Unencrypted: 1 Hz (80% ON)
Online — Encrypted: 3X 0.1s ON, 0.1s OFF followed by 0.1s ON, 0.3s OFF

=  Waiting for Firmware Download: LED A = 0.1s ON, 0.1s OFF
= Communication Status: LED B indicates RS485 communications activity.

Connecting to bright blue

Communication between the bright blue controller and a VRI-1S3 reader interface is via RS-485 protocol. Any
one of the Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to
communicate with TB1 for RS-485 communications and TB2 for power on a VRI-1S3. The example below shows
connections between Device 1-1 on the bright blue controller and TB1, TB2 on the VRI-1S3.

TR+ 0[) 3——|
TR- @s O
QD e

) | VIN

GND

DEVICE { - 1
L YYY)
N

A AL ALY A ALY
NNNNNN
R SN e . .

Data Communication between bright blue and VRI-1S3

PIN 1 — A (Data A) TB1PIN 1-TR+
PIN 2 — B (Data B) TB1 PIN 2 - TR-
PIN 3 — + (Power) TB2 PIN1 — VIN

PIN 4 — - (Ground) TB2 PIN2 — GND
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Optional - Powering Directly From a Power Supply

If desired, the VRI-1S3 can receive power directly from a UL 294 Listed Power Limited power supply.
Communication between the bright blue controller and the VRI-1S3 remains via RS-485 protocol. Any one of the
Device connectors (Device 1-1 through 2-16) on the bright blue controller can be used to communicate with TB1
on a VRI-1S3. Power will be supplied independently from the power supply to TB2 on the VRI-1S3.

° J
w Q) o=

TR- @ O
QD o

-1

DEVICE
0000
w
S
+
b

) VIN

/) | GND

Power Supply -G

4

=

-
UL Listed +0 o 7\// "

Data Communication between bright blue and VRI-183

PIN 1 — A (Data A) TB1PIN 1 - TR+

PIN 2 — B (Data B) TB1PIN 2 - TR-
TB2 PIN1 - VIN + (Power)
TB2 PIN2 — GND - (Ground)
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Addressing

S1 on the VRI-1S3 consists of eight slide switches that can be combined to set the address for the device, RS-485
communications baud rate and enable encryption. Record the switch configured address of the VRI-1S3 and
which channel it is connected to on the bright blue controller. This information will be required to set up the reader
in bright blue. The numbers in parenthesis are the bright blue device addresses.

8 7 6 9 4 3 2 1

0 (1) OFF ON ON OFF OFF OFF OFF OFF
1(2) OFF ON ON QFF OFF OFF OFF ON
2 (3) OFF ON ON OFF OFF OFF ON OFF
3 (4) OFF ON ON OFF OFF OFF ON ON
4 (5) OFF ON ON OFF OFF ON OFF OFF
5 (6) OFF ON ON OFF OFF ON OFF ON
6 (7) OFF ON ON OFF OFF ON ON OFF
7 (8) OFF ON OM OQFF OFF ON ON ON
8 (9) OFF ON ON OFF ON OFF OFF OFF
9 (10) OFF ON ON OFF ON OFf) OFF ON
10 (11) OFF ON ON OFF ON OFF " ON OFF
11 (12) OFF ON ON OFF ON OFF ON ON
12 (13) OFF ON ON OFF ON ON OFF OFF
13 (14) OFF ON ON OFF ON ON OFF ON
14 (15) OFF ON ON OFF ON ON ON OFF
15 (16) OFF ON ON OFF ON ON ON ON

SWITCHES 6 & 7 DETERMINE THE BAUD RATE 38,400, DEFAULT: ON
SWITCH 8 DETERMINES ENCRYFTION, DEFAULT: OFF
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Connecting to Read Head

The VRI-1S3 reader interface can communicate to many different read heads. Provided here are the PIN outs for
the most commonly used read-heads. The connection is different for each reader type. See the Recommended
Wire Chart below for the proper wire type and lengths.

Recommended Wire Chart: VRI-1S3 to Reader Head

VRI-1 to Magstripe Reader Head 22 AWG/5 Cond, Strd, Shid

VRI-1 to Door Contact 2000 22 AWG/2 Cond, Strd, Shid

Abbreviations:

=  Cond. = Conductor
= Strd. = Stranded
=  Shid. = Shielded

TB4 — Reader Head Connections

TB4

o]

NNNNNN

GND o Ground (Black)

BZR o} Buzzer (Not Used)

LED LED (Orange)

CLK
D1

DAT
DO

© Clock / D1 (White)

Data / DO (Green)
\e]

VO (Red)
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XCEED ID XF 1050 Proximity Reader

Proximity Read Head Pin Connections

PIN 1 (GND) GROUND (BLACK)
PIN 2 (BZR) NOT USED
PIN 3 (LED) LED (ORANGE)

PIN 4 (CLK D1)

DATA 1 (WHITE)

PIN 5 (DAT DO)

DATA 0 (GREEN)

PIN 6 (VO)

POWER (RED)

Magnetic Stripe Reader

Magnetic Stripe Read Head Pin Connections

PIN 1 (GND) GROUND (BLACK)
PIN 2 (BZR) NOT USED
PIN 3 (LED) LED (ORANGE)

PIN 4 (CLK D1)

DATA 1 (GREEN)

PIN 5 (DAT DO)

DATA 0 (WHITE)

PIN 6 (VO)

POWER (RED)
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Installing Diode for Lock Wiring - Relay

A diode is supplied with the VRI-1S3 which should be fitted across 12V / 24V and COM to protect the relay
contacts.

9] K1
{DmTE?t\ o o |z u:C}
e | () )
A K2 o Lo
DAT I/_ iz
I:/ ° o o @ VI
Th '.@ o c
= o (P)|m=
TR- |7/ o o @ s
i o @ I
A o] |® n
~ BA o A ~
) E=] B2 () S
RED
.le ELECTRIC DOOR LOCK
BLACK

UL LISTED POWER LIMITED
LOCK POWER SUPPLY
24VDC - 120VAC

A diode is used to eliminate the voltage spike seen across an inductive load when supply voltage is suddenly
removed. This spike can damage the reader interface if not suppressed.
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VRI-2 | VRI-2S3

CHAPTER 9

&
=

: MR52 1402
10278 0 REV: 1.55.0
BP6565  Access Conirol System Units

= ( ( Camponent

Dual Reader Interface

Overview

The VRI-2 (green) and VRI-2S3 (red — series 3) are Reader Interfaces between the bright blue and card readers.
The VRI-2 and VRI-2S3 function identically and will be referred to as VRI-2. The VRI-2 works similarly to the
VRINX but utilizes the SMS-M protocol and supports 2 card reader connections. Reader Interfaces can connect to
a variety of different read head technologies supported by bright blue. These include both Magnetic Stripe (not
evaluated by UL) and Proximity readers.

Highlights
=  Supports various read head technologies; Proximity, (Wiegand Format) and Magnetic Stripe (not evaluated
by UL)

= Standard 26-bit
= Vanderbilt 34-bit
= Xceed-ID XF1050 Reader
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= HID Corporate 1000 35-bit (not evaluated by UL)
= HID Corporate 1000 48-bit (not evaluated by UL)
= HID/ProxIF 37-Bit

= XceedID 40-Bit

= Vanderbilt 35-bit (including EV1)

=  MiFare 32-Bit Serial Number

Communicates via RS-485 protocol

Capable of running in degraded mode, allowing local decision making, if communication fails between the
Reader Interface and bright blue

Can be powered directly from bright blue

OPTIONAL - can be powered locally by a UL294 Listed Power-Limited, Power Supply capable of 4 hours
standby power.

Features

Supports two read-head connections
Connects directly to the communication channels on the bright blue
Includes six 5 amp, form C, single pole/double throw, mechanically latching relays

Eight supervised or unsupervised contact inputs with the ability to support a wide range of end-of-line
resistor values when supervision is being used.

Connection for one multi-color LED for access granted or access denied indication
Connector for one buzzer/annunciator

Specifications

Board Dimensions: 6" Wx8"Lx1"D (152 mm x 203 mm x 25 mm)

Enclosure Dimensions: 10" Hx 12" W x 3-1/2" D

Power requirements: 12 — 24 VDC (supplied from the bright blue or external power supply)

Power consumption: 270 — 450mA (depending on input voltage plus nominal reader current to 550 mA)

Ambient temperature: 0°to 70° C or 32°to 158° F

Enclosure

VRI-2 Enclosure — An enclosure with a hinged, screw-down door is included for each VRI-2 board. Tamper
switch, lock and key are available options.

Features

Metal enclosure with hinged door
Enclosure Dimensions: 10" H x 12" W x 3-1/2" D
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Environmental conditions

=  Ambient Temperature:  0°to 70° C or 32° to 158° F
=  The room must be dust free and clean.

= It is optimal to mount the enclosure on fire rated plywood which is affixed to a cinder block wall or a wall
covering i.e. sheetrock

=  Mount the cabinet in a secure, but generally accessible location

Mounting the enclosure

= Field Wiring — It is recommended that you drill holes or punch the knockouts in the metal enclosure for field
wiring before mounting the enclosure to the wall.

= A non-metallic sleeve is recommended to protect the wiring where it enters the cabinet.

= Mount the enclosure to the wall using the provided mounting holes. Recommended mounting hardware:
Four 1/4” x 1” lag bolts.

PIN Layout
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Configuration

The VRI-2 will be connected to the bright blue via RS-485 protocol. A maximum of 16 reader interfaces can be
connected to one bright blue data channel. Wire runs are limited to 4,000 feet (Data Only) from the bright blue
to a VRI-2 (see Recommended Wire Chart). Data communication between the bright blue and the reader
interfaces can be a multiplex or a daisy chain configuration.

Multiplex configuration

In a multiplex configuration, each VRI-2 board is connected to any one of the Device connectors (Device 1-1
through 2-16) on the bright blue controller with TB6 for RS-485 communications and TB7 for power on a VRI-2 in
parallel. A maximum of 32 reader interfaces (16 VRI-2 boards if using both reader interfaces) can be connected
in this manner (8 VRI-2 per bright blue data channel).

Note: Only identical protocol devices can be connected on the same channel on the bright blue. VRI-2 devices
cannot be wired on the same data channel with any older Vanderbilt or Schlage devices.

Daisy chain configuration

In a daisy chain configuration, the VRI-2 reader interfaces are connected to one another in series. A maximum of
32 reader interfaces (16 VRI-2 boards if using both reader interfaces) can be connected to a bright blue (8 VRI-2
per bright blue data channel). This configuration is not recommended by Vanderbilt; if a wire is broken in the
loop, downstream devices will not communicate with bright blue.

PIN Functions

TB7 - Power source

Provides power to the VRI-2 from the bright blue.

VRI-2 POWER REQUIREMENTS: 12-24VDC
VRI-2 CURRENT CONSUMPTION: 120mA
MAX WITHOUT A READER CONNECTED

87 _ PIN3(+) ON VBB CONNECTOR
W@ o —+  DEVICES (CH1)1-16 (CH2)1-16

@ o |12-24VDC

we| @) o|—-  PIN4(-) ON VBB CONNECTOR
DEVICES (CH1)1-16 (CH2)1-16

=  PIN1is Power (VIN), 12 — 24 VDC
=  PIN 2 unused
= PIN 3is Ground (GND)
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TB6 - Communications

Provides RS-485 communications between the VRI-2 and the bright blue.

TBE

B
TR+

TR

@

[s]

s

PIN 1is Data A (TR+)
PIN 2 is Data B (TR-)

TB1 - TB5 Contact inputs

PIN1(A} ON VBB CONNECTOR
DEVICES (CH1)1-16 (CH2)1-16

PIN2(B) ON VBB CONNECTOR
DEVICES (CH1)1-16 (CH2)1-16

The VRI-2 has eight supervised or unsupervised contact points plus cabinet Tamper and UPS Fault Monitoring

contact inputs (TB5).

READER 1

81

009

@
PNl ENIN ZNI LN
T °'r°|°1" T

000

READER 2

TB3

009

o erler o

@
8Nl ZNIN ONI SN

000

Device Type:
e DOD (supervised):

e DOD (unsupervised):

"1 2L NpuT 5

ool @

- % H- INpUT 6

__FXIT REQUEST (REX)
——DOOR POSITION SWITCH (DOD)
——PUSH BUTTON OVERRIDE
AUXILIARY INPUT

| EXIT REQUEST (REX)

DOOR POSITION SWITCH (DOD)
——PUSH BUTTON OVERRIDE

L AUXILIARY INPUT

max distance = 1,000 ft

max distance = 2,000 ft

e Input 5 — Onboard Cabinet Tamper

e Input 6 — UPS Fault Monitoring
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TB10 - TB12 Relay Outputs

The VRI-2 has six relay outputs.

1810 — TB12 RELAY QUTPUTS
READERS 1&2 RELAY OUTPUTS
READER 1:

RELAY 1 IS THE DOOR UNLOCK RELAY
RELAY 2 IS THE AUXILIARY RELAY

READER 2:
RELAY 4 IS THE DOOR UNLOCK RELAY
RELAY 5 IS THE AUXILIARY RELAY
812 TB11 TB10

o o o o o ofo © o 0 O OfjO © O O O O

SNININNINN SIS NSSINSWY

MO © NG NO © MG M3 © NG MO © MG M2 © NG MO € NG
RLY & RLY 5 RLY 4 RLY 3 RLY 2 RLY 1
READER 2 READER 1

RELAYS RATED AT 5A @ 28VDC

J15 - Read head voltage selector

12 VDC is available on Reader Ports (VIN >= 20 VDC):

12v PT

[] EZza)2

J15
VIN “Passed Through” to Reader Ports:

12V PT

[ GEA-

J15

Serious damage may occur to the read-head if this jumper is set incorrectly. Please check the read-head voltage
requirements.
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S1-Addressing

The address of the VRI-2 is dependent on the position of the DIP switches in S1.

The hardware address for each physical VRI-2 must be set to address 1 — 16 for use with bright blue.

The first reader is assigned “"A” and the second reader is assigned “B" (i.e. 1A & 1B or 54 & 5B).

SMS DIP Switch Position
Address 8 7 6 5 4 3 2 1

(2) OFF ON ON OFF OFF OFF OFF OFF
2 OFF ON ON OFF OFF OFF OFF ON
3 OFF ON ON OFF OFF OFF ON OFF
(4) OFF ON ON OFF OFF OFF ON ON
(5) OFF ON ON OFF OFF ON OFF OFF
(6) OFF ON ON OFF OFF ON OFF ON
@) OFF ON ON OFF OFF ON ON OFF
(8) OFF ON ON OFF OFF ON ON ON
9) OFF ON ON OFF ON OFF OFF OFF
(10) OFF ON ON OFF ON OFF OFF ON
(12) OFF ON ON OFF ON OFF ON OFF
(12) OFF ON ON OFF ON OFF ON ON
(13) OFF ON ON OFF ON ON OFF OFF
(14) OFF ON ON OFF ON ON OFF ON
(15) OFF ON ON OFF ON ON ON OFF
(16) OFF ON ON OFF ON ON ON ON

S1 DIP Switch 6 & 7 determine RS-485 communications baud rate: default = 38,400

S1 DIP Switch 8 determines RS-485 encryption: default = OFF

A — R2 Status LEDs

Powered Up:
Initialization:
Runtime:

All LEDs OFF
LEDs A — R2 Sequenced ON then OFF at completion of initialization

LED A heartbeat and on-line status after successful initialization

Offline: 1 Hz (20% ON)

Online — Unencrypted: 1 Hz (80% on)

Online — Encrypted: 3X 0.1s ON, 0.1s OFF followed by 0.1s ON, 0.3s OFF

Waiting for Firmware Download: LED A = 0.1s ON, 0.1s OFF
Communication Status: LED B indicates RS485 communications activity

LED 1:

VBBIM09/33/20 v5.0.3
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LED 2:
LED 3:
LED 4:

IN2 Status
IN3 Status
IN4 Status

SMS VR-2 Template Applied:

LED 5:
LED 6:
LED 7:
LED 8:

LED TMP:
LED PFL:
LED R1:
LED R2:
LED K1:
LED K2:
LED K3:
LED K4:
LED K5:
LED Ke6:

IN5 Status = Request to Exit

IN6 Status = Door Status Monitor

IN7 Status = Push Button Override

IN8 Status = Auxiliary Input (Report Status of Lockdown/Toggle)

Cabinet Tamper
Power Fault
Reader 1 Activity
Reader 2 Activity
Relay 1 Energized
Relay 2 Energized
Relay 3 Energized
Relay 4 Energized
Relay 5 Energized
Relay 6 Energized

LEDs A — R2 are continually pulsed to their opposite state for 0.1s under normal operation
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Schlage Adaptable AD-300 Series Locks

CHAPTER 10

K

Schlage Adaptable AD-300 Series Lock

Overview

The AD-300 Lock is an integrated, modular lock that includes all the standard peripheral devices at a secured door
opening. AD-300 Locks can be integrated directly into the bright blue controller. The communication protocol is
RS-485 to any of the communication channels on the bright blue controller.

Features

= Connects directly to the bright blue controller via RS-485 protocol to one of the communication channels.
=  Available with mortise, cylindrical lock and exit device trim.

= Available with (HID) proximity or magnetic stripe credential technologies.
= Integrated PIN pad allows for PIN+Credential access.
Specifications

= Power is received from the bright blue controller.
=  Power Requirements - 12VDC or 24VDC
= Power Consumption - 300mA max.
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Contacts and Pin Functions
A set of input contacts and output relays are provided on the Schlage Adaptable AD-300 Series locks.

Input Contacts

= Request to Exit (REX), normally open, non-supervised

=  Door Open Detect (DOD), normally open, non-supervised
= Clutch Position, normally closed, non-supervised

=  Key Switch, normally closed, non-supervised

= Interior Push Button, normally open, non-supervised

=  Lithium Battery

Credential Reader Technologies

= HID Proximity Credential
= Magnetic Stripe Credential

J3 & J4 - RS-485 termination. This jumper must be in place to enable communication between the AD300 lock
and bright blue.

J1 - Power source and communication. Used to connect bright blue to the AD300 lock.

SW1 - Tamper Switch

Connecting to bright blue

Communication between the bright blue controller and an AD-300 lock is via RS-485 protocol. Any one of the
Device connectors (Device 1-1 through 2-16) on the bright blue board can be used to communicate with J1 on
an AD-300 lock. The example below shows using Device 1-1 on the bright blue board and J1 on the AD-300

lock.
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Data Communication and Power between bright blue and AD-300

Pin 1 - A (Data A) RDA- (Data A)
Pin 2 - B (Data B) RDB+ (Data B)
Pin 3 - + (Power) VIN (Power)

Pin 4 - - (Ground) GND (Ground)

Addressing the AD-300 Lock

The AD-300 lock is addressed using the Schlage Utility Software (SUS), which is run from the Pideon PDA. The
address used by the AD-300 locks go from 0 to 15. bright blue uses an address list of 1 through 16. When
addressing an AD-300 lock it is important to remember this. An address of O for the AD-300 lock equals an
address of 1 in bright blue. It is recommended that the set address correspond to the slot on the bright blue
controller that the AD-300 lock is connected to, minus one number. The Channel number is not affected by this.

Example: The AD-300 lock is connected to the bright blue controller at Device 1-2 (Channel 1, Address 2) then
the address of the AD-300 lock should be set to 1. If the AD-300 is connected to Device 2-10 (Channel 2 Address
10) then the address should be set to 9.

bright blue Address SUS Address bright blue Address SUS Address
1 0 9 8
2 1 10 9
3 2 11 10
4 3 12 11
5 4 13 12
6 5 14 13
7 6 15 14
8 7 16 15

After the AD-300 has been connected to the bright blue controller, make a note of the channel and address. This
information will be required to set up the lock in the software.

For additional information on the Schlage Utility Software see the Schlage Utility Software User's Guide.

To address the AD-300 lock:

1 Click Start on the PDA. A Menu will open with a list of programs.
2 Select the Schlage Utility Software option to open SUS.
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10
11

12

13
14
15
16
17

18
19

Select Manager from the Log on as drop down menu.
Enter the password into the Password field. Default password is 123456

Click the Login button. The SUS program will open. The bottom of the screen will say No Device
Connected.

Connect the PDA to the AD-300 lock using the supplied USB cable.

Press the Schlage button twice on the AD-300 keypad. The bottom of the PDA screen will now display
AD300.

Click on the Options button at the bottom of the PDA screen. A list of options will open.

Put the AD-300 lock into Pairing Mode (this is necessary for the PDA to be able to make changes to the
lock's settings).

Hold down the Internal Push Button on the AD-300 lock.

While holding down the Internal Push Button, click the Tamper Switch (SW1) three times on the AD-
300 lock. The red LEDs in the Schlage button will flash.

On the PDA click the Pair PDA to Device option. A pop-up will display when the pairing process is
complete.

Click on the Lock Properties option.The Lock Properties window will open.

Click on the Edit tab.

Click on the RS485 Address field. A touch-keyboard will open at the bottom of the screen.
Using the touch-keyboard, enter in the address of the lock.

Click on the Save button at the bottom of the screen. After a moment the Properties Saved
Successfully pop-up will open.

Either click OK on the pop-up, or wait a moment and it will close on its own. The lock has been addressed.

Make a note of the address, it will be required to set up the lock in the software.



Chapter 11  Schlage VIP Locks 145

Schlage VIP Locks

CHAPTER 11

VIP Lock

Overview

The Schlage VIP Lock is an integrated, modular lock that includes all the standard peripheral devices at a secured
door opening. VIP Locks can be integrated directly into the bright blue controller. The communication protocol is
RS-485 to any of the communication channels on the bright blue controller.

Features

=  Connects directly to the bright blue controller via RS-485 protocol to one of the communication channels.
»  Available with mortise, cylindrical lock and exit device trim.

=  Available with (HID) proximity or magnetic stripe credential technologies in a variety of finishes and lever
styles.

Specifications

»  Power is received from the bright blue controller.
=  Power Requirements - 12VDC or 24VDC
=  Power Consumption - 1.1A @ 12VDC or 600mA @ 24VDC
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Contacts, Relays, and Pin Functions

A set of input contacts and output relays are provided on the Schlage VIP Lock. The locks can be ordered with
integrated credential readers.
Input Contacts
= Request to Exit (REX), normally open, non-supervised
=  Door Open Detect (DOD), normally open, non-supervised
= Latch bolt monitor (LBM), normally closed, non-supervised
= Key position, normally closed, non-supervised
=  Spare
Output Relays
= Solenoid for door strike
* Red Led Control
=  Green Led Control
=  Beeper Control
Credential Reader Technologies
=  HID Proximity Credential
=  Magnetic Stripe Credential

JP1 - RS-485 termination. This jumper must be removed to enable communication between VIP and bright blue.
J3 - Power source and communication. Used to connect bright blue to the VIP.
J6 - Not used.

Dip Switches

» 1-4 - Used for addressing the VIP. See the Addressing the VIP section for details.

» 5-Used to choose between Fail Secure and Fail Safe
=  OFF - Fail Secure (FSE)
= ON - Fail Safe (FSA)

* 6 - Used to choose between magstripe and proximity reader.
=  OFF - Magstripe Reader
=  ON - Proximity Reader

»= 7 - Used to set protocol type. To communicate with bright blue this must be switched to ON.
=  OFF - VIP protocol

= ON - 'F' series protocol

Note: Dip Switch 7 MUST be switched to the ON position for the VIP lock to work with bright blue.
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Connecting to bright blue

Communication between the bright blue controller and a VIP lock is via RS-485 protocol. Any one of the Device
connectors (Device 1-1 through 2-16) on the bright blue board can be used to communicate with J3 on a VIP
lock. The example below shows using Device 1-1 on the bright blue board and J3 on the VIP lock.

|T

B

SHID| © |5
1%

A

J26

B o 3

GND| o |2

" PWR [ o |1

J3

eoon

Data Communication and Power between bright blue and VIP

Pin1- A (Data A) Pin 4 - A (Data A)

Pin 2 - B (Data B) Pin 3 - B (Data B)

Pin 3 - + (Power) Pin 1 - PWR (Power)
Pin 4 - - (Ground) Pin 2 - GND (Ground)

Note: For bright blue to communicate with a Schlage VIP Lock, the jumper at JP1 on the VIP lock must be
removed and dip switch 7 must be switched to ON.
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Addressing the VIP Lock

There are a set of 12 dip switches on the VIP lock, the first four of which are used to set the address for the
device. It is recommended that the set address correspond to the slot on the bright blue controller it is connected
to. For example, if the VIP is connected to the bright blue controller at Device 1-2 (Channel 1, Address 2) then
the switches on the VIP should equal 2. If the VIP is connected to Device 2-10 (Channel 2 Address 10) then the
dip switches should equal 10.

After the VIP has been connected to the bright blue controller, make a note of the address. This information will
be required to set up the lock in the software.

Note: Only the first 4 switches are used for addressing.

VIP Address Chart
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Schlage Adaptable AD-400 Series

CHAPTER 12

Schlage Adaptable AD-400 Series Lock

Overview

Schlage wireless devices can be seamlessly integrated to your bright blue system. The PIM400-485-VBB
communicates directly to the bright blue controller via RS-485 protocol and can support up to 16 Schlage AD-400
Series locks. Specifications and guidelines for configuring the wireless devices are in the pages that follow.
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Schlage AD-400 Components

The Schlage AD-400 Series wireless system contains two different types of modules:

=  One wireless panel interface module (PIM400)
=  One wireless lock (AD-400)

—r
RS485 Panel AD-400
_ - Interface RF _
bright blue. -‘ Wired )— Module -‘ Communicaﬁon)- Wireless
Communication (PIM400) Lock

The PIM400 (PIM400-485-VBB) is hard wired to the bright blue communication channels via RS-485 protocol.
The PIM400 installation location is determined by the location of the AD-400 lock with which it will communicate
via radio frequency (RF).

The AD-400 lock is installed at the access point where access will be controlled and/or monitored.

Schlage AD-400 Series Wireless modules

The two components of the AD-400 Series locks, the PIM400 and the AD-400 lock, are detailed in the following
sections.

Panel Interface Module (PIM400-485-VBB)

The PIM400-485-VBB can be integrated with the bright blue system, it works in conjunction with the AD-400
Locks. The PIM400-485-VBB module is hard wired directly to bright blue communication channels and
communicates via RS-485 protocol. The PIM400-485-VBB can support up to 16 AD-400 locks.

NOTE: When accessing the PIM400-485-VBB with the SUS the device may be labeled as "PIM400-485-SBB"
which does not affect programming of the device and should be ignored.

The PIM400 is capable of configuring, via the Schlage Utility Software (SUS), the following
items:

= Heartbeat interval

= Relock time

= Card format type

= Extended unlock

=  Polarity of status signals

= Latch type

=  Query intervals and quantity for unlock requests

=  Cache mode

= Lock state in case of RF communication loss

= Relock action (timer only, door open or timer or door closed or timer card code conversions)
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=  Frequency agility for increased interference immunity
=  Addressing

Card formats

=  The PIM400-485-VBB accepts card formats up to 255 bits.
Operational environment

=  Temperature: -35°C to +66°C

= Humidity: 20% RH to 95% RH (non-condensing)

=  Operating Voltage: 12 to 24 VDC (Powered from bright blue or locally)
=  Power consumption: 300mA max.

Radio frequency (RF) - The PIM400 includes an RF Transceiver

=  Spread spectrum

= Direct sequencing spread spectrum

=  Frequency: 902-928 MHz

= Data Rate: 62.5 kbps (half duplex)

=  Modulo 256 error detection

= Selectable channels: 1 of 15 standard; 5 groups of 3 increased interference immunity (configurable)
=  Approvals: FCC and RSS-210 (Canada)

=  Transmitter Power: Up to 300mwW

= Receiver Sensitivity: 90dBM typical

Specifications for the PIM400-485-VBB

* RS-485 Communication to bright blue controller

=  Supports 16 Wireless Devices

= No SRINX is required

= bright blue can support multiple PIM400-485-VBB

AD-400 Series Wireless Locks

Schlage AD-400 Series locks contain all of the elements needed to electronically control and monitor access
through a door via an RF link. The lock includes a lockset, a Request-to-Exit sensor/switch, a Request-to-Enter
sensor/ switch, a power supply (battery pack), and terminals for monitoring a clutch position switch/sensor, a card
reader, and an RF transceiver for communicating with another RF transceiver in a Panel Interface Module
(PIM400) which then interfaces to bright blue.

Performance

= Verification Time: Typically 0.2 seconds including lock actuation time but not including access panel delays
= Communications (Heartbeat)

=  Wake Up on Radio - Allows the PIM400 to alert the AD-400 locks in case of a Lockdown event.

=  Addressing

Card reader - Magnetic Stripe Card Reader

= ANSI/BHMA A156.25 compliant Track 2 Clock & Data Output (Some card code conversions available)
= Read Rate - 3 — 50 inches per second
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=  Card Thickness - 0.030 inches thick
= ANSI/ISO Standards 7810, 7811 1/51 7812, and 7813

Card Reader - Proximity Reader
= ANSI/BHMA A156.25 compliant
= Compatible with HID proximity cards
=  Wiegand output
= Card Read Range: up to 4 inches

=  Compliance to FCC Part 15, RSS-210 of Industry Canada
= ESD Protection: 12KV

Card formats -Can read all card formats up to 255 bits.

Request-to-exit - The sensor/switch is built-in and will be triggered from the activation of the door lever on the
protected side of the door.

Request-to-enter - The sensor/switch is built-in as a momentary switch on the lock.

Clutch Position - Schlage AD-400 locks provide a way to lock or unlock a door and monitor access from a
remote location. Schlage AD-400 locks are fail-safe from the protected side of the door.

Operational environment

=  Temperature: -35°C to +66°C
=  Humidity: 20% RH to 95% RH (non-condensing)

Power source
The Schlage AD-400 lock uses 4 or 8 AA alkaline battery packs. Optionally can be powered by 12VDC or 24VDC.

Operating voltage
= Power Requirements (Battery): 4 AA batteries that will supply 6.2 volts.
=  The locks will continue to operate down to 4.5 volts before reaching a Low Battery state.

= At 4.0 volts the lock reaches a battery critical state and will shut down and go into a failsafe or fail lock
mode depending on what the operations in the SUS have been set to.

=  Power Requirements (wired): 12 to 24VDC

=  Current Requirements: Standby: 55 micro Amps typical (Proximity version)

= Power consumption: 300mA max.

=  Battery Life - Up to 2 years with 4AA (8AA option available for extended battery life)

Range - The Schlage AD-400 Lock can have a range up to 200 feet on one floor when used in normal office
interior construction and up to 1000 feet line of sight.

=  Transmitter Power - Up to 200 mW
» Receiver Sensitivity - 90dBm typical
=  Wiegand technology to external reader
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WRI400

The WRI400 is a networked access point controller that communicates with bright blue via RF through a mating
Panel Interface Module (PIM400-485-VBB). It is designed to provide wireless connectivity to electronic access
control components including credential readers, door position and request to exit switches.

Performance

= Verification Time - Less than 0.10 second (not including panel delays)

= Communications (Heartbeat) Interval - Configurable in 1 second increments from 1 second to 18 hours.
Heart Beat can be set to 1 second for override operation

= Features - Tamper Switch, Door Status Monitoring, Door Strike Relay, Aux Relay, and 2 Reader Head
operation.

»= Inputs - Request-to-Enter, Request-to-Exit, Door Position Switch, Reader Tamper 1, Reader Tamper 2
= Addressing

Card formats

=  Accepts card formats up to 255 bits.

Operational environment

=  Temperature - -31°F (-35°C) to 151°F (66°C)
=  Humidity - 0 - 100% condensing

Power source
- Power Requirements - 12 VDC or 24 VDC; 500 mA maximum current

Radio Frequency (RF) - The PIM includes an RF Transceiver.

=  Optional Dynamic Channel Switching

= 900 MHz spread spectrum, direct sequence, 10 channels

=  Frequency - 902-928 MHz

» Data Rate - RF: 40 kbps

=  Modulo 256 error detection

= Encryption: AES-128 bit keys

= Approvals - FCC and RSS-210 (Canada)

=  Transmitter Power - Up to 300mW

» Receiver Sensitivity - 90dBM typical

= Remote antenna modules - The PIM modules are capable of accommodating Remote Antenna Modules.
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Wiring Instructions
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The PIM400 can be powered directly from any data channel of the bright blue controller that is supplying 12 to
24 VDC or separately from a local power supply. bright blue and the PIM400 communicate via RS-485 protocol.

Wiring between bright blue and PIM400

The PIM400 can receive power and data from channels 1-1 through 2-16 of bright blue as long as the channel it
is connected to is receiving 12 to 24VDC. The PIM receives power at J2 and data at J5. J5 has two pins for Data
A and two pins for Data B. A jumper must be at J20 to combine the Data A pins and at J19 to combine the Data B
pins. The below example is using J34 on the bright blue board to J5 and J2 on the PIM400.

O GND
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O RB+

O TA-
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Data Communication and Power between bright blue and PIM400

Pin 1 - A (Data A) RA- (jumper at J19)
Pin 2 - B (Data B) RB+ (jumper at J20)
Pin 3 - + (Power) Pin 2 - PWR (Power)
Pin 4 - - (Ground) Pin 1 - GND (Ground)

PIM400 Configuration

The Schlage Utility Software (SUS) located on the included PDA must be used to configure each PIM400-495-
VBB. It is used to set the PIM400's address and the HIGH/LOW address range of the AD-400 locks that will be
communicating with it.

NOTE: When accessing the PIM400-485-VBB with the SUS the device may be labeled as "PIM400-485-SBB"
which does not affect programming of the device and should be ignored.

Initial set up of the PIM400 requires the following:

= Loginto SUS
= Pairto PDA
=  Set PIM400 Address

Log In to SUS

You must log in to the Schlage Utility Software (SUS) located on the included PDA. Follow the steps below to log
in:

Click Start on the PDA. A Menu will open with a list of programs.
Select the Schlage Utility Software option to open SUS.
Select Manager from the Log on as drop down menu.

Enter the password into the Password field. Default password is 123456.

a A W N P

Click the Login button. The SUS program will open. The bottom of the screen will say No Device
Connected.

Pair to PDA

The PIM400 must be paired to the PDA the first time it is connected. Follow the steps bellow to pair the PDA to the
PIM400:

1 Loginto SUS (see steps above).
2 Connect the PDA to the PIM400 using the supplied USB cable.

3 Click on the Options button at the bottom of the PDA screen. A list of options will open.
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4 Put the PIM400 into Pairing Mode (this is necessary for the PDA to be able to make changes to the PIM's
settings).

a) On the PIM400, hold down the Link 1 (S2) button.

b) Press the Link 2 (S3) button three times while continuing to hold down the Link 1 button. The red LEDs
in the Schlage button will flash. The lock is now in pairing mode.

5 On the PDA click the Pair PDA to Device option. A pop-up will display when the pairing process is
complete.

Note: You only need to pair the PIM400 to the PDA once. After pairing the PIM400 and PDA will
communicate whenever connected.

Set PIM400 Address

The SUS is used to set the address of the PIM400. The address of the PIM should be set to the lowest number
available, from 0 to 15. A maximum of sixteen (16) AD-400 Locks can communicate with a PIM400 module on the
same channel, with all reader types. The address used by the PIM400 and AD-400 locks go from O to 15 in the
SUS and in the bright blue interface. However, the rest of the locks in bright blue use an address list of 1
through 16. When addressing a PIM400 or AD-400 lock, it is important to remember this. An address of O for the
PIM400 or AD-400 lock, in SUS, equals an address of 1 for the rest of the locks in bright blue. The PIM400 will
have the same address as the AD-400 lock with the lowest address.

When setting the address of the PIM400 you must also designate the range of addresses being used by the AD-
400 locks that will communicate with this PIM400, designating both a low and a high address for the doors. This
allows the system to know which addresses to keep open for the AD-400 locks.
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Example: A PIM400 is being added to the system, and it will have 8 AD-400 locks communicating with it. These
are the only devices on this channel, so there are no other device addresses to worry about. The PIM400 will be
set at address 0, with a Low value of 0 and a High Value of 7 (meaning the AD-400 locks will be addressed from 0
to 7). In the bright blue interface, the PIM400 will be addressed as 0 and the AD-400 locks will be addressed as
0 through 7.

When adding multiple PIM400s to the same channel, the second PIM should have the next available address and
its LOW/HIGH range for the AD-400 locks communicating with it should start at that number.

Example: A second PIM400 is being added to the system, on the same channel as the first above. There will be
6 AD-400 Locks communicating with this PIM400. The addresses of the original PIM400 and AD-400 locks has
already been set (see above example) so the new PIM400 will have to take this into account. The PIM400 address
will be set to 8 (the next available number) and the Low value will be set to 8 and the high value will be set to 13.
In bright blue, this PIM400 will be addressed at 8 and the AD-400 locks communicating with it will be addressed
from 8 through 13.

When adding wired locks to the same channel as a PIM400, you have to take into account the difference in
addressing.

Example: An VBB-RI is being added to the system, as the same channel as the PIM400s above. The address of
the two PIM400s and their locks has already been set (see the above examples) so the VBB-RI will have to take
this into account. The first PIM400 and its locks are taking up addresses 0 through 7 and the second PIM400 and
its locks are taking addresses 8 through 13, so addresses 0 through 13 are taken. This counts as addresses 1
through 14 (0+1=1 and 13+1=14) for the hardwired locks. So the VBB-RI will be put on the next available address,
which is address 15.

Wired Address | Wireless Address Wired Address | Wireless Address

1 0 9 8

2 1 10 9

3 2 11 10
4 3 12 11
5 4 13 12
6 5 14 13
7 6 15 14
8 7 16 15

Follow the steps below to Address the PIM and to set its LOW/HIGH range for AD-400 locks.

1 Loginto SUS (see steps above).
2 Connect the PDA to the PIM400 using the supplied USB cable.
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3 Click on the Device Options button.

/ & | Utility Software &3, 4£ 3:04

Device Options

4  Click on the PIM Properties option.
5 Click the Edit tab.

/ & | utility Software  «3, 4¢ 3:02

PI™ Properties
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-Channel Switching
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Back Save

6 Define the PIM400's address by clicking on the RS485 field; this is where the PIM400's address is set. A
numerical keypad will open at the bottom of the screen.

7 Using the keypad, set the address of the PIM400.

8 On the Low Door option, use the up and down arrows to define the low address of the AD-400s that will
communicate with this PIM400.
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9 Onthe High Door option, use the up and down arrows to define the high address of the AD-400s that will
communicate with this PIM400.

10 Click Save. The address of the PIM400 and the address range of the AD-400s have been set.

AD-400 Series Lock Configuration

Configuration of the AD-400 Series locks is accomplished by the SUS while the PDA is connected to the PIM400.
After the PIM400 has been configured you can Link AD-400 Locks to it and address them. Once the lock has been
addressed the user can test the connection using the Diagnostics section.

Linking/Addressing

Follow the steps bellow to link/address an AD-400 lock:

Click Start on the PDA. A Menu will open with a list of programs.
Select the Schlage Utility Software option to open SUS.
Select Manager from the Log on as drop down menu.

Enter the password into the Password field. Default password is 123456

a A W N P

Click the Login button. The SUS program will open. The bottom of the screen will say No Device
Connected.

Connect the PDA to the PIM400 using the supplied USB cable.

)]

7  Click on the Device Options button.

/ & | utility Software 3, 4¢ 3:04

Device Options

8 Click on the PIM Properties option.
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9 Gotothe Link tab.

- |UtiIiFr Software ¢} £ 3:04

PIM Properties
| view | Edit | Link

Select Door :

_ Link_
e =

10 Use the Select Door drop down menu to Set the address of the AD-400. This number will be the AD-400's
address.

11 Click Link.
12 Put the AD-400 Lock into Linking Mode:

a)
b)
c)
d)

Hold down the Exit Request Lever.
While holding down the lever, present a credential.
The Schlage button will blink as will the Internal Push Button. The lock is now in Linking Mode.

Release Exit Request Lever.

13 Once the Stop option is enabled, the AD-400 is now linked to this PIM400 with the specified address.

Diagnostics

Follow the steps below to determine if you have correctly Linked your AD-400 lock to your PIM400:

1 Loginto SUS (see steps above).
2 Connect the PDA to the PIM400 using the supplied USB cable.
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3 Click on the Device Options button.
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4  Click on the Diagnostics option. The Demo Mode window will open.

s » | Utility Software £ -1::’ F:04

Demo Mode

Select Door :

Door0 |

Door Type @ AD400
Card Data :

Unlock On Read
-Status

Motor : OK
Tamper : OK
Battery : 0K

5 Using the Select Door drop down, select the door you wish to test.
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If the Status section shows OK, then you have successfully linked the AD-400.

Now, to perform a complete operational test of the AD-400:

1

Present your credential to the AD-400. If the door is functioning correctly the card data will appear in the
Card Data field.

Depress the Internal Lever. If the door is functioning correctly the Interior image will show an open door.

Depress the External Lever. If the door is functioning correctly the Exterior image will show an open door.

WRI400 Configuration

Configuration of the WRI400 is accomplished by the SUS while the HHD is connected to the PIM400. After the
PIM400 has been configured you can Link the WRI400 to the PIM400 and address it.

Connecting to HHD/Coupling/Linking

The HHD is used to configure the WRI400. Follow the steps below to connect to the HHD, couple with the HHD,
and Link to the PIM400. For information about the HHD and WRI400 settings, see the Schlage Utility Software
(SUS) User Guide at www.schlage.com/support.

Connecting to the HHD

To connect the HHD to the WRI400:

1
2

Verify power is connected to the WRI1400.

Loosen the 4 screws and remove the WRI400 cover. The Power LED should blink when the cover is off.

Note: The WRI400 will send a tamper signal while the cover is off.

Log in to the SUS software (refer to the SUS User Guide for log-in procedure).

Note: Make sure the HHD connection type is set to USB Connection.

Connect the HHD to the WRI400 USB port (J5). The WRI400's USB LED (2) will blink green.

= The WRI400 is communicating with the HHD when the USB LED blinks green and the HHD display

indicates WRI400 at the bottom of the main screen. The SUS is now ready to view the WRI400
settings.

To Edit Settings or Update Firmware on the WRI400, the SUS software and the WRI400 must be coupled.
Follow the steps below to couple the WRI400 and the HHD.

Coupling with the HHD

1
2

Connect the WRI400 to the HHD (see section above for details).

On the WRI400, press and hold the SCHLAGE button while pressing the LINK button three (3) times
within 5 seconds. The USB LED will blink red and green.

On the SUS, select the option Couple HHD to Device. The SUS will report when coupling is successful.
= Successful coupling will be indicated on the WRI400 with a blinking green USB LED.

Linking to a PIM400

1
2

Click Start on the HHD. A Menu will open with a list of programs.
Select the Schlage Utility Software option to open SUS.
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3

8

Select Manager from the Log on as drop down menu.
Enter the password into the Password field. Default password is 123456

Click the Login button. The SUS program will open. The bottom of the screen will say No Device
Connected.

Connect the HHD to the WRI400 using the supplied USB cable (see instruction above for details on
connecting the WRI400 to the HHD).

Click on the Device Options button.

/ ¢ | Utility Software  «3, ¢ 3:04

Device Options
—

Click on the PIM Properties option.
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9

10

11
12
13
14
15

Go to the Link tab.

- IUtiIEtw_.r Software ¢} £ 3:04

PIM Properties
| view | Edit | Link

Select Door :

_ Link_
e =

Use the Select Door drop down menu to Set the address of the WRI400. This number will be the
WRI400's address.

Click Link.

Make sure power is connected to the WRI400.

Remove the WRI400 cover.

Press and hold the WRI400’s LINK button until the RX/TX LED blinks red and green.
When linking is successful, the RX/TX LED will blink to indicate the quality of the RF link.
= Solid green, fast green blinks, or green with very few red blinks = Good link

=  Solid red or fast red blinks = Poor or no link

Note: The WRI400 will fail to link if it is not in RF range of the PIM400.

Additional Configuration

Once the WRI400 has been linked and addressed the Heartbeat, Request to Exit, and Door Position Switch
options need to be configured. Follow the steps below to finish the configuration:

Connect the WRI400 to the HHD

1
2

3

Using the USB cable, connect the HHD to J5 on the WRI400.
Start the SUS application.

Log into the SUS (default password is 123456). WRI400 will be displayed at the bottom of the screen after
a short delay.

You are now ready to configure the WRI400.
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Configure Heartbeat

1 Click on Device Options once the connection steps above have been followed and WRI400 is displayed
at the bottom of the SUS screen.

2 Click on Lock Properties.
3 Click on the Edit tab.
4 Scroll down to the Heartbeat section of the Edit Tab.

~Heartheat B
b Bl Ep B|F
h m s

~Comm Loss Fail Mode
(® As-Is

O Unsecure;/Unlock
() Secure/Lock

[v] Report REX for Host to Unlock ||

Back Save

5 Change the default setting (10 Minutes) to 1 second to allow for a Door Forced or Door Held Open
transaction to be read by bright blue and activate the auxiliary relay.

6 Click Save.

Configure Request to Exit

1 Click on Device Options once the connection steps above have been followed and WRI400 is displayed
at the bottom of the SUS screen.

2 Click on Lock Properties.
3  Click on the Edit tab.
4 Scroll down to the WRI400-Inputs section of the Edit Tab.
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/ 4 | utility Software

:lnck Properties
| View Edit L

Active Active WRI400-
open close Inputs

() @  Request toEnter O
() @ Request to Exit
O @ Reader 1 Tamper

O @ Reader 2 Tamper

Door Position Switch

Default Configuration

5 Change the default setting of the Request to Exit option to Active open. When done the screen should
look like the following image:

/ 4 | utility Software

:luck Properties
| View Edit

|4

Active Active WRI400-
open close Inputs

() @ Request to Enter
@® (O Request to Exit -
O @ Reader 1 Tamper

() @ Reader 2 Tamper
Doar Position Switch

Correct Configuration

6 Click Save.

Configure Door Position Switch

1 Click on Device Options once the connection steps above have been followed and WRI400 is displayed
at the bottom of the SUS screen.

2 Click on Lock Properties.
3 Click on the Edit tab.

4 Scroll down to the Door Position Switch section of the Edit Tab.
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5
6
7

8

/ @ | Utility Software

:I.nck Properties

[ vew [

|4

Door Position Switch
® Active close

O Active open

First Delay Retry

300 [5 [200 B [s [

ms ms

Change the default setting of the Door Position Switch option to Active open.

Change the Delay option to 300.

Change the Retry option to 7. When done the screen should look like the following image:

Degraded (Cache) Mode %

Default Configuration

/ 4 | tility Software"

:I.nck Properties

View Edit

>

Door Position Switch

(O Active close

® Active open

First Delay Retry

300 5 300 B[z H
1]}

S ms

Click Save.
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Schlage NDE Series
Wireless Locks with ENGAGE

CHAPTER 13

Schlage NDE Series Wireless Lock with ENGAGE Technology

Overview

Schlage NDE Series wireless devices can be seamlessly integrated with the bright blue system. The GWE —
ENGAGE Gateway communicates directly to the bright blue controller over RS-485 via RSI protocol and can
support up to 10 Schlage NDE or LE Series or wireless locks. Specifications and guidelines for configuring the
wireless devices are in the pages that follow.

Note: For the GWE — ENGAGE Gateway to communicate with the bright blue, v4.2.0 or higher must be installed.

NDEB Series Wireless locks are also supported. Select the NDE Series Wireless Lock.

Bluetooth credentials are not supported. NDEB IPB is not supported.
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Schlage NDE Series

Components

The Schlage NDE Series Lock system with ENGAGE technology consists of the following components:

Android or iOS Smartphon

bright blue

P
-

. .
5 i) 550 50 0 O R B

Cmi s i

One or more GWE — ENGAGE Gateways

One or more NDE Series wireless locks (maximum 10 per gateway)

e with ENGAGE app for configuration

NDE Series Lock w/ ENGAGE

GWE - ENGAGE Gateway

-

Bluetooth Wireless
Communication

T=

iOS / Android Smart Phone
[Configuration Only]

RS-485
Wired
Communication

The GWE — ENGAGE Gateway is hard wired to the bright blue controller communication channels via RS-485
protocol. The Gateway installation location is determined by the location of the NDE series locks (maximum
distance between Gateway and NDE series locks is 100 feet) with which it will communicate wirelessly via

Bluetooth.

Schlage NDE Series

Wireless Modules

Gateway (GWE - ENGAGE)

The GWE — ENGAGE works in co
wired directly to the bright blue co

njunction with the NDE Series Locks. The GWE — ENGAGE Gateway is hard
ntroller communication channels and communicates via RS-485 protocol. The

GWE — ENGAGE can support up to 10 NDE locks.

The GWE — ENGAGE is capable
following items:

Relock
parameters

Card data format conversion

Extended unlock

VBBIM09/33/20 v5.0.3
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Fail safe / fail secure / fail as-is

Door held pre-alarm

Cache memory parameters
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Reader configuration = User interface configuration

Operational environment

Temperature: 32 —-120 °F (0 — 49 °C)
Humidity: 0 — 100% (non-condensing)

Power: 12 VDC @ 330 mA; 24 VDC @ 100 mA or 802.3af/at POE @ 60 mA
(cannot be powered from VRCNX-M/R)

Specifications for the GWE — ENGAGE Gateway

2.4 GHz Bluetooth v4.0

Spread spectrum

Dynamic channel switching (40 channels)

Range: Up to 100’ with obstructions (normal building construction), up to 200’ clear line of site
Gateway to Lock Encryption: AES 256-hbit

Certifications: ~ UL294, FCC Part 15, Industry Canada (IC), RoHS

RS-485 Communication to VRCNX-M or VRCNX-R

Supports 10 NDE Wireless Devices

VRCNX-M/R can support multiple GWE - ENGAGE

NDE Series Wireless Locks

Schlage NDE Series locks with ENGAGE technology contain all of the elements needed to electronically control
and monitor access through a door wirelessly. The lock includes a lockset, a Request-to-Exit sensor/switch, a
power supply (battery pack), terminals for monitoring a clutch position switch/sensor, a card reader and a RF
transceiver for communicating with a GWE — ENGAGE Gateway or smart phone (for configuration only). The
GWE — ENGAGE Gateway interfaces to the bright blue reader controller via wired RS-485.

Performance

Credential verification time: <=1 second including lock actuation time but not including latency time of host
when paired with a GWE — ENGAGE Gateway

Wake Up on Radio - Allows the GWE - ENGAGE to alert the NDE locks in case of a Lock-out event.
Responds to command from SMS within 5 seconds when lined to GWE — ENGAGE Gateway.

Addressing
Bluetooth Low Energy v4.0 when used with GWE — ENGAGE Gateway
Range: up to 100 feet on one floor when used in normal office interior construction

Mechanical Specifications

ANSI / BHMA A156.25-2013 (Indoor / Outdoor)

ANSI / BHMA A156.2-2011, Series 4000, Grade 1

Power: 4 AA alkaline batteries

Battery Life: up to 2 years (indoor application, 13.56 MHz CSN credential, 100 actuations daily)

Operating voltage

The 4 AA batteries will supply 6.2 volts.
=  The locks will continue to operate down to 4.5 volts when Low Battery will be reported.

= The locks will report Critical Batter at 4.0 volts and into a fail-safe, fail secure or fail as-is mode
depending on lock configuration via ENGAGE mobile app.
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Operational environment

=  Temperature: -35°C to +66°C
=  Humidity: 0% to 100% non-condensing

Card Reader - Proximity Reader

= 125 kHz and 12.56 MHz smart credentials
= |SO standard 15693 and I1SO 14443

= Card Read Range: up to 1.25” on 125 kHz proximity credentials
up to 0.75” on 13.56 MHz smart credentials

= 125 kHz proximity credentials compatibility:
Schlage, XceedID, HID, GE/CASE PRoxLite, AWID and LenelProx

= 13.56 MHz smart credential compatibility:
Secure Sector:  Schlage MIFARE, aptiQ MIFARE Classic, XceedID,
aptiQ MIFARE DESFire EV1 with PACSA, aptiQ mobile
CDN Only: DESFire, HID iClasss, Inside Contactless Pico Tag,
MIFARE, MIFARE DESFire EV1, ST Microelectronics,
Texas Instruments Tag-It, Phillips I-Code

=  Wiegand output
= Certifications: UL 294, UL10C, FCC Part 15, ADA, RoHS, Industry Canada (IC)
= ESD Protection: 12KV

Card formats: Above specified card formats up to 255-bit

Request-to-exit: built-in switch will be triggered from the activation of the door lever on the protected side of the
door.

Clutch position: Schlage NDE locks provide a way to lock or unlock a door and monitor access from a remote
location. Schlage NDE locks are fail-safe from the protected side of the door. These locksets are controlled by the
bright blue system.

Door position: built-in magnetic Door Position Switch (DPS) used to report Door Open, Door Forced or Door
Held events. Must be calibrated via ENGAGE mobile app during lock commissioning. Will report out of calibration.

GWE - ENGAGE Gateway Wiring Instructions

Power

e bright blue 12 — 24 VDC

e GWE — ENGAGE Gateway powered by bright blue or external 24 VDC power supply
bright blue to GWE — ENGAGE Gateway

e  Controller to Gateway via RS-485 wiring max 4000’

RXD (A) TX-—
TXD (B) TX+

VBBIM09/33/20 v5.0.3
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GWE - ENGAGE Gateway, NDE Lock and SMS Addressing

The address of the GWE - ENGAGE Gateway (RS-485) should be set to the lowest number available, from 0 to 9.
A maximum of ten (10) NDE Series wireless locks with ENGAGE can communicate with a Gateway on the same
channel. The address defined in the Gateway and bright blue for the NDE locks ranges from 0 to 9.

bright blue addresses will always be identical to the value displayed in the ENGAGE iOS or Android app. The
ENGAGE Gateway will have the same address as the NDE lock with the lowest address.

Setting the address of the Gateway requires designation of the range of addresses being used by the NDE Locks
that will communicate with the Gateway: designate both a Low and a High address for the NDE locks to allow the
Gateway to maintain the correct open addresses for the NDE locks.

Example: A Gateway is defined which will be supporting 5 NDE locks. These are the only devices on this
controller channel, so there are no other device addresses to consider. Set the Gateway to address 0, with a
Low value of 0 and a High value of 4 (i.e. the NDE locks will be addressed from 0 to 4).

Additional Gateways on the same controller channel, should be addressed with the next available address
and its Low / High range for the NDE locks should start at that number.

Example: A second Gateway is added to the system, on the same channel as the example above. There will
be 5 NDE Locks communicating with the 2" Gateway. Addresses of the 15t Gateway and NDE locks have
already been set (see above example). These addresses must be considered when addressing the 2
Gateway and additional NDE locks. The 2" Gateway should be configured to address 5 (the next available
address) and the Low value will be set to 5 and the high value will be set to 9.

Configure bright blue to communicate with the 2" Gateway at address 5 and the NDE locks communicating
with it will be addressed from 5 through 9.

Configuring GWE — ENGAGE Gateway and NDE Locks

Allegion ENGAGE Account

Schlage GWE — ENGAGE Gateways and NDE Series locks with ENGAGE technology are commissioned
(initialized for use) and configured using an iOS or Android smart phone app which requires login to an
Allegion ENGAGE account.

The commissioning will download an encryption key to the Gateway and Locks which is shared by all
ENGAGE devices assigned to the ENGAGE Account Site so that only ENGAGE devices within the same site
can communicate with each other and with the ENGAGE app login to the site.

Vanderbilt will create an ENGAGE Site and forward an Invite via email which must be accepted prior to lock
commissioning and configuration. Use the Vanderbilt provided ENGAGE account username (email address)
and password in the ENGAGE Android or iOS mobile app as indicated below.



Chapter 13 Schlage NDE Series
Wireless Locks with ENGAGE 173

Download ENAGE app

e Open the Google Play store or Apple App store on the mobile device

e  Search for “Allegion ENGAGE”

Android i0S
® T .0 89%0 11:18 AM eeeec Verizon T 9:30 AM ° 67% M
& engage () 1 allegion engage o
.. Allegion ENGAGE . \% i _
- Allegion R ,» eg]on T
((‘;> 43% ,;' Schlage Lock Company
B INSTALLED

P a7 oM s

Recon Engage i ENGAGE Manage Usars
Recon Instruments Christy Baker
4
s Tim Fahler
FREE Logn 1o manage deve

- oo
Travis Koors
Andrew Miesse
efergy engage H
Efergy Technologies Ltd. reet o s T Jackson Miller
3.0% . . Tim West
FREE
Engage Card
Contis
3.5% we
. ALLEGION
FREE 2
Schlage Electronics How-To
Allegion
43% Er@ :
FREE Schlage Electronics .
' “ How-To GET
e . Schlage Lock Company
Tank Recon 3D (Lite) H
Lone Dwarf Games Inc Q @
|y

4.1%
Search

o Click on the Allegion ENGAGE application

e  Click Install

Allegion updates the ENGAGE application frequently so screen shots for the examples below are not provided
to avoid confusion. Please refer to the latest Allegion ENGAGE documentation for sample screens.

Commission / Configure GWE — ENGAGE Gateway

e Open the ENGAGE app on the mobile device

e Login to the unique site using the credentials provided by Vanderbilt

e The initial “Manage Devices” screen will be empty until the first lock or gateway is added to the site
e  Select Connect to devices / Add Device

e Verify that 24 VDC external power is applied to the GWE — Engage Gateway.

e Gateway initial power-on self-test will sequence various LED colors.

e Gateway LED will indicate solid red when ready to be commissioned.
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Click the “+” / “Add Device” in the ENAGE app to find the Gateway.
Select the Gateway. The Gateway LED will flash blue.

Click “Yes”.

Configure Device will open

Name the Gateway and click Save / Next

The next screen is used to configure the RS-485 address of the Gateway and the settings for the
Low Door address & High Door address (see addressing section above).

Set the Gateway, Low Door and High Door Addresses
Click “Save” — Commissioning is completed
Click “Disconnect”

The Gateway will now be displayed in the Connect to Device / Site screen

If the GWE — Gateway is not successfully commissioned and defined via the Android or iOS mobile device, the
Gateway will have to be reverted to the Schlage Factory Default settings prior to a 2" attempt to commission.
See the Schlage GWE — Gateway Installation Instruction Guide for Factory Default Reset instructions.
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Commission NDE Locks w/ ENGAGE Technology
Schlage NDE Locks must be fully assembled, batteries installed with the battery cover in place and a Factory
Default Reset (FDR) performed prior to commissioning.

Deviation from the commissioning procedure outlined below may prevent lock commissioning and require an
FDR prior to repeating the process.

Do Not Modify Settings Other Than Those Specified Below During the Commissioning Process

e Open the ENGAGE app on the mobile device

e Login to the unique site using the credentials provided by Vanderbilt
e  Open the “Connect Devices” / “Site Name” screen

e Select the “+” sign to initiate lock commissioning

e The Commission Device screen should display as indicated below

e Turn and release the NDE lock inside lever as indicated

e Click “OK”

e  The NDE lock should now display in the ENGAGE app

e Select “Add”

e The NDE lock should start flashing red

e Select “Yes”

e Enter a Name for the NDE lock and click “>” / “Next”

e The ENGAGE app will prompt for magnetic Door Position Switch (DPS) calibration
e Close the door

e Click “OK” / “Calibrate” to initiate DPS calibration

e The ENGAGE app will prompt for Wi-Fi configuration

Schlage NDE Lock Wi-Fi is Not Used when the Locks Are Connected to the GWE — ENGAGE Gateway

The NDE Locks Communicate with the GWE — Gateway via Bluetooth

e  Turn Wi-Fi OFF

e  Click “v”/ “Finish” to complete commissioning
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The NDE Lock Firmware Version Will Be Interrogated and the ENGAGE app Will Prompt for a Mandatory
Firmware Update for Locks with Outdated Firmware

Follow the ENGAGE app prompts to update the firmware if required

The Firmware Update Process Differs Between Android and iOS Devices

Due to the Bandwidth Required to Transfer the Firmware Update File, the NDE Lock Wi-Fi will be Temporarily
Enabled by the ENGAGE app and the Mobile Device must be Connected to the NDE Lock Wi-Fi Access Point

This Process is Automated Under Android Devices but Requires Manually Intervention for iOS Devices

The NDE lock should now appear in the Connect to Devices / Site screen

Configure Communications Delay and Retry Timing

Select “Connect” and “Configure Device”

Select “Advanced”

Select “Advanced RSI”

Acknowledge the Warning by Clicking “Continue”

Acknowledge the Warning by Clicking “Continue”

Set the following Credential Inquiry Timing parameters:
o Set First Delay (ms) = 300
o Set Subsequent Delay (ms) = 300

Set Retry Times =7

Select Save

Repeat the above process for each Schlage NDE lock to be utilized with bright blue

Logout of the ENGAGE Mobile app

If the Schlage NDE lock(s) are not successfully commissioned and configured via the Android or iOS mobile
device, the lock(s) will have to be reverted to the Schlage Factory Default settings prior to a 2" attempt to
commission. See the Schlage NDE Wireless Lock Installation Instruction Guide for Factory Default Reset

instructions.
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Define ENGAGE Devices in bright blue

The GWE — ENGAGE Gateway (RS-485) must be connected and defined in bright blue prior to configuring any
NDE Wireless locks.

e Connect to bright blue and login with USR or another administrator account

Define Gateway

1 Open the Door Setup section by clicking on the Door Setup navigation button on the left side of the main
screen.

2 Click the Add doors and hardware button in the Installation and Configuration Tasks section. The Door
Setup - Install Hardware window will open.

3 Select Schlage and Wired from the drop-down menus at the top.

| Door Setup - Install Hardware [X]
m Help

Schlage v wired v

PIM400-485-VBB
PIM-SBEB

VIP5100 CY
GWE - ENGAGE
Gateway (RS-
VIP5500-MS Mortise Lockset 485)

VIP993 Exit Trim

AD-300-993 Exit Trim
AD-300-CY Cylindrical Lockset
AD-300-MS Mortise Lockset
AD-300-MD Mortise Deadbolt

s GWE - ENGAGE Gateway (RS-485)

Continue >>

4 Click on the radio button to the left of GWE - ENGAGE Gateway (RS-485)

5 Click on the Continue button. The Installation pop-up window will open asking you to Confirm Hub
Record Creation.

| 1nstallation (¥]

@ Confirm Hub Record Creation:

Security System Hardware:
+ GWE - ENGAGE Gateway (RS-485)
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6 Click OK to set up a Gateway. The Device Setup - Edit Door Security System window will open.

\ % Device Setup - Edit Door Security System |
% MNew b save 2:3 Delete \.\5‘\ Find # Help
Door Name ™
hub_000006
Notes
vendor: Schlage
modal: GWE - ENGAGE Gateway (RS-485)
firmware version: EUlE - EEHEE
2 Gateway (RS-
485)
Connected Devices Advanced Settings

Wireless Devices {Doors) Linked to Hub:

Channel-- | Address | Hardware Ident fication Installed Status

7 Complete the Door Name and Notes fields.

8 Select the Advanced Settings tab in the bottom half of the screen.

Connected Devices Advanced Settings

& Connection:

Channel Number * Gateway Address *
. Installed

1 (open) v 0

9 Define the following options:

e)

f)

9)

Select the Channel Number corresponding to the channel on the bright blue to which the Gateway is
wired.

Set the Gateway Address to match the address that is specified by the Allegion ENGAGE Mobile
App. Please see the GWE - ENGAGE Gateway (RS-485) section of the installation guide for more

details.

Installed. Click this box if this Gateway is currently installed on the system.

10 Click the Save button at the top of the screen. The screen will refresh and the door profile will be saved.
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11 Click the New button at the top of the screen to add additional Gateways. The Device Setup - New pop-
up window will open.

Device Setup - New (]

A H .
L Select an action:

]
® Create a new door record with the same security system type.

¥ (Copy applicable settings from this door's configuration.)

Go to the Security System Catalog page to select another type.

12 Select from the following options:

= Create a new door record with the same security system type. Select this to set up the
same type of lock and click OK. The pop-up will close and the Device Setup - Edit Door Security
System window will reopen. Repeat the configuration steps above.

= Copy applicable settings from this door's configuration. Select this along with Create a
new door record with the same security system type, to set up a new lock with the same
settings specified for the previous lock and click OK. The pop-up will close and a new Door Setup -
Edit Door Security System window will open. The new lock will have all the same settings as the
previous lock. Rename the lock and complete any Notes (if desired), define the Channel and
Address of the new lock and make any other changes necessary. Click Save Door once the lock is
configured as desired.

= Go to the Security System Catalog page to select another type. Select this to set up a door
type different from the previous door type. The pop-up window will close and the Device Setup -
Install Electronic Security System Hardware window will open. Follow the steps for the lock
type selected.

Link NDE Locks to GWE — ENGAGE Gateway

Linking the GWE — ENGAGE Gateway and NDE Wireless Locks with ENGAGE Technology is accomplished
using the Vanderbilt Discovery Tool provided with bright blue.

Discovery Tool v1.4.7 or newer is required.

bright blue v4.2.0 or newer is required.

e Launch the Discovery Tool and click “ON” to enable auto-discovery
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[ SelectLanguage  About
| I Discovery | Multicast ]
Device Type Serial Number 19 Address Server Configuration Status MAC Address =) |
Vanderbilt bright blue 7128438 101085112 104493.26 Reacy 00-02-31-03-F7-F2
Vanderbilt bright blue 7130363 10105030 Nt Configured Reagy 00.02-31-03-FF-38
||| vandersitt bright biue 5002335 1020807 10429326 Reacy 00-02-31-00-30-0C =
Vanderbilt bright blue 7128216 10108055 Not Configured Ready 00.02-31-03-F6-D8 |
! vandersitt bright blue 5001997 1010100108 10449326 Reacy 00-02-31-00-38-BA
Vanderbilt bright blue G2 SN-06-10171796 192.168.168.249 182168168100 Ready 00-07-E5-02-9F-14
Vanderbilt bright blue G2 10172810 101080101 Not Configured Ready 00-0F-£5-02-9F-22
M| vanerbitt bright blue G2 10211498 10080.60 Not Configured Reagy 00-07-E5-03-3A-2A
Vanderbilt bright blue G2 10211713 10108057 Not Configured Ready 00-07-E5-03-38-01
Vanderbilt bright blue G2 10221502 10108051 Net Configured Resgy 00-07-E5-03-3A-2E
i vanderbilt bright blue G2 10211705 101070102 Not Configurad Ready 00-0F-S-03-3A-F3
| R— bright blue G2 10171841 10108058 10449326 Ready 00-07-E5-02-9F-41
| vardens It bright blue G2 10171903 101050250 Not Configured Ready 00-07-E5-02-9F-7F
Vanderbilt bright blue G2 10330809 10108040 Not Configured Ready 00-07-£5-05-0C-33
' Vanderbilt bright blue G2 10171833 101085117 10449326 Ready 00-0F-E5-02-97-39
Vanderbilt bright blus G2 10092287 10108046 Not Configursd Ready 00-07-E5-01-68-7F |
Vanderbilt bright blue G2 10257556 1010100113 Not Configured Ready 00-0F-E5-03-£E-14 v
[ oFF I Refresh Devices l Davice Configuration Search: 0 found
Next transmission in 1 second Discovered Devices: 43 | Exit

e Locate the bright blue Controller to which the GWE — ENGAGE Gateway is wired and double-click
to open the Device Configuration dialog.

==

General Firmware Network Clock l () ENGAGE l

Device Type: | Vanderbilt bright biue G2

Serial Number: | 10171810

Logical Name: [

Location:

Time Zone: | EDT L
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e Select the “‘ENGAGE” tab once displayed

r N
Device Configuration: 10171810 lﬂ
E P
‘ General | Firmware I Network | Clock ()ENGAGE ‘

Channel 1 Channel 2
Gw  comm Low HIGH Gw  comm Low HIGH

a 1 5 Configure |

Refresh rate (seconds): |Z| 5 \Z‘ Refreshed at 4:23:32 PM

[—— \

e Any connected GWE — ENGAGE Gateways should display at the appropriate RS-485 Address

e The configured Low and High NDE Lock Address will be retrieved from the Gateway and displayed

The Discovery Tool will display all Addressing as required by bright blue. ENGAGE Device Addressing is O-

based while Diagnostics Addressing is 1-based. See GWE — ENGAGE Gateway, NDE Lock and bright blue
Addressing above.

Discovery Tool ENGAGE dialogs auto-refresh. The Default auto-refresh is 5 seconds and is user configurable.

e Click “Configure” to display NDE commissioned and configured locks available for linking.
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NDE Configuration

[

Channel 1 GW 1
NDE comm LINKING
u

Refresh rate (seconds)

Configure ‘

&

Refresh l i Close ‘

e  Click “Configure” on the NDE Lock to Link
. -

Channel1 GW1 NDE1

-
NDE Linking

COMM LINKING

Timeout length (seconds): |Z| 15 |Z‘

Link ‘

Refresh rate (seconds): |z| 5 |Z‘

Refrashed at 2:22:24 P

Refresh Close

A 4

e  Click “Link” to initiate the linking process

All dialog buttons will be disabled during the linking process for a timeout period of 15 seconds which is user
configurable up to 30 seconds. The Link button will become a counter for the Timeout period. Once the timeout
period expires, the Link button will become Abort.

e The Linking indicator will indicate green once the Gateway is placing in Linking Mode

e Turn the NDE Lock inside lever and present a credential to start put the Lock into Linking Mode
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(7 NDE Linking - @ NDE Linking @
Channel1 GW1 NDE1 Channel1 GW1 NDE1
COMM .L_’NKING COMM . LINKING

Timeout length (seconds): 15 Timeout length (seconds): lTI 15 [T]

| Abor j

Refresh rate (seconds): 5 Refresh rate (seconds): l{_l 5 IT]

Refreshed at 2:25:59 PM
N
Refresh Close
S

e The COMM indicator will turn green once the Lock is successfully linked to the Gateway and the
Lock will exit Linking Mode (Linking indicator gray)

r ” Al
NDE Linking (o]

Channel1 GW1 NDE1

. COMM LINKING

Timeout length (seconds): |z| 15 |Z|

Link |

Refresh rate (seconds): |( [ 5 | > |

Refreched at 2:31:39 PM

Refresh Close

e Click “Close” once the COMM indicator displays green

Clicking the Link button on a Lock that is already Linked and communicating with an GWE — ENAGE Gateway
will unlink the Lock and cancel communication with the Gateway. If this was not intentional, click the Close
button in the warning dialog presented.
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=)

' Warning

Channel1 GW1 NDE1

The lock is already communicating with the gateway,
and putting it in the Linking mode will disconnect the
communication.

Close. ‘

=

NDE Configuration

Channel 1 GW 1
NDE oMM LINKING

| | Configure ‘

Refresh rate (seconds):

(o] s 2]

Close I

Repeat the above process to lin

(S

r
NDE Configuration

Channel 1 GW 1
NDE comm LINKING

| | Configure
Configure
Configure ‘
Configure

o

o W o e
EEENR

Refresh rate (seconds)

(= 2

9:53

=] e

The Lock will display communicating in the Available Locks dialog.

k additional NDE Locks to the selected Gateway

Close the dialog once all desired NDE Locks are linked to the Gateway



Chapter 13 Schlage NDE Series

Wireless Locks with ENGAGE 185
Device Configuration: 10171810 - @
i General Firmware Network Clock <) ENGAGE |
Channel 1 Channel 2
GW comm Low HIGH GwW comm Low HIGH
] 1 5 3 "én'ﬁ'gérem

Refresh rate (seconds) |Z| 5 \I‘ Rifreshd at.2:41. 25 PM

r—— [semm—

e Repeat for additional GWE — ENGAGE Gateways and NDE Wireless Locks as required.
o Close the Device Configuration dialog when complete

e Exit the Discovery Tool

Define NDE Lock

Note: If using a Schlage NDE Wireless lock, a GWE - ENGAGE Gateway (RS-485) must be programmed before
continuing. Please see the GWE - ENGAGE Gateway (RS-485) section above for more details.

1 Openthe Door Setup section by clicking on the Door Setup navigation button on the left.

2 Click the Add doors hardware button in the Installation Tasks section. The Door Setup - Install
Hardware window will open.
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3 Select Schlage and Wireless from the drop-down menus at the top.

@ Door Setup - Install Hardware

Schlage v Wireless -

AD-400-CY Cylindrical Lockset -~ ‘
AD-400-MS Mortise Lockset —
AD-400-MD Mortise Deadbolt

AD-400-993 Exit Trim NDE Series
Wireless Lock
WRI400 with ENGAGE

WAS5200 Cylindrical Lockset
WAS600 Mortise Lockset
WAQ993 Exit Trim
WRI-IN
WRI-OTD
@ NDE Series Wireless Lock with ENGAGE
LEMB - Mortise IPB
LEMS - Mortise
LEMD - Mortise Deadbolt

Continue >>

4  Click on the radio button to the left of the type of NDE Series Wireless Lock with ENGAGE lock to be set up.

5 Click on the Continue button. The Installation pop-up window will open asking to Confirm Door Record
Creation.

i Installation (%]

. ‘ @ Confirm Door Record Creation:
— A
LR R -~

b Security System Hardware:

= * NDE Series Wireless Lock with ENGAGE
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6 Click Ok to confirm the correct lock. The Door Setup - Edit Door Security System window will open.

ﬁ] Device Setup - Edit Door Security System 3
% New b save 8 Delete &, Find [l Help
Door Name *
lack_000007 AR .
Notes ] I

vendor: Schlage

model: NDE Series Wireless Lock with ENGAGE X
firmware version: NDE Series

Wireless Lock
with ENGAGE

Device Configuration Access Timers Advanced Settings Schedules Notifications

@ Reader:

Type
standard ~

U Device Features:

7 Complete the Door Name and Notes fields.

8 Select the Device Configuration tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings Schedules Notifications

@ Reader:

Type
standard v

B Device Features:

9 Define the following Reader Type options:
= Standard - Readers for any location not using antipassback.
= Entry - Readers that are defined as entry readers for antipassback purposes.

= EXit - Readers that are defined as exit readers for antipassback purposes.
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10 Now select the Access Timers tab.

Device Configuration Access Timers Advanced Settings Schedules Notifications

i Access Timers:

Unlock Time Door Held Open Detect Time
3 ¥ | seconds 30 ¥ | seconds

'S- Special Access Timers:

Unlock Time Door Held Open Detect Time
6 ¥ | seconds 60 ¥ | seconds

11 Define the following Timers options:

h) Using the Unlock Time drop down box, define the number of seconds the door will be unlocked before
the lock re-engages.

i)  Using the Door Held Open Detect Time drop down box, define the amount of time a door can be
held open before the system is alerted.

12 Define following Special Access Timers options:

j)  Using the Unlock Time drop down box, define the number of seconds a door will be unlocked for a
person with Special Access before the lock re-engages.

k) Using the Door Held Open Detect Time drop down box, define the amount of time a door can be
held open, after being unlocked by someone with Special Access, before the system is alerted.

13 Select the Advanced Settings tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings schedules Wotifications

38 Connection:

Hub * Device # from Linking Tool *
hub_000006 (F-protocal) ¥ 1 v

|=% Enable state change event reporting:
Request To Exit
Request To Enter
Lock Clutch Position

Enhanced Security: L: Wideo Surveillance System Event Logging:

Block access during system start-up Camera | No Video System connected ¥ G

14 Define the following options in the Connection section:
I) Select the Gateway that the lock is connected to from the Hub drop down box.

m) Set the Device # from Linking Tool to the exact number specified by the Allegion ENGAGE Mobile
App. Please see the NDE Wireless Lock w/ ENGAGE section of the installation guide for more details.

n) Installed. Click this box if this lock is currently installed on the system.

15 Select the desired options in the Enable state change event reporting section:
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0) Check the Request To Enter box for the ability to generate reports and see activity based on when
the Request to Enter is activated.

p) Check the Request To EXxit box for the ability to generate reports and see activity based on when the
REX is activated.

g) Check the Lock Clutch Position box for the ability to generate reports and see activity based on
when the lock's clutch is engaged/disengaged.

16 Check the Block access during system start-up option under Enhanced Security if you wish to
disable access to this door any time the system restarts.

17 If the bright blue system has been integrated with a video server then use the Video Surveillance
System Event Logging section to select which camera will be linked to this door's events. This section
will be disabled if there is no connection to a video server.

18 Select the Schedules tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings Schedules Notifications

&' Unlock Schedule: @ PIN Reguired Schedule:
Unlock Time Zone

Never v i_i Mo Keypad present

Apply "1st Person In" rule

& Toggle Cancel Time:

Ensure this door is re-locked automatically at the following time/days, if toggled unlocked

Hour Min. Effective Days of the Week:

Time: 00 v|: |00 ¥ u

19 Select the desired options in the Unlock Schedule section:

r)  Select the time zone for the door using the Unlock Time Zone drop down box.

—

Note: If you are unsure of a timezone's range, roll over the information button % with the mouse. An
information window will open showing the schedule of the selected time zone.

s) Check the Apply 1st Person In Rule box to enable the 1st Person In Rule. If a door has an Unlock
Time Zone and this rule is selected, the door will not automatically unlock unless a valid credential is
presented within the specified time zone. A credential holder must also have this feature enabled for a
credential to activate the 1st Person In feature (see the Adding Personnel section for details on adding
this feature to a person).

Example: The front door of a facility is to be unlocked from 7:00am until 5:00pm every day but the
door should not be unlocked until a person with this feature is in the building. Select the 7:00am to
5:00pm Time Zone and check the Apply 1st Person In Rule box. Now the door will only follow the
unlock schedule after a person who also has this feature enabled has presented a valid credential at
the door. This function is particularly useful when a facility is closed (or has a delayed opening) due to
inclement weather because the doors will remain locked until a valid credential is presented.

20 PIN Required Schedule will not present any options. A Keypad option is not currently available for the
NDE Wireless Locks.

21 Define the following options in the Toggle Cancel Time section:
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t) Check the Ensure this door is re-locked automatically at the following time/days, if
toggled unlocked: box to enable this feature. This will lock this door automatically at the specified
time.

u) Use the Time: Hour and Min. drop down boxes to specify when the door will automatically lock.

v) Check the boxes under Effective Days of the Week: to specify which days of the week the door will
automatically lock.

22 Select the Notifications tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings Schedules Notifications

Alert Notifications

$ Alert Notificatio

#| Enable alert notifications for this device
« Use global alert notification default settings for this device

b . .

23 Select the desired alert notifications for the device:
w) Check the Enable alert notifications for this device box to enable email alerts for this door.

X) Check the Use global alert notification default settings for this device box to use the global
alert settings for this door (see Utilities - View of modify alert notifications). Uncheck this box to override
the global default settings and customize the alert notifications for this door.

24  Click the Save button at the top of the screen. The screen will refresh and the door will be saved.

25 To add additional locks, click the New Door button at the top of the screen. The Door Setup - New pop-
up window will open.

Door Setup - New ]

£
u Select an action:

() Create a new door record with the same security system type.

[¥] (Copy applicable settings from this door's configuration.)

(0 Go to the Security System Catalog page to select another type.

26 Select from the following options:

= Create a new door record with the same security system type. Select this to set up the
same type of lock and click OK. The pop-up will close and the Door Setup - Edit Door Security
System window will reopen. Repeat the steps above.
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= Copy applicable settings from this door's configuration. Select this along with Create a
new door record with the same security system type, to set up a new lock with the same
settings specified for the previous lock and click OK. The pop-up will close and a new Door Setup -
Edit Door Security System window will open. This lock will have all the same settings as the
previous lock. Re-name the lock and complete any Notes (if desired). Repeat the steps above.

= Go to the Security System Catalog page to select another type. Select this if you wish to
set up a door type different from the previous door type. The pop-up window will close and the Door
Setup - Install Hardware window will open. Follow the steps for the lock type selected.
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Schlage LE Series Wireless Locks

CHAPTER 14

Schlage LE Series Wireless Lock

Overview

Schlage LE Series wireless devices can be seamlessly integrated with the bright blue system similarly to Schlage
NDE Locks. The GWE — ENGAGE Gateway communicates directly to the bright blue controller over RS-485 via
RSI protocol and can support up to 10 Schlage NDE or LE Series wireless locks. Specifications and guidelines for
configuring the wireless devices are in the pages that follow.

Note: For the GWE — ENGAGE Gateway to communicate with the bright blue, v4.2.0 or higher must be installed.

LEB Series Wireless locks are also supported. Select the equivalent model LE Series Wireless Lock.

Bluetooth credentials are not supported.
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Schlage LE Series Components

The Schlage LE Series consists of the following components:
e One or more GWE — ENGAGE Gateways
e  One or more LE Series wireless locks (maximum 10 per gateway)
e Android or iOS Smartphone with ENGAGE app for configuration
The GWE - ENGAGE Gateway is hard wired to the bright blue controller communication channels via RS-485

protocol. The Gateway installation location is determined by the location of the LE series locks (maximum distance
between Gateway and NDE series locks is 100 feet) with which it will communicate wirelessly via Bluetooth.

Schlage LE Series Wireless Modules

Gateway (GWE - ENGAGE)

The GWE — ENGAGE works in conjunction with the NDE and LE Series Locks. The GWE — ENGAGE Gateway is
hard wired directly to the bright blue controller communication channels and communicates via RS-485 protocol.
The GWE — ENGAGE can support up to 10 NDE locks.

The GWE — ENGAGE is capable of configuring, via the ENGAGE Android or iOS app under Lock settings, the
following items:

= Relock

*=  parameters »=  Door held pre-alarm

= Card data format conversion =  Cache memory parameters
=  Extended unlock = Reader configuration

= Falil safe / fail secure / fail as-is = User interface configuration
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Operational environment

Temperature: 32 —-120 °F (0 — 49 °C)
Humidity: 0 — 100% (non-condensing)

Power: 12 VDC @ 330 mA; 24 VDC @ 100 mA or 802.3af/at POE @ 60 mA
(cannot be powered from VRCNX-M/R)

Specifications for the GWE — ENGAGE Gateway

2.4 GHz Bluetooth v4.0

Spread spectrum

Dynamic channel switching (40 channels)

Range: Up to 100’ with obstructions (normal building construction), up to 200’ clear line of site
Gateway to Lock Encryption: AES 256-hit

Certifications:  UL294, FCC Part 15, Industry Canada (IC), RoHS

RS-485 Communication to VRCNX-M or VRCNX-R

Supports 10 NDE Wireless Devices

VRCNX-M/R can support multiple GWE - ENGAGE

LE Series Wireless Locks

Schlage LE Series locks contain all of the elements needed to electronically control and monitor access through a
door wirelessly. The lock includes a lockset, a Request-to-Exit sensor/switch, a power supply (battery pack),
terminals for monitoring a clutch position switch/sensor, a card reader and a RF transceiver for communicating
with a GWE — ENGAGE Gateway or smart phone (for configuration only). The GWE — ENGAGE Gateway
interfaces to the bright blue reader controller via wired RS-485.

Performance

Credential verification time: <= 1 second including lock actuation time but not including latency time of host
when paired with a GWE — ENGAGE Gateway

Wake Up on Radio - Allows the GWE - ENGAGE to alert the NDE locks in case of a Lock-out event.
Responds to command from SMS within 5 seconds when lined to GWE — ENGAGE Gateway.

Addressing
Bluetooth Low Energy v4.0 when used with GWE — ENGAGE Gateway
Range: up to 100 feet on one floor when used in normal office interior construction

Mechanical Specifications

ANSI / BHMA A156.25-2013 (Indoor / Outdoor)

ANSI / BHMA A156.2-2011, Series 4000, Grade 1

Power: 4 AA alkaline batteries

Battery Life: up to 2 years (indoor application, 13.56 MHz CSN credential, 100 actuations daily)

Operating voltage

The 4 AA batteries will supply 6.2 volts.
=  The locks will continue to operate down to 4.5 volts when Low Battery will be reported.

= The locks will report Critical Batter at 4.0 volts and into a fail-safe, fail secure or fail as-is mode
depending on lock configuration via ENGAGE mobile app.

Operational environment

=  Temperature: -35°C to +66°C

= Humidity: 0% to 100% non-condensing
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Card Reader - Proximity Reader

= 125 kHz and 12.56 MHz smart credentials
= |SO standard 15693 and ISO 14443

= Card Read Range: up to 1.25” on 125 kHz proximity credentials
up to 0.75” on 13.56 MHz smart credentials

= 125 kHz proximity credentials compatibility:
Schlage, XceedID, HID, GE/CASE PRoxLite, AWID and LenelProx

=  13.56 MHz smart credential compatibility:
Secure Sector:  Schlage MIFARE, aptiQ MIFARE Classic, XceedID,
aptiQ MIFARE DESFire EV1 with PACSA, aptiQ mobile
CDN Only: DESFire, HID iClasss, Inside Contactless Pico Tag,
MIFARE, MIFARE DESFire EV1, ST Microelectronics,
Texas Instruments Tag-It, Phillips I-Code
=  Wiegand output
= Certifications: UL 294, UL10C, FCC Part 15, ADA, RoHS, Industry Canada (IC)

=  ESD Protection: 12KV

Card formats: Above specified card formats up to 255-bit

Request-to-exit: built-in switch will be triggered from the activation of the door lever on the protected side of the
door.

Clutch position: Schlage NDE locks provide a way to lock or unlock a door and monitor access from a remote
location. Schlage NDE locks are fail-safe from the protected side of the door. These locksets are controlled by the
bright blue system.

Door position: built-in magnetic Door Position Switch (DPS) used to report Door Open, Door Forced or Door
Held events. Must be calibrated via ENGAGE mobile app during lock commissioning. Will report out of calibration.
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GWE - ENGAGE Gateway Wiring Instructions

See Chapter 13 — NDE Series Wireless Locks

GWE - ENGAGE Gateway, LE Lock and SMS Addressing

The address of the GWE - ENGAGE Gateway (RS-485) should be set to the lowest number available, from 0 to 9.
A maximum of ten (10) LE or NDE Series wireless locks can communicate with a Gateway on the same channel.
The address defined in the Gateway and bright blue for the LE or NDE locks ranges from 0 to 9.

bright blue addresses will always be identical to the value displayed in the ENGAGE iOS or Android app. The
ENGAGE Gateway will have the same address as the LE or NDE lock with the lowest address.

Setting the address of the Gateway requires designation of the range of addresses being used by the LE or NDE
Locks that will communicate with the Gateway: designate both a Low and a High address for the LE or NDE locks
to allow the Gateway to maintain the correct open addresses for the LE or NDE locks.

Example: A Gateway is defined which will be supporting 5 LE locks. These are the only devices on this
controller channel, so there are no other device addresses to consider. Set the Gateway to address 0, with a
Low value of 0 and a High value of 4 (i.e. the LE locks will be addressed from O to 4).

Additional Gateways on the same controller channel, should be addressed with the next available address
and its Low / High range for the LE locks should start at that number.

Example: A second Gateway is added to the system, on the same channel as the example above. There will
be 5 LE Locks communicating with the 2"¢ Gateway. Addresses of the 15t Gateway and LE locks have
already been set (see above example). These addresses must be considered when addressing the 2n
Gateway and additional LE locks. The 2™ Gateway should be configured to address 5 (the next available
address) and the Low value will be set to 5 and the high value will be set to 9.

Configure bright blue to communicate with the 2"? Gateway at address 5 and the LE locks communicating
with it will be addressed from 5 through 9.

Configuring GWE — ENGAGE Gateway and LE Locks

Allegion ENGAGE Account

Schlage GWE — ENGAGE Gateways and LE Series locks with ENGAGE technology are commissioned
(initialized for use) and configured using an iOS or Android smart phone app which requires login to an
Allegion ENGAGE account.

The commissioning will download an encryption key to the Gateway and Locks which is shared by all
ENGAGE devices assigned to the ENGAGE Account Site so that only ENGAGE devices within the same site
can communicate with each other and with the ENGAGE app login to the site.

Vanderbilt will create an ENGAGE Site and forward an Invite via email which must be accepted prior to lock
commissioning and configuration. Use the Vanderbilt provided ENGAGE account username (email address)
and password in the ENGAGE Android or iOS mobile app as indicated below.
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Download ENAGE app

See Chapter 13 — NDE Locks

Commission / Configure GWE — ENGAGE Gateway

See Chapter 13 — NDE Locks

Commission LE Series Locks

See Chapter 13 — NDE Locks ... the process is the same
Define ENGAGE Devices in bright blue

The GWE — ENGAGE Gateway (RS-485) must be connected and defined in bright blue prior to configuring any
NDE Wireless locks.

e Connect to bright blue and login with USR or another administrator account

Define Gateway

See Chapter 13 — NDE Locks

Link LE Locks to GWE — ENGAGE Gateway

See Chapter 13 — NDE Locks ... the process is the same

Define LE Lock

Note: If using a Schlage LE Wireless lock, a GWE - ENGAGE Gateway (RS-485) must be programmed before
continuing. Please see the GWE - ENGAGE Gateway (RS-485) section above for more details.

1 Openthe Door Setup section by clicking on the Door Setup navigation button on the left.

2 Click the Add doors hardware button in the Installation Tasks section. The Door Setup - Install
Hardware window will open.
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3 Select Schlage and Wireless from the drop-down menus at the top.

@Door Setup - Install Hardware

Schlage v Wireless -

AD-400-CY Cylindrical Lockset .

AD-400-MS Mortise Lockset '

AD-400-MD Mortise Deadbolt —

AD-400-993 Exit Trim LEMB - Mortise

WRI400 IEE

WAS5200 Cylindrical Lockset

WAS600 Mortise Lockset

WA993 Exit Trim

WRI-IN

WRI-OTD

NDE Series Wireless Lock with ENGAGE
@ LEMB - Mortise IPB

LEMS - Mortise

LEMD - Mortise Deadbolt

Continue >>

4 Click on the radio button to the left of the type of LE Series Wireless Lock to be set up.
5 Click on the Continue button. The Installation pop-up window will open asking to Confirm Door Record
Creation.

Installation (]

| . ‘) Confirm Door Record Creation:

Security System Hardware:
* LEMB - Mortise IPB

oK | Cancel |
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6 Click Ok to confirm the correct lock. The Door Setup - Edit Door Security System window will open.

\_j Device Setup - Edit Door Security System [X]

= —
£ New b save $8 Delete < Find 4 Hep

Door Name *
lock_000016 .

Notes
vendor: Schlage
model: LEMB

firmware version: LEMB

Device Configuration Access Timers Advanced Settings Schedules

& Reader:

Type
standard -

&) Device Features:

Interior Push Button
Inactive -

7 Complete the Door Name and Notes fields.

8 Select the Device Configuration tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings Schedules Notifications
B Reader:
Type
standard hd

&) Device Features:

Interior Push Button
Inactive -

9 Define the following Reader Type options:
= Standard - Readers for any location not using antipassback.
= Entry - Readers that are defined as entry readers for antipassback purposes.

= EXit - Readers that are defined as exit readers for antipassback purposes.
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10 Now select the Access Timers tab.

Device Configuration Access Timers Advanced Settings Schedules Notifications

i Access Timers:

Unlock Time Door Held Open Detect Time
3 ¥ | seconds 30 ¥ | seconds

'S- Special Access Timers:

Unlock Time Door Held Open Detect Time
6 ¥ | seconds 60 ¥ | seconds

11 Define the following Timers options:

a) Using the Unlock Time drop down box, define the number of seconds the door will be unlocked before
the lock re-engages.

b) Using the Door Held Open Detect Time drop down box, define the amount of time a door can be
held open before the system is alerted.

12 Define following Special Access Timers options:

a) Using the Unlock Time drop down box, define the number of seconds a door will be unlocked for a
person with Special Access before the lock re-engages.

b) Using the Door Held Open Detect Time drop down box, define the amount of time a door can be
held open, after being unlocked by someone with Special Access, before the system is alerted.

13 Select the Advanced Settings tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings schedules Wotifications

38 Connection:
Hub * Device # from Linking Tool *
hub_000006 (F-protocal) ¥ 1 v

|=% Enable state change event reporting:
Request To Exit
Request To Enter
Lock Clutch Position

Enhanced Security: L: Wideo Surveillance System Event Logging:

Block access during system start-up Camera | No Video System connected ¥ G

14 Define the following options in the Connection section:
a) Select the Gateway that the lock is connected to from the Hub drop down box.

b) Setthe Device # from Linking Tool to the exact number specified by the Allegion ENGAGE Mobile
App. Please see the LE Wireless Lock section of the installation guide for more details.

c) Installed. Click this box if this lock is currently installed on the system.

15 Select the desired options in the Enable state change event reporting section:
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d) Check the Request To Enter box for the ability to generate reports and see activity based on when
the Request to Enter is activated.

e) Check the Request To Exit box for the ability to generate reports and see activity based on when the
REX is activated.

f) Check the Lock Clutch Position box for the ability to generate reports and see activity based on
when the lock's clutch is engaged/disengaged.

16 Check the Block access during system start-up option under Enhanced Security if you wish to
disable access to this door any time the system restarts.

17 If the bright blue system has been integrated with a video server then use the Video Surveillance
System Event Logging section to select which camera will be linked to this door's events. This section
will be disabled if there is no connection to a video server.

18 Select the Schedules tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings Schedules Notifications

&' Unlock Schedule: @ PIN Reguired Schedule:
Unlock Time Zone

Never v i_i Mo Keypad present

Apply "1st Person In" rule

& Toggle Cancel Time:

Ensure this door is re-locked automatically at the following time/days, if toggled unlocked

Hour Min. Effective Days of the Week:

Time: 00 v|: |00 ¥ u

19 Select the desired options in the Unlock Schedule section:

a) Select the time zone for the door using the Unlock Time Zone drop down box.

—

Note: If you are unsure of a timezone's range, roll over the information button % with the mouse. An
information window will open showing the schedule of the selected time zone.

b) Check the Apply 1st Person In Rule box to enable the 1st Person In Rule. If a door has an Unlock
Time Zone and this rule is selected, the door will not automatically unlock unless a valid credential is
presented within the specified time zone. A credential holder must also have this feature enabled for a
credential to activate the 1st Person In feature (see the Adding Personnel section for details on adding
this feature to a person).

Example: The front door of a facility is to be unlocked from 7:00am until 5:00pm every day but the
door should not be unlocked until a person with this feature is in the building. Select the 7:00am to
5:00pm Time Zone and check the Apply 1st Person In Rule box. Now the door will only follow the
unlock schedule after a person who also has this feature enabled has presented a valid credential at
the door. This function is particularly useful when a facility is closed (or has a delayed opening) due to
inclement weather because the doors will remain locked until a valid credential is presented.

20 PIN Required Schedule will not present any options. A Keypad option is not currently available for the
NDE Wireless Locks.

21 Define the following options in the Toggle Cancel Time section:
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a) Check the Ensure this door is re-locked automatically at the following time/days, if
toggled unlocked: box to enable this feature. This will lock this door automatically at the specified
time.

b) Use the Time: Hour and Min. drop down boxes to specify when the door will automatically lock.

c) Check the boxes under Effective Days of the Week: to specify which days of the week the door will
automatically lock.

22 Select the Notifications tab in the bottom half of the screen.

Device Configuration Access Timers Advanced Settings Schedules Notifications

Alert Notifications

$ Alert Notificatio

#| Enable alert notifications for this device
« Use global alert notification default settings for this device

b . .

23 Select the desired alert notifications for the device:
d) Check the Enable alert notifications for this device box to enable email alerts for this door.

e) Check the Use global alert notification default settings for this device box to use the global
alert settings for this door (see Utilities - View of modify alert notifications). Uncheck this box to override
the global default settings and customize the alert notifications for this door.

24  Click the Save button at the top of the screen. The screen will refresh and the door will be saved.

25 To add additional locks, click the New Door button at the top of the screen. The Door Setup - New pop-
up window will open.

Door Setup - New ]

£
u Select an action:

() Create a new door record with the same security system type.

[¥] (Copy applicable settings from this door's configuration.)

(0 Go to the Security System Catalog page to select another type.

26 Select from the following options:

= Create a new door record with the same security system type. Select this to set up the
same type of lock and click OK. The pop-up will close and the Door Setup - Edit Door Security
System window will reopen. Repeat the steps above.
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= Copy applicable settings from this door's configuration. Select this along with Create a
new door record with the same security system type, to set up a new lock with the same
settings specified for the previous lock and click OK. The pop-up will close and a new Door Setup -
Edit Door Security System window will open. This lock will have all the same settings as the
previous lock. Re-name the lock and complete any Notes (if desired). Repeat the steps above.

= Go to the Security System Catalog page to select another type. Select this if you wish to
set up a door type different from the previous door type. The pop-up window will close and the Door
Setup - Install Hardware window will open. Follow the steps for the lock type selected.
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Schlage Wireless Readers

CHAPTER 15

|
‘V

Wireless reader

Overview

Schlage wireless devices can be seamlessly integrated with the bright blue system. The PIM-SBB (Legacy)
communicates directly to bright blue via RS-485 protocol and can support up to 16 Schlage wireless devices.



Chapter 15 Schlage Wireless Readers 205

Abbreviations

Terms and description

PIM Panel Interface Module
WAPM Wireless Access Point Module
WRI Wireless Reader Interface

The Schlage Wireless Access product line contains several variations of the same module.

Wireless Access Modules

Panel Interface Module PIM PIM
Wireless Access WA WAPM
Wireless Reader Interface WRI WAPM

Schlage Wireless System Components

There are various wireless devices that are used to integrate with bright blue. The Schlage wireless system
contains two different types of modules:

=  One wireless panel interface module (PIM)
= Up to 16 wireless access point modules (WAPM)

Wireless — Wireless
Rs-485 Panel Access
: _‘ . RF .
bright blue. Wired Interface -‘ - h— Point
@» Module Communication Module
(PIM-SEE) WAPM)

Wireless system block diagram
The PIM (PIM-SBB Legacy) is hard wired to the bright blue power and communication channels via RS-485
protocol. The PIM installation location is determined by the location of the WAPM with which it will communicate
via radio frequency (RF).

The WAPM is installed at the access point where access will be controlled and/or monitored. Some wiring at the
access control point may be required, depending on the application being applied to the WAPM .

Regardless of which WAPM is used, the communication link is always RF.
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Wireless Panel Interface Module - PIM-SBB (Legacy)

The PIM-SBB (Legacy) works in conjunction with several types of wireless peripherals devices. The PIM-SBB
module is hard wired directly to the bright blue power and communication channels via RS-485 protocol. The

PIM-SBB can support up to 16 wireless devices.

Note: Only PIMs with firmware version 3.13 or higher are compatible with bright blue. Check the firmware
version by holding down the Reset button (S3) until the LEDs (CR6-10) start blinking. The red LEDs will blink first
and display the first part of the firmware version, then the green LEDs will blink displaying the second part of the
firmware version. Example: the reset button is pushed and the red LEDs blink 3 times then the green LEDs blink

13 times to indicate firmware version 3.13.

The PIM is capable of configuring (via laptop) the following items:

Heartbeat interval

Relock time

Card format type

Extended unlock

Polarity of status signals

Latch type

Query intervals and quantity for unlock requests
Cache mode

Lock state in case of RF communication loss

Relock action (timer only, door open or timer or door closed or timer card code conversions)
Frequency agility for increased interference immunity
Addressing - Automatic during Linking

Card formats

The PIM-SBB accepts card formats up to 255 bits

Operational environment

Temperature: -35°C to +66°C
Humidity: 20% RH to 95% RH (non-condensing)

Operating Voltage: 7.5 to 14.0 VDC. Powered from any data channel on the bright blue controller that is

supplying 12VDC or separately from UL listed power supply.
Power consumption: 300mA max.

Radio frequency (RF) - The PIM includes an RF Transceiver

Spread spectrum

Direct sequencing spread spectrum
Frequency: 902-928 MHz

Data Rate: 62.5 kbps (half duplex)
Modulo 256 error detection

Approvals: FCC and RSS-210 (Canada)
Transmitter Power: Up to 300mA
Receiver Sensitivity: 90dBM typical

Remote antenna modules - The PIM-SBB is capable of accommodating Remote Antenna Modules

Specifications for the PIM-SBB
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= RS-485 Communication to bright blue controller
= Supports 16 Wireless Devices

= No VBB-RI is required

=  bright blue can support multiple PIM-SBB

Schlage Wireless Modules

There are several types of WAPM modules such as the WA series of locks and the WRI. The following sections
detail each one of these modules.

WA Series Locks (WA)

The WA series locks are products in the Schlage Wireless Access Point Module (WAPM) category. They contain
all of the elements needed to electronically control and monitor access through a door via an RF link. The lock
includes a lockset, a Request-to-Exit sensor/switch, an optional Request-to-Enter sensor/ switch, a power supply
(battery pack), and terminals for monitoring a door position switch/sensor, a card reader, and an RF transceiver for
communicating with another RF transceiver in a Panel Interface Module (PIM) which interfaces with bright blue.

Performance

= Verification Time: Typically 0.2 seconds including lock actuation time but not including access panel delays
= Communications (Heartbeat) Interval - Configurable in 15 second increments from 15 seconds to 273 hours
=  Addressing - Automatic during Linking

Card reader - Magnetic Stripe Card Reader

= ANSI/BHMA A156.25 compliant Track 2 Clock & Data Output (Some card code conversions available)
= Read Rate - 3 — 50 inches per second

= Card Thickness - 0.030 inches thick

= ANSI/ISO Standards 7810, 7811 1/51 7812, and 7813

= Indoor only

Card Reader - Proximity Reader

= ANSI/BHMA A156.25 compliant

= Compatible with HID proximity cards

= Wiegand output

= Weatherproof bezel and gasket provide protection for outdoor use.
= Card Read Range: up to 4 inches

= Compliance to FCC Part 15, RSS-210 of Industry Canada

= ESD Protection: 12KV
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Card formats -The card reader can read all card formats up to 255 bits.

Request-to-exit - The sensor/switch is built-in and will be triggered from the activation of the door lever on the
protected side of the door.

Request-to-enter (optional) - The optional sensor/switch is built-in as a momentary switch on the reader.

Strike/Lock - Schlage WA Series Locks provide a way to lock or unlock a door and monitor access from a
remote location. They are fail-safe from the protected side of the door. These locks are controlled by bright blue.

Cylindrical Type WA5200 Series

= ANSI Grade 1
= Lever Handles
=  Fits 2 1/8” diameter hole in door
= Backset: 2 % standard (2 3/8” available)
=  Weight: 5.75 Ibs.
= Door Thickness: For doors 1-3/8” to 2-1/8”
= 1.2.9.1.1 Latchbolt
=  A%”or %" with 2 %" backset, or '2” with 2-3/8” backset.
= Door Position - It monitors an external reed type of switch, a magnetically operated switch provided with the
lockset to determine door position.
Mortise Type WA5600 Series

= ANSI Grade 1
= Lever Handles
= Weight: 8 Ibs.
=  Door Thickness: For doors 1-3/4” to 2-3/4”
= Latchbolt - Available with either a %" latchbolt or 1” autobolt.
= Door Position - A door position monitoring circuit is available. It monitors a integral reed type of switch, a
magnetically operated switch to determine door position.
Operational environment

=  Temperature: -35°C to +66°C
=  Humidity: 20% RH to 95% RH (non-condensing)

Power source

The Schlage WA Series Locks uses 8 no-button AA alkaline cells welded together into a battery pack insulated
with a shrink-wrap wrapper. It has two wire leads and a polarized connector compatible with connector from the
WA5200 Series and WA5600 Series PCB.

Operating voltage

= Power Requirements: 5.5t0 13.2 VDC
=  Current Requirements: Standby: 55 micro Amps typical (Proximity version)
=  Maximum: 400mA peak (transmitting)

= Battery Life - The battery pack is capable of providing power for two years with 40,000 card
swipes/presentations per year with a ten-minute heartbeat period. It will provide power for four years at
10,000 card swipes/presentation per year with a 10-minute heartbeat interval or one and a half years at
25,000 card swipes/presentation per year with a one-minute heartbeat interval.

Radio Frequency (RF) - The PIM includes an RF Transceiver.

=  Spread spectrum
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= Direct sequencing spread spectrum

=  Frequency: 902-928 MHz

= Data Rate: 62.5 kbps (half duplex)

=  Modulo 256 error detection

=  Selectable channels: 1 of 15 standard; 5 groups of 3 increased interference immunity (configurable)
=  Approvals: FCC and RSS-210 (Canada)

=  Transmitter Power: Up to 300mW

= Receiver Sensitivity: 90dBM typical

= Remote antenna modules - The PIM is capable of accommodating Remote Antenna Modules.

Range - 200 feet on one floor when used in normal office interior construction and up to 600 feet line of sight.

=  Transmitter Power - Up to 200 mW
= Receiver Sensitivity - 90dBm typical

Wireless Reader Interface (WRI —Indoor or Outdoor)

The WRI-IN/OUT-12VDC acts as a remote card reading device that communicates via RF with bright blue
through a mating Panel Interface Module (PIM). The Schlage wireless modules are powered locally with 12 VDC
power supply. The modules will transfer a bit stream up to 255 bits from one card reader with any Wiegand, ABA
or custom formatted outputs. The WRI-IN/OUT-12VDC acts as a control interface for third party electric locking
mechanisms such as electric strikes and magnetic locks. The WRI-IN-12VDC communicates to its mating PIM up
to 200’ on the same floor in typical office construction and up to 1000’ line of site.

Performance

= Verification Time - Less than 0.10 second (not including panel delays)

= Communications (Heartbeat) Interval - Configurable in 1 second increments from 1 second to 18 hours.
Heart Beat can be set to 10 seconds for ARO and MRO operation

= Features - Tamper Switch, Door Status Monitoring, Door Strike Relay, Aux Relay, and 2 Reader Head
operation.

=  Gate Control - WRI /OTD with Optional Long Range Antenna
= Addressing - Automatic during RF Linking

Card formats

= The WRI-IN/OUT-12VDC accepts card formats up to 255 bits.

Operational environment

=  Temperature - -35°C to +66°C
=  Humidity - 20% RH to 95% RH (non-condensing)
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Power source

= Power Requirements - 12VDC power supply (593PI-12VDC recommended)
=  Operating Voltage - 7.5t0 14.0 VDC

Radio Frequency (RF) - The PIM includes an RF Transceiver.

=  Spread spectrum

= Direct sequencing spread spectrum

=  Frequency - 902-928 MHz

= Data Rate - 62.5 kbps (half duplex)

=  Modulo 256 error detection

= Selectable channels - 1 of 15 standard; 5 groups of 3 increased interference immunity (configurable)

= Approvals - FCC and RSS-210 (Canada)

=  Transmitter Power - Up to 300mW

= Receiver Sensitivity - 90dBM typical

= Remote antenna modules - The PIM modules are capable of accommodating Remote Antenna Modules.

Wiring instructions

S 282
5405 JL
P s RS232 9-pin
Rcs;?:':g’:‘____‘ g T ™~ Connector
(7) — (95)
i i
53
O]
RESET
POWER | "2v
 ITT— e
nese‘lsgl;ﬂtcl____ n —— pc .
2.pin Connector
2 (41)
— cas
CRM o =1} Ll
/ ] m 57 m
CRY CRS
. -—
Programming L1 m LD Tamper Switch
Connector AR A iz _— (swH1)
(J2) [ O ] @
A 58
& | w
Access Point A (AP A) PIM Access Point B (AP B)
Status (CR10, CR9) Status (CR15) Status (CR7, CR6)

& Link (SA) &RF Channel {(SWT) & Link (SB)



Chapter 15 Schlage Wireless Readers 211

All Schlage wireless devices should be powered with a 12VDC power supply. The PIM-SBB (Legacy) can be
powered directly from any data channel of the bright blue controller that is supplying 12VDC or separately from a
local power supply. bright blue and the PIM-SBB communicate via RS-485 protocol.

Wiring between bright blue and PIM Module

The PIM can receive power and data from channels 1-1 through 2-16 of bright blue as long as the channel it is
connected to is receiving 12VDC. The PIM receives power at J1 and data at J7. J7 has two pins for Data A and
two pins for Data B. The Data A pins (TA- and RA-) must be jumpered together. The Data B pins (TB+ and RB+)
must also be jumpered together. The example below shows using Device 1-1 on the bright blue board to J7 and
J1 on the PIM.

AR

1D J7

J34

3@ .-

oogﬂ
S

J1

Data Communication and Power between bright blue and PIM-SBB

Pin 1 - A (Data A) TA- RA- (jumpered)
Pin 2 - B (Data B) TB+ RB+ (jumpered)
Pin 3 - + (Power) Pin 1 - PWR (Power)
Pin 4 - - (Ground) Pin 2 - GND (Ground)
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Wireless reader modules configuration

The Schlage Wireless Configuration & Demonstration Tool (CDT) must be used to assign each PIM-SBB an
address and to address each WAPM connected to it.

A maximum of sixteen (16) wireless readers can communicate with a PIM module on the same channel, with all
reader types. Address can be O through 15 (panel number O to 15 in the CDT). Example - if a WAPM is
configured as Panel 5 (door 5) using the CDT, then its corresponding address in bright blue is five (5).

Note: All other devices use address 1 through 16. Do not allow the device addresses to overlap when using non-
wireless devices in tandem with wireless devices. Example: wireless devices using addresses 0 through 10
require any non-wireless devices to start their addressing at 12.

Device capacities

PIM-SBB (Legacy) modules

= Contact 1 - PIM module
=  Tamper state - NC

WAPM modules

= Relay 1 for the lock

* Relay 1 state will be reported back to bright blue

= Contact 1 for REX — Normally Open, Non-supervised

= Contact 2 for DOD — Normally Open, Non-supervised

= Contact 3 for Tamper — NC, Non-supervised

= Contact 4 for Battery — NC, Non-supervised

=  Contact 5 for Motor — NC, Non-supervised (Currently not applicable)
= Contact 6 for Request to Enter - NC, Non-supervised

= Relay 1 for the lock

= Relay 1 state will be reported back to bright blue

= Relay 2 for Aux Relay

= Relay 2 state will not be reported to the bright blue
= Contact 1 for REX — Normally Open, Non-supervised
=  Contact 2 for DOD — Normally Open, Non-supervised
= Contact 3 for Tamper — NC, Non-supervised

Linking and addressing locks to the PIM

Requirements - PIM CDT RS-232 cable to the serial port on the PC running the CDT program.
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Installing the CDT software

CDT Requirements:

=  Microsoft Windows XP or higher

= Microsoft Internet Explorer 5.0 or higher
=  Sun Java Runtime Environment (tested with JRE version 6 update 12 or lower, automatically loaded on
most computers)

To install the CDT software:
1 go to http://www.wyrelessaccess.com/
Go to the Support Icon.
Click on Configuration & Demonstration Tool.

A WN

Download and save CDT executable.

Run wireless software

1 A folder will be created called WirelessDemo.

2 Select WirelessDemo.HTML and double click to open.

B
-~

s we s .

m Wireloss Accoss [ [ J——
> . Tt £OT:

IR

] D S covee s S an n oLt e Lwaty [V TR TN

If the screen looks like the one shown above, the CDT software has been successfully installed. Proceed to
configure the PIM. If the screen does appear to be the one shown it is required to install Microsoft Java Virtual

machine (MSJVM).

Installing Microsoft Java Virtual Machine

1 Goto http - //realtime.barchart.com/javaprobs.htm

5 Click the link é Download Microsoft WM .

3 Download and save old version of the MJVM MSJAVX86.EXE.

4  Execute the file to install the application.
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5

7
8

This will check for the basic VM and install an older version onto your PC.

Note: Once you have installed the older version of the Java VM, it is recommend that the file be renamed.
This will prevent the file being overwritten when the newer version of the application is downloaded.

The next step is to download the updates by obtaining the newer version of the Microsoft Java VM from http
- lljava-virtual-machine.net/download.html.

Once the file is on downloaded, execute it and load the Virtual Machine.

Re-boot the computer.

Internet Options

You may now have to setup Java properly in Internet options for the CDT.

1
2
3

4
5

6

Open WirelessDemo.HTML.
Select Tools>Internet Options.
Go to the Advanced tab.

Internet Optians E|[E|

| Geneial| Secuiip | Pivasy | Contesl | Corneslions Progiasns | Mwmnﬂl
Settings:

Hawer -
e
Use inlime AulcComplete
Use Passive FTP [far freweall 2nd DSL modem compatiaii]
Use srrocth scacling
{ @] HTTP 1.1 sellings
[ Uze HTTP 1.1
|| Use HTTP 1.1 g presy conneclions
| sl Jawa [Sun)
| |:| Use Java 2 w1 4 2_06 o1 < 2pplels [requites reslal]
| ) Miciosall i
| [T Jeva eansole erabied [tequites reslai)
- Java laggng enabled
| JIT campiker far vitual machine ensbied [equites restail]
[ B heudiinecha
[ Eront display orline medka canbert in the medka bar >
L1 ¥

Bestoes Delauis

ook || Coanesl ] Al

Uncheck the option Use Java 2x1.4.2-06 for <applet> (requires to start).

If there are any problems, restart the CDT application.

Configuring PIM

The next step is defining the PIM address by placing the PIM in to Link Mode. Follow these instructions.

1
2
3

After the CDT software has been installed, execute WirelessDemo.html from the Wireless Demo folder.

For PIM Status, select the proper com port from the drop down menu.
Connect the PIM to the PC using a DB9 female to DB9 male that is connected to the PIM RS232 port.
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4 After this connection is made, hold down one of the PIM link switches (SA or SB).
a) Continue to hold the link switch and press the reset button (S3). Do not stop pressing the link switch.

b) The LED’s (CR6 — 10) on the PIM begin flashing, displaying the firmware version of the PIM. When
completed, (CR7 and 10) will continue to flash RED and CR15 will be continue to blink GREEN. At this
point, the PIM will be in the CDT link mode as long as the CDT program on the PC remains running and
connected to the PIM.

c) Release the link switch.

d) On the CDT screen, under PIM Status you should now see the "PIM Connected on Proper Com Port"
message.

5 Using the Addresses tab, set the address of the PIM.
a) If one PIM is being used per channel set the PIM Addr to 0.

b) If more than one PIM is being used per channel set the PIM Addr of each PIM to the lowest number in
the address range. (See the next step for details on address range.)
Example: Channel 1 of bright blue will have two PIMs. One PIM will be interfacing with 5 WAPMs and
the other will be interfacing with 6. The first PIM will have an Addr Lo of 0 and an Addr Hi of 4. The PIM
Addr for this PIM will be 0. The second PIM, when configured, will have an Addr Lo of 5 and an Addr Hi
of 10. The PIM Addr for this PIM will be 5.

Note: The PIM Addr setting should always be equal to the Addr Lo setting.

status " activity | Configuration

Card: Raw (Bits: 0)

Select Door :

Grant Access

MIRL v3.11 Status
Lock Motor: 0K
Reader: OK
Battery: OK
Channel: 1

MIRL v3.11

Unique: EEC8 Addr Lo:ﬁa- Addr Hi: |} E Pim Addr:a- Copyright 2001-2006, Ingersoll Rand

= | Adaresses “pmc [ Li _
PIM Status PIM Config | Link Configuration Tool v1.57

Example address settings for a single PIM on a channel
6  Using the Addresses tab, set the range of address for the WAPMs interfacing with the PIM.
a) If one PIM is being used per channel set the Addr Lo to 0 and the Addr Hi to 15.
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Status  Activity | Configuration

Card: Raw (Bits: 0)

Select Door :

™ Grant Access

MIRL v3.11 Status
Lock Motor: OK
Reader: OK
Battery: OK
Channel:

MIRL v3.11

[ PIM | Addresses pigc [ Li .
MRS MY A Configuration Tool v1.57
Unique: EECE  Addr Lo:ﬁs- Addr Hi: ia Pim Adclr:a- Copyright 2001-2006. Ingerscll Rand

Example address settings for the first of two PIMs on one channel

b) If more than one PIM is being used per channel determine how many WAPMs will interface with each
PIM and address accordingly.
Example: Channel 1 of bright blue will have two PIMs. One PIM will be interfacing with 5 WAPMs and
the other will be interfacing with 6. The first PIM will have an Addr Lo of 0 and an Addr Hi of 4. The
second PIM, when configured, will have an Addr Lo of 5 and an Addr Hi of 10.

Status ~ Activity | Configuration

Card: Raw (Bits: 0)

Select Door: —
[ Grant Access

Status
Lock Motor:  OK
Reader: OK
Battery: OK
Channel:

PIM Status | Addresses ~ppp Config | Link

Unique: (K5I8 Addr Lo:ig‘ Addr Hi: ﬁa Pim Addr: ig m Copyright 2001-2006, Ingersoll Rand

Configuration Tool v1.57

Example address settings for the second of two PIMs on one channel

Note: If multiple PIMs are being used on the same channel it is recommended that room be left in the addressing
range for later expansion. Example: Channel 1 of bright blue will have two PIMs. At time of installation one PIM
will be interfacing with 5 WAPMs and the other will be interfacing with 6. However there may be a time when more
WAPMSs will be added to these PIMs. The first PIM will have an Addr Lo of 0 and an Addr Hi of 6. This leaves
room for an additional two WAPMs to be added to this PIM at a later date. The second PIM, when configured, will
have an Addr Lo of 7 and an Addr Hi of 15. This leaves room for an additional 3 WAPMS to be added to this PIM
at a later date.

Disconnecting PIM from the link mode

1 Todisconnect PIM from the link mode, close the CDT application.
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Configuring the WRI

Follow these steps to place the WRI into the Link Mode in order to setup proper panel address. There are two WRI
models; WRI -OTD and WRI - IN.

1 Make sure the PIM is already in link mode. See the Configuring PIM section for details.
Place the WRI-OTD into the link mode by pressing the reset switch.

Place the WRI-IN into the link mode by recycling power.

Go to the Link tab on the CDT screen.

Using the Panel drop down box select the Address (panel) of the WRI.

Click on the Start button. On the WRI the (LED2) will start blinking.

~N o o~ W N

Generate a transaction by presenting any card to the reader or by pushing the tamper button. The
transactions will display on the CDT software screen. This indicates that the WRI reader has been
addressed.

8 Click on the Configuration tab. This tab is used to set the Heartbeat / First / Delay / Retry / FC Mode or Card
Number Mode.

a) The Heart Beat is used to determine how often the WRI communicates with the PIM. Leave this at
default.

b) Setthe First/ Delay to 300. This is required for proper operation.
c) Setthe Retry to 7. This is required for proper operation.
9  Click on the Set button at the bottom of the CDT screen.

Note: A transaction may need to be produced in order for these settings to be sent to the WRI.

10 Make a note of the address as this will be used by the bright blue user interface to configure the lock.

11 Configuration of the WRI is complete. To set up another WRI follow steps 1 through 10 above.

T

ST Bl [

CHLAGE, Wircless Accoss FD | [ ———

G LT AN K LN BT G 3 B ]

Disconnecting WRI from the link mode

1 To disconnect WRI from the link mode, close the CDT application.
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Configuring WA Series Locks

Follow these steps to place the WA Series Lock into the Link Mode in order to setup proper address

1 Make sure the PIM is already in link mode. See the Configuring PIM section for details.
Go to the Link tab on the CDT screen.
Using the Panel drop down box select the Address (panel) of the lock.

On the CDT screen, click on the Start button.

a b~ W N

To put the lock in link mode, activate the Exit Request handle and hold it down while presenting a card to
the reader.

a) Continue holding down the Exit Request for approximately 15 seconds.
b) The LED on the lock will begin blinking Green very rapidly.
¢) Release the Exit Request Handle.

d) The Green LED will continue to blink while the Linking process takes place. When the Link process is
completed, the LED will stop and then blink Green slowly and a tone will be heard for a number of
repetitions.

6 Generate a transaction by presenting any card to the reader or by pushing the tamper button. The
transaction will display on the CDT software screen. This indicates that the lock has been addressed (see
figure below).

2} C:\Program Files \WirelessDemo\ WyrelessOemo.htmi - Mrosoft Internet Explorer e Lisix

| e £t Vew Favcetes Took Hep &

1S - - 2] @) G ) Search i Favorkes €) o

| Adress [£ C:1program Flesiwe imssOomotwyr s sOor ek 86 ks & -

| Google (G~ G0 &0 B v | 1¥ ecomarks~ PR . Biobtoded | T hed v - % | Sendtow @ Settings >
2l

ECHLAGE? Wireless Access (lmmgewmm
N c & D Tool (CDT)
Select Door

— N——— =

aoe TS [ (S A —

Lse| GOS0 D |® | & f <] .. | aeumsearty . |[E) CiProgram .. | DES G DSBS 3a0mm

7  Click on the Configuration tab. This tab is used to set the Heartbeat / First / Delay / Retry / FC Mode or Card
Number Mode.

a) The Heart Beat is used to determine how often the lock communicates with the PIM. Leave this at
default.

b) Set the First/ Delay to 300. This is required for proper operation.
c) Setthe Retry to 7. This is required for proper operation.
8 Click on the Set button at the bottom of the CDT screen.

Note: A transaction may need to be produced in order for these settings to be sent to the lock.

9 Make a note of the address as this will be used by the bright blue user interface to configure the lock.
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10 Configuration of the lock is complete. To set up another WA series lock, follow steps 1 through 9 above.

IR
| &

Ot - O + (A @) (5| D sewsh Trravertos & n |
Addvows [ C:\Proorom FiestwetessDemaiwyrelessbemo el S B [wh -

CHLAG Wireless Access AR ingersoi rand
- &

Tool (€DT)

=

&l I T T3 My Computer

Disconnecting WA Series Locks from the link mode

1 To disconnect lock from the link mode, close the CDT application.
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VEVMS-VBB Video Server Integration

CHAPTER 16

VEVMS-VBB

Overview

Integrating a bright blue access control panel with the VEVMS DVR/NVR will provide the ability to view and
search video based on bright blue transactions. After configuring bright blue to communicate with an VEVMS
DVR/NVR, alarms can be shown in Video Control or MultiVideo Remote based on transactions. In addition,
recorded video can be displayed based on transaction searches in the Playback application.

For smaller VEVMS systems, such as a system with only one VEVMS-VBB DVR/NVR installed, it is
recommended to use the Central Security Remote application to manage VEVMS Remote Client users.
Central Security Remote is used in place of the Enterprise Management System (i.e. Video System
Security and the Video Launcher), and is much simpler to setup and configure. See the VEVMS Manual for
details on the full VEVMS system.

Note: The VEVMS-VBB video recorder will only support a maximum of (4) MJPEG IP cameras at any
time. Exceeding the limit of MJPEG IP cameras can cause the system to be unstable. The VEVMS-VBB will
however, support all cameras using MPEG4.
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Cameras

The following cameras are compatible with the VEVMS-VBB Video Server:

Coax/Serial PTZ Cameras and IP CAMERAS
Switches
MIGVAN JVCVN-C11U
Phillips Camera JVC VN-C20U
ULTrak Panasonic WV-NM100 (PTZ)
Phillips Control (switch) Panasonic WV-NS324 (PT2)
AD: ANOO1 Panasonic WV-NS202 (PTZ)

AD: 168 & MP48
Panasonic WV-CS850A (new)
Panasonic WV-CS850A
Pelco "D"

AD SpeedDome Ultra VI
Pelco Matrix Switcher
Kaletel-RS422

Panasonic WV-CS950
Panasonic WV-CS850B
Panasonic WV-CW860A
Pelco G

If connecting cameras directly to VEVMS then
the following converter is needed: RS232/485
or RS232/422

VBBIM09/33/20 v5.0.3

AXIS 2xx (PT2)

Sony IP (PTZ)

Sony IP (Fixed)

Mobotix M10
VCS_VIP-10/1000

Toshiba IK-WB02A

Toshiba IK-WB

UDP IPC PTZ

Analog to Digital IP Encoders

Mango (CGI)
Mango DSP
UDP NVE
Mango IPD-552
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Configuration

To configure bright blue to work with an VEVMS DVR/NVR, follow these steps:

1 On the VEVMS DVR/NVR, go to System Tools --> Advanced Settings. Click the VBB Service
tab, and then click Enable VBB Service.

. Advanced Settings
File

Fing Settings | Femote Deskiop | Prosy Settings | YEE Service

Enable i Dizable

Enable VEE Service ) Disable VBE Service

Diezcription
Enahbles zervices that provide connectivite to bright blue.

WEB Service iz Enabled

LCloze
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2 Goto Video Server Settings --> General Settings. The General Settings window will open.

General Setting
Video Control Video Remote
\ideo Remote Access ~
= Remata Seltng
& Urdom o
Repont Mes1age 4 x
Filo Report Space Eyte) fis00 ! D oo Sy
¢ M DM
£ (Video Cortel] v [is
Netywork Frame Update Tme (mSec) 150
-
Shom Caera e Net Bulfer Size (Packisge) (Kbyte) [es
Cameta Panel to View Cameraz | Delay Tine Botwoen Packages (mSec)  [100
Dsipksy [ me [5ec) [5(!]_ Tiermout Coremcton frdec) Iz:\ooo
Pop Up Displap & Sound | Teanamission Qualty (10-1001% - Mrc  [10
Max Iao
) Send Image Se
W Martersnce Serve % Actuslimage Sice ™ Image Sce 160X 120
Y CRES) | s r
toght blus Authentcabon I Video Type MPEG4 -
[ox] coa

3 Click onthe bright blue Authentication button. The bright blue Authentication window will open.

-,

bright blue Authentication <

Uges M asme: |

Pazsword: |

Password Confiem: |

I 0F. I Cancel

a) Enter vanderbilt into the User Name field.

b) Enter vanderbilt into the Password field.
c) Enter vanderbilt into the Password Confirm field.

d) Click the OK button. The window will close; bright blue Authentication is complete.
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4 Go to Video Server Settings --> Store Settings. Enable "Store by Data Transaction" for any
cameras that will be recording based on bright blue transactions. Also configure the No. of Pictures
Before Event and No. of Pictures After Event fields, as well as the Number of Events in Select
List (if Shift + Right Click in Video Control is desired). Cameras configured to record based on bright
blue transactions can also be configured to record by VMD Continuously (in addition to bright blue
transactions). VMD Event, Store by Contact Input, and Store Continuously cannot be used in addition to
bright blue transactions.

" Store Setting
— Store Setting
Active Store IV Camf1 IV Camt2 V' Cam#f3 [V Camit4 W v
Store by Contact Input [ " r B 15} r
Store by Data Transaction I I 1] IE
Store After Triggerd Event = r r {5 r
Store Continuously I = r I = r
Y.M.D. Mode v ‘ v ‘ v ‘ v v v
Store by V.M.D. Event ¥ < o o ] &
Store by V.M.D. Continuously [ « o s o ol
No. of Pictures Before Event l__' l_ r'_' ,'_ l"_' l—
No. of Pictures After Event I—' l— l_' [_' ,_' ]_
Store Time After Event (Sec) 3 3 3 |3 ] ]
Number of Events In Select List | 3 3 | I I ]
Store Frame Rate After Event 15 15 15 [15 I
Store Frame Rate Divisor when no ] |
motion 0 4
WMD Frame Rate Divisor 1 |1 l ]
No Tracking During Event ¥ | v v v v
Store by Time Zone o o [o 1] [ [
Number of Pictures in Record |1gg {100 [100 |1 0o | [
Sample Rate (PPS) (1-30) [15 [15 |15 |15 [ [
Screen Refresh Divisor |1 |1 [1 I‘l ] |
Set all Cameras I 0K I Cancel | Next
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5 Go to Video Server Settings --> General Settings and click "Pop Up Display and Sound" to
enable alarm notification in Video Control. Enabling Pop Up Display will maximize Video Control and
show a red border around the camera when a bright blue transaction occurs. This also enables the Shift
+ Right Click feature in Video Control, which will display a list of the last few bright blue transactions. The
number of transactions displayed using Shift + Right Click is defined in Step 2.

~

Pop Up Display & Sound

Input Detector/Ext. Event
i i v Ringing B

YMD Event
Pop Up Display B

(1] | Cancel |

Note: Step 4 through Step 6 must be completed within the bright blue interface from an external PC.
These steps cannot be accomplished from the VEVMS DVR/NVR itself.
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6 Once the VEVMS DVR/NVR has been setup properly, the bright blue video settings will need to be
configured. In the bright blue software, go to Door Setup --> View or Modify Global Settings and
switch to the Video tab. Check off "Enable Video Surveillance System Interface" and enter the IP

address, user name (vanderbilt) and password (vanderbilt). Click Save Changes to establish a
connection. If successful, the camera list will appear on the right hand side.

Credential Technology Facility/Site Codes Antipassback

{23 Video Surveillance System Interface:

[“lEnable Video Surveillance System Interface

Video System Model ] Cameras: 8
VEVMS-VBB v Back Entrance Downstairs
; Back Entrance Upstairs

Server IP Address or Hostname * Development
10.45.51.122 Kitchen Downstairs

Video Lab

Video Lab Door
Usgr Name * Password * Warehouse
brightblue XTI TY) stock room

password (confirm) * \L_"_’y Refresh the camera list

«7 Test connection

7  After making the initial connection, the Time Zone and Date / Time settings must be synchronized
between bright blue and the VEVMS DVR/NVR. Go to Utilities --> Set System Date, Time and

Time Zone and then configure the Time Zone (if necessary). Click Save Changes before attempting to
synchronize the date and time.

Note: The Time Zone in bright blue MUST match the Time Zone configured on the VEVMS DVR/NVR.
Please ensure that the VEVMS DVR/NVR has the correct Time Zone configured before completing Step 5.
The VEVMS DVR/NVRs Time Zone is displayed on the Date and Time tab in bright blue.
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After saving the updated Time Zone, click "Synchronize bright blue's date and time with the
Video Surveillance System now." The time will continue to be synchronized regularly between bright
blue and the VEVMS DVR/NVR.

‘ Date and Time \ . Internet Time

(& current System (bright blue) Date and Time:

Date: 2009-12-07
Time: 14:04:11 EST

(& Adjust System Date, Time and Time Zone:

Note:
The Time Zone setting below must be configured to match the Video
Surveillance Time Zone which is currently set to: "Eastern Daylight Time"

Time Zone —
| (GMT-05:00) Eastern Time (US & Canada) [»

|=J synchronize bright blue's date and time with the Video Surveillance System now.

8 The doors in bright blue must be linked with cameras on the VEVMS DVR/NVR. Go to Door Setup -->
View or Modify Door Configuration and select the Door that is to be linked with camera. Switch to the
Advanced Settings tab, and select the desired camera from the drop down list. Click Save Changes to
complete the bright blue configuration.

Basic Settings ' Advanced Settings ‘ Schedules

s& Connection:

Channel Number * _ VBB-RI Address *
| Channel 2 ] |2 i"' [Minstalled
|=% Event Reporting: {-} video Surveillance System Event Logging:
[“]Enable "Lock/Unlock” relay state change reporting Camera
Enable "REX" state change reporting Back Entrance Upstairs 'v-| (U]

(il

b Enhanced Security:

[Jpisable door access during system start-up
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Viewing bright blue Transaction Alarms

If Pop Up Display is configured, incoming transactions from bright blue will create alarms in Video Control.
For details on Pop Up Display see the VEVMS Manual.

View Video from the Current Alarm - When an alarm comes in, the camera title bar will turn red, and an
Alarm Silence / Acknowledge button will also appear in the upper right hand corner. To view the most recent
alarm, hold down the Shift key and then right click the camera's picture. Click "View Recorded Video for this
Event" on the drop down menu to view the video from the current alarm.

wlokd

‘S Video Control - Camera #1  0.166
File Setting View Help

.;)igi!al Zoom Max Min, Display Layout

Camera 1 2 3 4 5 6 7 8 910111213141516 17 18 1920 21 2223 24 25 26 27 28 29 3(

& Seecion
Store |00 |0
NocCamera| | | | |

il

( Acknowledge

4 - Camera #4

3 - Camera #3
[Disk: 0.166% |store: Di\Store |ct=328  [st=0 | |

N
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View Video from a Recent Alarm - Once the Alarm Silence / Acknowledge button is clicked, holding down
Shift and right clicking on a bright blue linked camera will display a drop down list of recent alarms. The
number of alarms shown in this list is defined in Video Server Settings --> Store Settings in the "Number
of Events in Select List" field. Click on an alarm to view the video associated with that transaction.

wokd

Camera 1 2 3 4 5 6 7 8 910111213141516 17 18 1920 21 2223 24 25 26 27 28 29 3(

¢ setection | [mi[H
= store [0/0/0/0
Bz Nocamera | | | | |

File  Setting View

')igital Zoom Max Min, Display Layout
£ © 0o Kl 23 835 B

. 11§20/2009 2:26:42 PM (Transaction)
04, 11/20/2009 1:19:17 PM {Transaction)
03, 11/20/2009 1:19:02 PM {Transaction)
. 11§20/2009 10:59:16 AM (Transaction)
. 11/20/2009 10:55:21 AM (Transaction)

3 - Camera #3 4 - Camera #4

Camera #1 pisk:  0.167% store: Di\Store [ct=344  st=0 [ [

S
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VVTRPlay5 - When an alarm is selected using either of the previous two methods, the VVTRPlay5 window will
appear. The video associated with the transaction will play automatically. VVTRPIlay5 includes standard controls to
Pause, Fast Forward, and Rewind the video transaction. Any Meta Data associated with the transaction is also
displayed, such as Event Type, Door Name, Event Description and Person Name / Encoded ID.

'® WIRPlay5 127.0.0.1 (127.0.0.1) =
File  Setting Help
\/ANDERBILT
I'NDUSTHRIES
Transaction bright blue Transaction

Camera Caption | Back Entrance Upstairs

Events: Granted Events

Door: Rear Entrance From Stairs - Second Floor
Event Des-r Valid access

Person /1D Collins, Robert 105

| 2:06:23.328 PM /[2:06:25.795 P ]\ 2:06:28.093 PM |

| Frame:47 /

i G (0 (2 o O (&5

Transaction Date | 3/15/2010 2:06:24 PM Camera Number | 1
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Searching for bright blue Transaction Alarms

Video can also be searched through based on bright blue transactions. This is done through the standard Find
utility in the Playback application by following these steps.

1 Select the desired Date / Time range, Facility, VEVMS DVR/NVR and Camera(s), then click the VBB
Video button.

[P ———
Date & Time Facility

I™ Segmented From | 3/ 52010 ~| [ 800.00aM ==
@ Contirmous

To | 52010 =] | 85635aM =

P —
Camera Select

™ Back Entrance Upstairs [NVR] I Back Entrance Downstair:
™ Warehouse [NVR]

I Wideo Lab [NVR]

™ stock rooe [NVR]

Stote Mode
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2 Specify the Event Type or keep the default of All Event Types and click OK.

VEB Video

Events:
- All
d Granted Events

I~ All @ Specify

[” Denied Events Doos: (

[” Door Events

3 View the associated video in Playback. It will appear like any other video event type (VMD, Contact Input,
etc.), except extra fields will appear listing any Meta Data associated with the transaction, such as Event
Type, Door Name, Event Description and Person Name / Encoded ID.

% PlayBack Local( D:\Store\MM_03-2010\dd-15\hh-14\Cam01150314 )0 Query: <All Events> (=%
File Save Find:--> From 3/15{2010 6:00:00 AM To 3/15/2010 2:08:36 PM Go To Frame Yiew Tools LogOut Help

ANDERBILT i
V et U E 4 Screens Date TimeBeg. TmeEnd  Frames Cam

PlayBack

3/15/2010 11:021248M  11:02:13 &M [ 1
i 3/15/2010 11:02184M 11:02194M 10
SatRackE 3/15/2010 11:01:22. 44 11:01:23 AM 3
bright blue Transaction . 3/15/2010 11:01:234M 11:13:25 AM 8
3/15/2010 11:13:254M  11:34:59 AM &
Camera Caption 3/15/2010 11:34:59 M  11:54:29 AM 4
Back Entrance Upstairs 3/15/2010 11:54:2958M 11:54:33 M 4

341572010 11:54:334M  11:54:39 &AM
3/15/2010 11:54:394M  11:54:43 AM
3415/2010 11:54:434M 11:57:58 AM
31572010 1215.03PM 121503 PM
3/15/2010 1215:03PM  12:29:42 PM
3/15/2010 12:29:42PM 12:31:28 PM
3/15/2010 12:31:28PM  12:35:40 PM
341572010 1:44:27 PM  1:44:28 PM
3/15/2010 1:44:28PM  1:45:58 PM
315/2010 1:56:29PM  1:56:35 PM
3415/2010 1:58:56 PM  1:53:01 PM
3/15/2010 1:41:40PM  1:41:40 PM
315/2010 11444 PM  1:14:45PM
341572010 1:14:45PM  1:20:00 PM
3/15/2010 1:20:00PM  1:32:47 PM
3/15/2010 1:32.47PM  1:36:19 PM
315/2010 1:36:19PM  1:36:46 PM
341572010 1:36:46 PM 1:40:27 PM
3/15/2010 20214PM  20219PM
3/15/2010 2:04:27 PM  2:04:32 PM
3 2 M 2 )

2:06:23.328 PM | / 2:06:25.890 PM ; \ 2:06:28.083PM | Events: | Granted Events

\ Frame: 48 ) Door: Rear Entrance From Stairs - Second Floor

R W= RN S

=

B
3
a0
70
10
[
5
5
4
4
4

Event Des yg);
l - \ Valid access

R > M Person/ID | Collins, Robert 105
(4 / »o .
Actual S A AR AN ARG A AL Digital Zoom
Fit Mode PO pe

Transaction Date: 3/15/2010 2:06:23 Phid Camera Number: 1

Search by Area
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Troubleshooting

CHAPTER 17

Overview

This chapter details how to troubleshoot and fix various issues with bright blue. If your system is not functioning
properly, check this chapter for possible fixes. If you do not find your problem here, or if the recommended fix does
not solve the problem, contact technical support for assistance.

Device Communication

If devices are not communicating, there may be:

= Device addressing Issues
=  Wiring problems

Device Addressing Issues

If multiple RS-495 devices are given the same address on installation all or some of the devices will not work or
will only work intermittently. To correct, disconnect all of the devices and reconnect one at a time to diagnose the
problem. Re-address the duplicate device to a unique address.

Wiring Problems

If the communication wiring to a device is reversed, communication to all other devices on that channel may go
down. To correct, disconnect all of the devices and reconnect one at a time to diagnose the problem. Once the
reversed device is found, wire correctly.
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Upgrading Software

Manually Unlock Doors for Upgrade
When finishing an upgrade of the bright blue software, the system will briefly lose communication, causing the
doors to lock. It is recommended that you use the Door Status and Control section of bright blue to manually

unlock any commonly used doors before running the upgrade. The doors will stay in the unlock state until system
communication is restored, at which point they will revert to their normal function.

Disable Encryption

If upgrading to 2.0 or above it is necessary to turn off SSL encryption. See the bright blue Pin Functions section for
details on disabling SSL.

File Not Authorized Warning While Upgrading

Check the date that bright blue is set to. This error occurs if bright blue's date is out of synch with the current date.
If the date will not reset the battery needs to be changed. See the Battery Replacement section for details.

System Reboot

When the system is rebooted (as in the case of a power outage) it takes a little time for the personnel database to
reload. During the reloading process the doors of the system will function normally, however activity will not be
logged until the reloading process is finished. This means that the Activity Monitor and the Door Status and
Control sections will not show activity or status until the system has reloaded.

Discovery and Configuration Tool

If either bright blue or an VBB-NRI cannot be found by the Discovery and Configuration Tool:

»=  Check to make sure any local Firewall software is turned off
= Make sure they are on the same local network as the computer running the Discover and Configuration Tool

Errors When Logging In or Saving Records to the Database

If you receive an error message when logging in or when attempting to save data to the database:

1 Hold the bright blue RESET/SHUTDOWN Switch located behind the top left corner of the Mercury
EP4502 Controller for at least 10 seconds.

2 After 10 seconds LED D7 will stay on sold and the bright blue will power down within 1 second.

3 Remove power from MAIN POWER IN VBB and reconnect to power up bright blue.
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4 If operation is not restored contact Vanderbilt Technical Support.

Date and Time

Incorrect Date/Time

If the system is working properly, but the date and time are not correct, then the Lithium battery on the bright
blue board needs to be replaced. See the Battery Replacement section for details.

Slowly Losing/Gaining Time

If the time is either gaining or losing minutes (as in, becomes 10 minutes fast or 10 minutes slow over the course
of a day or week) then the Lithium battery on the bright blue board needs to be replaced. See the Battery
Replacement section for details.
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Index

7
& @ VBB-NRI G2 PIN Connections * 109
A

A —R2 Status LEDs « 139
Abbreviations ¢ 205

AD-400 Series Lock Configuration ¢ 159
AD-400 Series Wireless Locks * 151
Additional Configuration * 164
Addressing 62, 119, 129
Addressing the AD-300 Lock 143
Addressing the SBB-RI ¢ 69
Addressing the VBB-RI « 53
Addressing the VIP Lock « 148
Allegion ENGAGE Account * 196

B

Battery Replacement * 46

Before Installation « 18

Before Powering System ¢ 18

bright blue * 22

bright blue Date and Time Setup * 39
bright blue IP Configuration * 30
bright blue LED Indicators * 30
bright blue Pin Functions « 26

bright blue Pin Layout * 26

C

Cable Requirement Chart 19
Cameras * 221

Commission / Configure GWE — ENGAGE
Gateway * 173, 197
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Commission LE Series Locks ¢ 197
Compatible UL evaluated equipment ¢ 12
Configuration « 115, 125, 136, 222

Configuration GUI (Graphic User Interface) o
82, 102

Configuration Guidelines * 24

Configure Communications Delay and Retry
Timing * 176

Configuring GWE — ENGAGE Gateway and LE
Locks * 196

Configuring GWE - ENGAGE Gateway and
NDE Locks * 172

Configuring PIM « 214
Configuring the WRI « 217
Configuring WA Series Locks * 218

Connecting to bright blue * 52, 62, 68, 87, 108,
117,127, 142, 147

Connecting to HHD/Coupling/Linking * 162

Connecting to Read Head « 54, 70, 88, 109, 120,
130

Connecting to Read Heads « 62
Contacts and Pin Functions ¢ 142

Contacts, Relays, and Pin Functions ¢ 146

D

D1 (A)/ D2 (B) — Status LEDs » 117, 127
Date and Time « 236
Declaration of Conformity * 15

Define ENGAGE Devices in bright blue * 177,
197

Device capacities * 212
Device Communication * 234

Device Power Requirements * 21
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DHCP Configuration * 37, 80, 99
Diagnostics * 160

Dimensions ¢ 23

Disconnecting PIM from the link mode * 216

Disconnecting WA Series Locks from the link
mode 219

Disconnecting WRI from the link mode « 217
Discovery and Configuration Tool « 235
Download ENGAGE App * 173, 197

E
E Locks w/ ENGAGE Technology « 175

Electrical Wiring Considerations 18
Enclosure * 114, 124, 134
Enclosure Installation ¢ 25

Environmental conditions * 50, 66, 75, 95, 115,
125, 135

Environmental Consideration * 19

Errors When Logging In or Saving Records to
the Database * 235

F

Factory Reset and Power down * 107

Features * 25, 48, 49, 58, 65, 74, 94, 114, 124,
134, 141, 145

Firmware Designation 13

G

Gateway (GWE - ENGAGE) ¢ 169, 193

GWE — ENGAGE Gateway Wiring Instructions
* 171, 196

GWE - ENGAGE Gateway, NDE Lock and
SMS Addressing * 172, 196

H

Hardware Not UL Evaluated * 12

Highlights « 23, 48, 58, 65, 74, 94, 113, 123, 133
Hours of Technical Support « 17

How this book is organized « 16

Installation and Configuration Steps * 24

Installing Diode for Lock Wiring - Relay * 56,
90, 111, 122, 132

Installing Microsoft Java Virtual Machine * 213
Installing the CDT software * 213
Internet Options * 214

J

J-15 — Read head voltage selector « 138
J2 — Reader Interface Addressing * 116, 126
J3 — On Board Tamper Connection ¢ 116, 126

J4 — RS485 Communication Line Terminator ¢
116, 126

L

LE Series Wireless Locks * 194

Link LE Locks to GWE — ENGAGE Gateway
197

Link NDE Locks to GWE — ENGAGE Gateway
* 179

Linking and addressing locks to the PIM « 212
Linking/Addressing * 159
Log In to SUS « 155

M

Magnetic Stripe Reader * 56, 63, 72, 89, 110,
121,131

Mounting * 66, 75, 95

N

NDE Series Wireless Locks ¢ 170, 172
@]

Operation Testing and Maintenance ¢ 14

Optional - Powering Directly From a Power
Supply 128

Optional - Powering SBB-RI Directly From a
Power Supply * 69
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Optional - Powering VBB-RI Directly From a
Power Supply * 53

Optional - Powering VRI-1 Directly From a
Power Supply ¢ 118

Overview * 22, 47, 57, 64, 73, 93, 113, 123, 133,
141, 145, 149, 168, 192, 204, 220, 234

P

P2 - VBB-NRI G2 pin connections * 109
P2 - VBB-NRI pin connections * 88

P3 - SBB-RI pin connections * 71

P3 - VBB-RI Pin Connections * 55

Pair to PDA « 155

Panel Interface Module (PIM400-485-VBB) -
150

PIM400 Configuration * 155

PIN Connections * 62

PIN Functions * 59, 116, 126, 136
PIN Layout * 59, 115, 125, 135
Power Supply Requirements * 23
Preface « 16

Proximity Reader * 63, 89, 110

R

Reader and I/O Assignment * 61

Recommended Wire Chart ¢ 54, 62, 70, 88, 109,
120, 130

Requirements * 18

Run wireless software * 213

S

S1 —-Addressing ¢ 139

SBB-RI (Legacy) * 64

SBB-RI Enclosure * 65

SBB-RI Pin Functions * 67
SBB-RI Pin Layout * 66

Schlage AD-400 Components * 150
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Schlage AD-400 Series Wireless modules « 150
Schlage Adaptable AD-300 Series Locks * 141
Schlage Adaptable AD-400 Series « 149
Schlage LE Series Components * 193

Schlage LE Series Wireless Locks * 192
Schlage LE Series Wireless Modules * 193

Schlage NDE Series  Wireless Locks with
ENGAGE « 168

Schlage NDE Series Components * 169
Schlage NDE Series Wireless Modules * 169
Schlage VIP Locks * 145

Schlage Wireless Modules * 207

Schlage Wireless Readers * 204

Schlage Wireless System Components ¢ 205

Searching for bright blue Transaction Alarms
231

Set PIM400 Address ¢ 156

Specifications « 48, 58, 65, 74, 94, 114, 124,
134, 141, 145

Standard features ¢ 134
Standard Features ¢ 65, 74, 94

Static IP Configuration (Recommended) « 30,
75, 95

Symbols and conventions ¢ 17

System Reboot « 235
T

TB1 - TB5 Contact inputs * 137
TB10 — TB1 Relay Outputs « 138

TB2 — Power source and contact inputs ¢ 116,
126

TB4 — Reader Head Connections * 121, 130
TB6 - Communications * 137

TBY7 - Power source * 136

Troubleshooting * 234
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U.S./International Technical Support ¢ 17
UL Evaluated Firmware * 13

UL Listing Summary * 12

Upgrading Firmware « 90, 111
Upgrading Software * 235
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Vanderbilt Industries Copyright Notice * i
VBB-NRI « 73

VBB-NRI Enclosure * 74
VBB-NRI G2 « 93

VBB-NRI G2 Enclosure * 94
VBB-NRI G2 IP Configuration * 95
VBB-NRI G2 Pin Functions ¢ 105
VBB-NRI G2 Pin Layout * 105
VBB-NRI IP Configuration * 75
VBB-NRI Pin Functions * 85
VBB-NRI Pin Layout * 84
VBB-OBRI « 57

VBB-RI « 47

VBB-RI Enclosure * 49

VBB-RI Pin Functions « 51
VBB-RI Pin Layout * 50

Verifying Upgrade/Checking Version Number ¢
91, 112

VEVMS-VBB Video Server Integration * 220
Viewing bright blue Transaction Alarms ¢ 228
VRI-1+113

VRI-1S3 « 123

W
WA Series Locks (WA) « 207

Web Browser Requirements ¢ 20
Who should use this book « 16
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