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Open Options Software License Agreement 

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO CUSTOMERS 
FOR THEIR NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW. 

DEFINITIONS: Open Options shall mean Open Options, LLC, which has the legal right to license 
the computer application known as DNA Fusion herein known as the Software.   Documentation 
shall mean all printed material included with the Software.  Licensee shall mean the end user of 
this Open Options Software. This Software Package consists of copyrighted computer software 

and copyrighted user reference manual(s). 

LICENSE: Open Options, LLC, grants the licensee a limited, non-exclusive license (i) to load 
a copy of the Software into the memory of a single (one) computer as necessary to use the 

Program, and (ii) to make one (1) backup or archival copy of the Software for use with the same 
computer. The archival copy and original copy of the Software are subject to the restrictions 
in this Agreement and both must be destroyed or returned to Open Options if your continued 

possession or use of the original copy ceases or this Agreement is terminated. 

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer 
or distribute the original copy or archival copy of the Software or the Documentation. 

Licensee agrees not to translate, modify, disassemble, decompile, reverse engineer, or create 
derivative works based on the Software or any portion thereof. Licensee also may not copy the 
Documentation. The license automatically terminates without notice if Licensee breaches any 

provision of this Agreement. 

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end 
user customer.  By installation of the software, the end user customer and reseller agree to be 

bound by the license agreement and warranty. 

LIMITED WARRANTY: Open Options warrants that it has the sole right to license the Software to 
Licensee. Upon registration by the Licensee, Open Options further warrants that the media on 
which the Software is furnished will be free from defects in materials and workmanship under 
normal use for a period of twelve (12) months following the delivery of the Software to the 

Licensee. Open Options’ entire liability and your exclusive remedy shall be the replacement of 
the Software if the media on which the Software is furnished proves to be defective. EXCEPT 

AS PROVIDED IN THIS SECTION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND 
FITNESS FOR A PARTICULAR PURPOSE ARE EXPRESSLY DISCLAIMED. IN PARTICULAR, EXCEPT 
AS PROVIDED IN THIS SECTION, WITH RESPECT TO ANY PARTICULAR APPLICATION, USE OR 
PURPOSE, LICENSOR DOES NOT WARRANT THAT THE PRODUCTS WILL MEET THE LICENSEE’S 
REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE COMBINATIONS OF 3RD PARTY 

SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE OPERATION OF THE 
PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR ITS 

VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF 
BUSINESS, NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY 
KIND WHETHER UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’ 

LIABILITY EXCEED THE PURCHASE PRICE OF THE SOFTWARE.  
The disclaimers and limitations set forth above will apply regardless of whether you accept the 

Software. 

TERMINATION: Open Options may terminate this license at any time if licensee is in breach of 
any of its terms or conditions. Upon termination, licensee will immediately destroy the Software 
or return all copies of the Software to Open Options, along with any copies licensee has made. 

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including 
patent and copyright laws. This Agreement will govern any upgrades, if any, to the program that 
the licensee receives and contains the entire understanding between the parties and supersedes 

any proposal or prior agreement regarding the subject matter hereof.
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The integration of DNA Fusion and BioConnect allows for the enrollment of biometric templates seamlessly 
through DNA Fusion.

BioConnect provides an easy way to manage BioConnect readers with access control systems. The 
BioConnect software is used exclusively as an enrollment utility. Users are available within the BioConnect 
enroller as soon as they are created within DNA Fusion. Likewise, BioConnect modifi cations are available 
as soon as they take place within DNA Fusion access control system. For more information on BioConnect 
installation settings, see BioConnect’s Installation Guide.

Follow the steps below to integrate BioConnect’s Enterprise Software and hardware with DNA Fusion.

The steps are the following:

Step 1: Confi guring a BioConnect Reader in DNA Fusion - Wire the BioConnect reader to the reader port of a 
panel (Ex. subcontroller). When adding the reader in DNA Fusion, ensure that the Allow Biometrics checkbox 
is marked.

Step 2: BioConnect Suprema Licensing - Open command prompt to “install” the BioConnect Suprema 
license.

Step 3: Installing the BioConnect Software - Go to ooaccess.com and click the link Bioconnect Install 
Package. Download the desired software and follow the BioConnect installation instructions. After the 
BioConnect installation, open the BioConnect Server Setup Assistant to confi gure server and port settings.

Step 4: Confi guring BioConnect - Confi gure the BioConnect reader in the BioConnect software. Enroll users  
with an enrollment reader and sync biometrics to DNA Fusion.

Troubleshooting - Readers that fail to establish a connection with BioConnect may need to be factory reset.  
Set the reset switch and apply power to the device. Set PC Network settings to match the BioConnect device 
then open BioStar to adjust the device’s network settings.
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 Confi guring the BioConnect Reader in DNA Fusion
This section covers the wiring process for BioConnect readers. The readers are wired to the reader ports 
of an access control panel and the network through a TCP\IP port. For more information on the reader, see 
the device’s hardware guide.

Wiring the BioConnect Device
The table below shows a wiring example between an Access Control Panel and a BioEntry Plus biometric 
reader.

ACCESS CONTROL PANEL BIOENTRY READER
Vout Power +12V

DAT D0 Wiegand Data 0
CLK D1 Wiegand Data 1

GND
Wiegand GND
Power GND

1. Wire the Power +12V wire to the Vout terminal.
Recommended power requirements: 12V ± 10%, at least 500 mA.

2. Wire the Power GND wire to the GND terminal.

3. Wire the Wiegand Data 0 wire to the DAT D0 terminal.

4. Wire the Wiegand Data 1 wire to the CLK D1 terminal.

5. Wire the Wiegand GND wire to the GND terminal.

6. Connect  Ethernet cable to the readers TCP\IP port.
 The minimum requirement is a CAT-5 Ethernet cable.

7. Attach the other side of the Ethernet cable to a Ethernet hub.
 Ensure that an Internet connection is available.

Adding the BioConnect Reader to DNA Fusion
To add the device to DNA Fusion:

1. Open DNA Fusion.

2. Open the Hardware browser.

3. Expand the desired SSP tree.

4. Expand the desired SIO tree.

5. Right-click on an available reader port and select Add Door > Use Default.

6. Add a Description for the door.
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7. Click on Advanced.

 

8. Check the Biometric Verifi cation checkbox.

 

9. Click Ok and Yes to download the changes.
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 BioConnect Suprema Licensing
In addition to acquiring a Suprema license, some confi guration is needed to “install” the license.

To install the license:

1. Open Command Prompt as an administrator.

2. Change the directory.
 a. Type CD\ and tap Enter.

 b. Type CD “Program Files (x86)\DNAFusion\Tools” and tap Enter.

3. Type:
DNASet.exe -n=”Suprema BioConnect Enrollment” -c= -sv=”C:\Program Files (x86)\BioConnect\   

 BioConnect Client\BioConnect.Client.UI.exe”

4. Tap Enter.

5. Once the script is ran, close and reopen DNA Fusion.

6. Click on Help > About DNA
 The Suprema license is listed as (installed).
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 Installing the BioConnect Software
The BioConnect Install package includes the client and the server installation fi les. Windows SQL Server 
2014 or higher is required for the latest BioConnect Install (SQL Server 2014 is included in the Enterprise 
version).

Download the latest BioConnect Install package from ooaccess.com.

The BioConnect software fi le contents:

● BioConnect Integration Software

● BioConnect Networking Utility Tool

● BioStar Confi guration Software

Installing BioConnect
1. After the fi les are download, open the BioConnect Install Package to begin the installation.

2. Agree to BioConnect’s licensing terms and condition.
Default Path: C:\ Program Files (x86) \ BioConnect.

3. Click Install.

4. Select an installation type.

Client Install: Installs the “Client” only. The “Client” install manages biometrics for users.
Server Install: Installs both the “Server” and the “Client” and is responsible for system maintenance   

 purposes.

● Rabbit Confi guration Tool

● BioMini Driver
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5. Choose any additional applications to download and select Next.

 

6. Choose the components to install and click on Next.

 

7. Choose a location for the Erlang OTP setup and click on Next.
 OR
 Leave the location as default and click on Next.
 Default Path: C:\Program Files\erl10.4

 

8. After the program is installed, close out of the window.
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9. Choose which components to install for the RabbitMQ Server and click Next.

 

10. Choose a location for the RabbitMQ Server setup and click on Next.
 OR
 Leave the location as default and click on Next.
 Default Path: C:\Program Files\RabbitMQ

 

11. Once the installation is complete, click on Next.

 

12. Once the setup is complete, click on Finish.
 The BioConnect Networking Tool setup window opens.
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Installing the BioConnect Networking Tool
To install BioConnect:

1. Click Next.

 

2. Choose a diff erent location for the BioConnect Networking Tool and click on Next.
 OR
 Leave the location as default and click on Next.
 Default Path: C:\Program Files (x86)\BioConnect\BioConnect Networking Tool

 

3. Click on Install.
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4. Once the BioConnect Networking Tool is downloaded, click Finish. 

 

BioConnect Server Setup Assistant
To setup the BioConnect server:

1. Open the BioConnect Server Setup Assistant.

2. Click Next to see recent version updates.

 

3. Click Next.

 

4. Click Next.
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5. Select a License Setup that applies to the system.

 

Online Activation
 a. Enter the Activation Code and the number of devices     
  included with your license.

 b. Select Activate.

  If successful, the license will appear on the screen.

 c. Click Next.

Offl  ine Activation
Contact the BioConnect Technical Support team at support@bioconnect.com to acquire an offl  ine license

 a. Copy the license fi le and save it onto the BioConnect     
  Enterprise Server.

 b. Click the Browse button.

 c. Locate the saved license fi le.

 d. Click on Activate to validate the license.

  If successful, the license will appear on the screen.

 e. Click Next.

Trial Activation
BioConnect Enterprise install includes a trial, which includes a maximum 
device limit of 1 device/reader.

 a. Click Create Trial License.

  If successful, the license will appear on the screen.

 b. Click Next.
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6. Enter the desired Windows Credential.
 OR
 Click on Use Local System.

 

7. Click Next.

8. Choose a preferred setup.
 Database confi guration begins.

  

9. Once the database is successfully confi gured, click Next.

10. If needed, uncheck the Use Default Settings to change the settings.

 

11. Once the settings are confi gured, click Next.



Page 17 Confi dential

Suprema BioConnect Integration Guide

12. Select Open Options dnaFusion for the ACM and click Next.

 

13. Enter the Server Name, Database, and select the type of Authentication.

   

14. Click on the Test Database button.

15. Click OK and click Next to confi gure service ports.

16. If needed, confi gure desired ports or use the default ports.
 Ensure that the those ports are open.

 

17. Click Next.
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18. If needed, adjust the server confi guration

 

19. Click Test.

20. Once the test is successful, click Next.

21. For the System Startup, select the Start button.

 

22. After the startup is complete, click Next.

23. Click Finish to open BioConnect.
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 Confi guring BioConnect
After BioConnect is installed, the user credentials and hardware can be confi gured.

To open BioConnect:

1. Open DNA Fusion.

2. Open the desired Personnel Record.

3. Select the Card Tab.

4. Click the Enroll drop-down menu.
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5. Click on Enroll Current Card (Suprema).
 BioConnect opens.

6. Enter the User Name and Password.
Default Username: Entertech
Default Password: Bobcat

Note: Enrolling a credential in BioConnect cannot be completed using the default, “root” level 
account.

Confi guring BioConnect Hardware
The BioConnect Enterprise software is where devices are confi gured. The user’s biometric information is 
also recorded in BioConnect.

1. Click on Manage Device.

  

2. Click on the Find Device button.

 The BioConnect Networking Tool opens.
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3. Search for devices using UCP Search or TCP Search.
UCP Search: Locates devices on local subnet. The search will result in basic device information.
TCP Search: Locates all devices using the defi ned network range. The search will result in basic    

 device information.

4. Select Start Search.

 Once the search is concluded, desired devices are shown in the results. Status determines    
 whether the device can be confi gurable.

Available: Indicates whether the device is connected to the network successfully. The device’s    
 network settings can be confi gured.

Cannot Connect: Indicates the connection was not successful. The device may be connected to a   
 diff erent server or the IP address is unreachable.

5. Click on a device.

6. Adjust the network setting of the device.
 For BEP readers, the device port must match the server port.

Port: 8001 (Generation 1 devices).
Port: 51212 (Generation 2 devices).

7. Click on APPLY CHANGES.

8. Select Start Search to reload the devices.
 The device will appear in the Device Management section of the BioConnect software.
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9. Edit the device.
 To confi gure the reader as an enrollment reader, ensure that the Enrollment Device checkbox is fi lled.

Details
Clicking on the Details tab displays information about the reader. The device can be given a Name and a 
Location. The device’s Operation Mode can be changed by selecting an option from the drop-down menu.

General Information
This tab displays information about the reader.

Network Details
This tab allows the user to edit the network settings of the device.
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Wiegand Details
In the Wiegand Details tab, the reader can be set to the desired card format and Facility Code. If needed, 
Card Offsets can also be added. The Wiegand Card Bypass allows the User ID to be sent instead of the card 
number to the controller after a successful card or fi nger authentication at the reader. Card formats that 
are included:

● Standard 26 Bit

● 32 Bit Mifare CSN

● 35 Bit Corporate 1000

● 37 Bit H10304

● 48 Bit Corporate 1000

Device Memory
Allows the user to delete all the data on the device and re-sync the device. The Factory Reset button resets 
the device to the default factory settings.

10. Once the device is confi gured, click on the Save button.

Confi guring Users on BioConnect
To add login information for BioConnect to an administrator or an operator, open User Management. User 
Management is also used for adding credential information.

1. Once the device is confi gured, select the Manage Users button.
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2. Type a name in the Name: text fi eld.
 OR

Select a name from the table.

3. Click on the “+” icon to open the credential information.

Details
The Details tab shows current credential information that includes active users and how many enrollments 
a user’s profi le contains. An Active credential signifi es that the credential is active within DNA Fusion.
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Biometrics
The Biometrics tab displays fi nger and face templates that have been recorded. The user can delete fi nger 
or facial enrollment templates in this tab.

Credentials
The user can enter badge numbers to active credentials. Selecting the Biometric Card option allows the 
user to choose which card is sent to DNA Fusion. The Card Only option (if selected) allows the selected 
card to be accepted without a biometric enrollment.

Administration
This tab allows the user access to BioConnect Enterprise by adding a username and password or through 
Active Directory. Users that have login information are allowed to add enrollments for cardholders.

Using Active Directory requires that option to be enabled in the Confi guration section of the software.

4. Once user’s credentials information is edited and updated, begin enrolling user biometrics.

Confi guring Credentials in BioConnect
To enroll in fi nger and facial biometrics, an account that is authorized for enrollments must be logged-in 
to BioConnect. The “root” level admin cannot be used to enroll biometrics. A reader that is enabled as an 
Enrollment Device must be used.
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To enroll biometric information:

1. Click on the Quick Enrollment button.

2. In the text fi eld under Name, type a user’s name.

3. Select a reader from the Reader Name drop-down menu.

4. Select the desired biometric to enroll.

5. Click the Enroll button to add a biometric template.
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 Troubleshooting BioConnect
This section covers issues involving connecting the BioConnect hardware to a network. If the desired 
hardware does not show in the Device Management window in BioConnect, the device may not be 
confi gured to the network. This method requires factory reseting the device.

Network resetting the BioEntry Plus:

1. Remove power from the BioConnect device.

2. If a BioEntry Plus is being used, set DIP switch 2 to the ON position.
 For other readers, check the device’s setup guide.

3. Apply power to the reader.
 The reader’s network settings are on default.
 Default IP Address: 192.168.0.1

4. Adjusting PC Network Settings to match the device’s.
 IP Address Range: 192.168.0.xxx
 Subnet Mask: 255.255.255.0
 Default Gateway: 192.168.0.1
 Where to change the PC Network Settings:
 a. Open the computers Control Panel.
 b. Click Network and Internet.
 c. Select Network and Sharing Center.
 d. Click on Change adapter settings.
 e. Right-click on Ethernet.
 f. Select Properties.
 g. Locate Internet Protocol Version 4 (TCP/IPv4).
 h. Select Properties.

  

5. After the changing the network settings, open BioStarConfi g.exe.
 a. Open the BioConnect installation fi le.
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 b. Open the BioStar (Confi guration Sofware) fi le.

 c. Double-click on the BioStar application.
  BioStar opens.

6. Click Search.

7. Adjust the network settings of the device to desired confi guration.

8. Click Apply.

9. If required, set the DIP Switch of the reader to the original position.

10. Open BioConnect and click Manage Device.

11. Click on the Find Device button.

 The BioConnect Networking Tool opens.
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12. Search for devices using UCP Search or TCP Search.
UCP Search: Locates devices on local subnet. The search will result in basic device information.
TCP Search: Locates all devices using the defi ned network range. The search will result in basic    

 device information.

13. Select Start Search.

 Once the search is concluded, desired devices are shown in the results. Status determines    
 whether the device can be confi gurable.

Available: Indicates whether the device is connected to the network successfully. The device’s    
 network settings can be confi gured.

Cannot Connect: Indicates the connection was not successful. The device may be connected to a   
 diff erent server or the IP address is unreachable.

14. Click on a device.

15. Adjust the network setting of the device.
 For BEP readers, the device port must match the server port.

Port: 8001 (Generation 1 devices).
Port: 51212 (Generation 2 devices).

16. Click on APPLY CHANGES.

17. Select Start Search to reload the devices.
 The device will display in the Device Management table.
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