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This manual is proprietary information of Open Options, LLC. Unauthorized reproduction or
distribution of this manual is strictly forbidden without the written consent of Open Options,
LLC. The information contained in this manual is for informational purposes only and is subject
to change at any time without notice. Open Options, LLC. assumes no responsibility for
incorrect or outdated information that may be contained in this publication.

DNA Fusion™ and SSP™ are trademarks of Open Options, LLC.

The DNA Fusion™ Access Control Software and SSP™ Security System Processor use
equipment that generates, uses, and radiates radio frequency energy. If not installed and
deployed in accordance with the guidelines of this installation manual, they may cause
harmful interference to radio communications. Operation of this equipment in a residential
area may cause harmful interference, in which case the user will be required to correct the
interference at their own expense.

The DNA Fusion™ Access Control Software and SSP™ Security System Processor shall be
installed in accordance with this installation manual and in accordance with the National
Electric Code (N.E.C), ANSI and NFPA 70 Regulations and recommendations.

Publish Date: October, 2021
Manual Number: SBIGv1

© Copyright 2002-2021 Open Options, LLC. All rights reserved.
Warranty

All Open Options products are warranted against defect in materials and workmanship for two
years from the date of shipment. Open Options will repair or replace products that prove
defective and are returned to Open Options within the warranty period with shipping prepaid.
The warranty of Open Options products shall not apply to defects resulting from misuse,
accident, alteration, neglect, improper installation, unauthorized repair, or acts of God. Open
Options shall have the right of final determination as to the existence and cause of the defect.
No other warranty, written or oral is expressed or implied.
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Open Options Software License Agreement

THE ENCLOSED SOFTWARE PACKAGE IS LICENSED BY OPEN OPTIONS, LLC. TO CUSTOMERS
FOR THEIR NON-EXCLUSIVE USE ON A COMPUTER SYSTEM PER THE TERMS SET FORTH BELOW.

DEFINITIONS: Open Options shall mean Open Options, LLC, which has the legal right to license

the computer application known as DNA Fusion herein known as the Software. Documentation

shall mean all printed material included with the Software. Licensee shall mean the end user of

this Open Options Software. This Software Package consists of copyrighted computer software
and copyrighted user reference manual(s).

LICENSE: Open Options, LLC, grants the licensee a limited, non-exclusive license (i) to load
a copy of the Software into the memory of a single (one) computer as necessary to use the
Program, and (ii) to make one (1) backup or archival copy of the Software for use with the same
computer. The archival copy and original copy of the Software are subject to the restrictions
in this Agreement and both must be destroyed or returned to Open Options if your continued
possession or use of the original copy ceases or this Agreement is terminated.

RESTRICTIONS: Licensee may not sub license, rent, lease, sell, pledge or otherwise transfer
or distribute the original copy or archival copy of the Software or the Documentation.
Licensee agrees not to translate, modify, disassemble, decompile, reverse engineer, or create
derivative works based on the Software or any portion thereof. Licensee also may not copy the
Documentation. The license automatically terminates without notice if Licensee breaches any
provision of this Agreement.

TRANSFER RIGHTS: Reseller agrees to provide this license and warranty agreement to the end
user customer. By installation of the software, the end user customer and reseller agree to be
bound by the license agreement and warranty.

LIMITED WARRANTY: Open Options warrants that it has the sole right to license the Software to
Licensee. Upon registration by the Licensee, Open Options further warrants that the media on
which the Software is furnished will be free from defects in materials and workmanship under

normal use for a period of twelve (12) months following the delivery of the Software to the
Licensee. Open Options’ entire liability and your exclusive remedy shall be the replacement of
the Software if the media on which the Software is furnished proves to be defective. EXCEPT

AS PROVIDED IN THIS SECTION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND

FITNESS FOR A PARTICULAR PURPOSE ARE EXPRESSLY DISCLAIMED. IN PARTICULAR, EXCEPT
AS PROVIDED IN THIS SECTION, WITH RESPECT TO ANY PARTICULAR APPLICATION, USE OR
PURPOSE, LICENSOR DOES NOT WARRANT THAT THE PRODUCTS WILL MEET THE LICENSEE’S
REQUIREMENTS, THAT THE PRODUCTS WILL OPERATE IN THE COMBINATIONS OF 3RD PARTY

SOFTWARE WHICH THE LICENSEE MAY SELECT TO USE, OR THAT THE OPERATION OF THE
PRODUCTS WILL BE UNITERRUPTED OR ERROR FREE. NEITHER OPEN OPTIONS, NOR ITS
VENDORS SHALL BE LIABLE FOR ANY LOSS OF PROFITS, LOSS OF USE, INTERRUPTION OF
BUSINESS, NOR FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY
KIND WHETHER UNDER THIS AGREEMENT OR OTHERWISE. IN NO CASE SHALL OPEN OPTIONS’
LIABILITY EXCEED THE PURCHASE PRICE OF THE SOFTWARE.

The disclaimers and limitations set forth above will apply regardless of whether you accept the
Software.

TERMINATION: Open Options may terminate this license at any time if licensee is in breach of
any of its terms or conditions. Upon termination, licensee will immediately destroy the Software
or return all copies of the Software to Open Options, along with any copies licensee has made.

APPLICABLE LAWS: This Agreement is governed by the laws of the State of Texas, including
patent and copyright laws. This Agreement will govern any upgrades, if any, to the program that
the licensee receives and contains the entire understanding between the parties and supersedes

any proposal or prior agreement regarding the subject matter hereof.



Suprema BioConnect
Integration

The integration of DNA Fusion and BioConnect allows for the enrollment of biometric templates seamlessly
through DNA Fusion.

BioConnect provides an easy way to manage BioConnect readers with access control systems. The
BioConnect software is used exclusively as an enrollment utility. Users are available within the BioConnect
enroller as soon as they are created within DNA Fusion. Likewise, BioConnect modifications are available
as soon as they take place within DNA Fusion access control system. For more information on BioConnect
installation settings, see BioConnect's Installation Guide.

oren opTions' | hljOCONNEct

Follow the steps below to integrate BioConnect’s Enterprise Software and hardware with DNA Fusion.

The steps are the following:

Step 1: Configuring a BioConnect Reader in DNA Fusion - Wire the BioConnect reader to the reader port of a
panel (Ex. subcontroller). When adding the reader in DNA Fusion, ensure that the Allow Biometrics checkbox
is marked.

Step 2: BioConnect Suprema Licensing - Open command prompt to “install” the BioConnect Suprema
license.

Step 3: Installing the BioConnect Software - Go to ooaccess.com and click the link Bioconnect Install
Package. Download the desired software and follow the BioConnect installation instructions. After the
BioConnect installation, open the BioConnect Server Setup Assistant to configure server and port settings.

Step 4: Configuring BioConnect - Configure the BioConnect reader in the BioConnect software. Enroll users
with an enrollment reader and sync biometrics to DNA Fusion.

Troubleshooting - Readers that fail to establish a connection with BioConnect may need to be factory reset.
Set the reset switch and apply power to the device. Set PC Network settings to match the BioConnect device
then open BioStar to adjust the device’s network settings.

Suprema BioConnect Integration Guide Confidential Page 4
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Suprema BioConnect Integration Guide

Configuring the BioConnect Reader in DNA Fusion

This section covers the wiring process for BioConnect readers. The readers are wired to the reader ports
of an access control panel and the network through a TCP\IP port. For more information on the reader, see
the device’s hardware guide.

Wiring the BioConnect Device

The table below shows a wiring example between an Access Control Panel and a BioEntry Plus biometric
reader.

Access CONTROL PANEL B1OoENTRY READER
Vout Power +12V
DAT DO Wiegand Data 0
CLK D1 Wiegand Data 1
Wiegand GND
GND
Power GND

1. Wire the Power +12V wire to the Vout terminal.
Recommended power requirements: 12V £ 10%, at least 500 mA.

Wire the Power GND wire to the GND terminal.

Wire the Wiegand Data 0 wire to the DAT DO terminal.
Wire the Wiegand Data 1 wire to the CLK D1 terminal.
Wire the Wiegand GND wire to the GND terminal.

Connect Ethernet cable to the readers TCP\IP port.
The minimum requirement is a CAT-5 Ethernet cable.

7. Attach the other side of the Ethernet cable to a Ethernet hub.
Ensure that an Internet connection is available.

Adding the BioConnect Reader to DNA Fusion
To add the device to DNA Fusion:
Open DNA Fusion.

o U A W

2. Open the Hardware browser.
3. Expand the desired SSP tree.
4. Expand the desired SIO tree.
5. Right-click on an available reader port and select Add Door > Use Default.
50| 0L/14/21 20:15:3
o 1.21.R1
- 1.2.120] ¥ |01/14/21 20:13:3
ol 1.2.2: Err Properties... 5% |o1/14/21 201801
-+ ® 122
. ® 11‘2.6 Download 5% |o1/14/21 201801
-+ ® 122, Add Doar *| [l Use Default.. 107 :4
-+ ® 122 lournal 3 Use Templat .
e® 123) g UseTemplate... 15615
4@ 122 v| fa | 01/14/21 15:56:4
EHAL.| ® inp.. ® g [E] Templates... ASSA &% | 01/14/21 15:05:4
Personnel fa '3 x|l 5% o1/14/21 15:05:4
=@/ Employee Name 9 |01/14/21 15:05:4
-l All Cardholders —

6. Add a Description for the door.
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Suprema BioConnect Integration Guide

7. Click on Advanced.

@ Hardware Properties: NEW Door
- Common Properties
| R | Address
Ste: Site 1: OO-TRNG-WX~IM2
PECER Situations...
- Auto Unlock Controller: 1.2: Warehouse - D253
Notes
Door Number: ACM 3 - Door Type: Normal b
Other
Description. BicEntry Plus|
Home Page:
Point Alarm Properties
Altemate Priority: 0 - Security Level. MNormal -
[7]Do Hot Load Home Page on Alamn
Alam Media Fie:
Alam Text
Camera *None* -
¢  cancel Templates
Template Name: *None™ -
Description:
Help
Application Notes:

Check the Biometric Verification

checkbox.

@ Hardware Properties: NEW Door

-~ Common Properties

[C]] Decrement use limits
[ Bequire use limit > 0
[ Set o deny duress

[[] Host Verfication

[ Log all requests as used

[ Do NOT pulse on REX [] Enable Cipher Mode:
[ Fiter Change OF State ] Grant First Log Later
[ Alow Qvenide Cards

Logging Based on Deny Violations

[ Not-In-File: PIN Only Mode
[T Not-in-File: Cypher Mods
[[] Deactivate if bad PIN

[ Bad PIN: Card & PIN Mode:
[ Biometric failures

Sccondary Request To Exit (REX)
Address: | *None*
Secondary Reader

Address: *None*

Secondary Type:  None (Ignore data from reader)

Door Objects
Anti-Pass Back (APB) Settings
Option: | Do not alter APB lacation - Delay: |1 min -
Auto Unlock
Notes From *None* - To: | *None™ -
Door Parameters

[ Wat" for Missing Cards

Enable doorforced 3 second fiter
[1]Ne reset on Held Timer

[ Enforce CARD before PIN

[ Grant i Host Offine

1] Allow Double Swipe

Violations: |0 |~ | attempts
Reset Time: o seconds
- | 2 Edt
- || & Edi

9.

Click Ok and Yes to download the changes.

Page 7
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Suprema BioConnect Integration Guide

BioConnect Suprema Licensing

In addition to acquiring a Suprema license, some configuration is needed to “instal

To install the license:

1. Open Command Prompt as an administrator.

2. Change the directory.
a. Type CD\ and tap Enter.

EX Administrator: Command Prompt

III

the license.

3. Type:

DNASet.exe -n="Suprema BioConnect Enrollment” -c= -sv="C:\Program Files (x86)\BioConnect\
BioConnect Clienf\BioConnect.Client.Ul.exe"

BN Administrator: Command Prompt

Tap Enter.

Once the script is ran, close and reopen DNA Fusion.
Click on Help > About DNA

The Suprema license is listed as (installed).

& About.. DMA

Isonas Doors:

Dormakaba Doors
EngagelP Doors:
Handkey Il Integration

>

PSIA Pemissions:

I Suprema Integration Yes (installed) I

Yes

ioConnect\

Confidential
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Suprema BioConnect Integration Guide

Installing the BioConnect Software

The BioConnect Install package includes the client and the server installation files. Windows SQL Server

2014 or higher is required for the latest BioConnect Install (SQL Server 2014 is included in the Enterprise
version).

Download the latest BioConnect Install package from ooaccess.com.

FULL INSTALL FILE NAME VERSION DOWNLOAD
Open DX Open DX Setup.exe 636 OpenDX Download

Suprema BioConnect Integration  BioConnect Install Package - a7 BioConnect Install Package
Open Options.zip

Flex API Installation Flex API Install.exe 28 Flex API Install
Requires DNA Fusion 7.7.0.32 or

greater

The BioConnect software file contents:
e BioConnect Integration Software e Rabbit Configuration Tool
e BioConnect Networking Utility Tool e BioMini Driver
e BioStar Configuration Software

Installing BioConnect
After the files are download, open the BioConnect Install Package to begin the installation.
2. Agree to BioConnect’s licensing terms and condition.
Default Path: C:\ Program Files (x86) \ BioConnect.

]
bioconnect.

(-]

You must agree to the before
you can install BioConnect.

[]1 agree to the License terms and conditions.

3. Click Install.

4. Select an installation type.

] |
bioconnect.

Please choose the installation type:

This will install the "Client” only. When
Client Install connected to the server, the client is

used to manage biometrics for users.

This will install the “Server”, The client
will also be installed at the same time
and is required for system maintenance
purposes.

Server Install

Client Install: Installs the “Client” only. The “Client” install manages biometrics for users.

Server Install: Installs both the “Server” and the “Client” and is responsible for system maintenance
purposes.

Confidential Page 10



Suprema BioConnect Integration Guide

5. Choose any additional applications to download and select Next.

=]
bioconnect.

& BioConnect Client
> & BioConnect Services
O BioMini Driver
é; BioConnect Networking Tool

Total space required on drive: 787 MB

Space available on drive: 276 GB

6. Choose the components to install and click on Next.

4 Erlang OTP 22 Setup - X
Choose Components
Choose which features of Erlang OTF 22 you want to install. %

Chedk the components you want to install and uncheck the compenents you don't want to
install. Click Mext to continue,

Description

Position your mouse
over a component fo
see bs description.

Select components to install: PR M| Microsoft DLL's (present)

Development
- Assodations
i...[¥"] Erlang Documentation

Space required: 315.4MB

Mullsoft Install System 2,46

Cancel

7. Choose a location for the Erlang OTP setup and click on Next.
OR
Leave the location as default and click on Next.
Default Path: C:\Program Files\erl10.4

4 Erlang OTP 22 Setup - X

Choose Install Location
Choose the folder in which to install Erlang OTP 22, %

Setup will install Erlang OTP 22in the following folder. To install in a different folder, didc
Browse and select another folder. Click Next to continue.

Destination Folder

Browse...

Space required: 315.4MB
Space available: 288.5GB

Mullsaft Install System v2. 46

8. After the program is installed, close out of the window.
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9.

Choose which components to install for the RabbitMQ Server and click Next.

I RabbitMQ Server 3.7.16 Setup - X
Choose Components
Choose which features of RabbitvMQ Server 3.7.16 you want to install. E

Chedk the components you want to install and uncheck the compenents you don't want to
install. Click Mext to continue,

Description

Position your mouse
over a component fo
see jts description.

Select components to install:

RabbitMQ Server (requirg]
RabbitMQ Service
Start Menu

Space required: 14.6MB

Mullsoft Install System +2,51-1+b1

Cancel

10. Choose a location for the RabbitMQ Server setup and click on Next.

11.

OR

Leave the location as default and click on Next.

Default Path: C:\Program Files\RabbitMQ

I RabbitMQ Server 3.7.16 Setup - X
Choose Install Location
Choose the folder in which to install RabbitvMQ Server 3.7.16. E

Setup will install RabbitMQ Server 3.7.16in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 14.6MB
Space available: 287.9GB

Mullsoft Install System +2,51-1+b1

Once the installation is complete, click on Next.

I RabbitMQ Server 3.7.16 Setup —

Installation Complete
Setup was completed successfully. E

Completed

Show details

Mullsaft Install System w2.51-1+b1

12. Once the setup is complete, click on Finish.
The BioConnect Networking Tool setup window opens.

Confidential
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Installing the BioConnect Networking Tool
To install BioConnect:
1. Click Next.

ﬂ BioConnect Networking Tool Setup X

Welcome to the BioConnect
Networking Tool Setup Wizard

The Setup Wizard will install BioConnect Networking Tool on
your computer. Click "Next” to continue or "Cancel” to exit
the Setup Wizard.

2. Choose a different location for the BioConnect Networking Tool and click on Next.
OR
Leave the location as default and click on Next.
Default Path: C:\Program Files (x86)\BioConnect\BioConnect Networking Tool

ﬂ BioConnect MNetworking Tool Setup - X
Select Installation Folder
This is the folder where BioConnect Networking Tool will be installed.
To install in this folder, dick ™ext™. Toinstall to a different folder, enter it below or dick
"Browse”.

Folder:
IC:\Program Files (x86)\BioConnect\BioConnect Networking Tooll, Browse...

- cars

3. Click on Install.

ﬂ BioConnect MNetworking Tool Setup X

Ready to Install
The Setup Wizard is ready to begin the BioConnect Networking Tool installation

Click "Install™ to begin the installation. If vou want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.
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Suprema BioConnect Integration Guide

4. Once the BioConnect Networking Tool is downloaded, click Finish.

=]
bioconnect.

BioConnect has been successfully installed.

You must still run Setup Assistant before you can use your new
installation.

BioConnect Server Setup Assistant
To setup the BioConnect server:
1. Open the BioConnect Server Setup Assistant.
2. Click Next to see recent version updates.

Setup

1. Wakama

2 Wersion Lipdanes

3. BioConnect Licerms Setup
4, Sarace Credensak

& lstallatn= Type

B Daizhace Conlguraion
7. Sywtam Canfiguraion

B letegration Comectiang
0 Sarvica Port Configunation
0. Advsaced Cobgumtion
M. Sytare Startug

12 Firith

Wieloome in the BioDoneec Seiup Assitaes

Teinwill guide o thesugh the necemary g i configens your e icentty
maragarant mptem.

Pleann dick hast to bagin.

) 'wrcs Imeaasion Yideo

3. Click Next.

Setup Assistant

1. Welcome
i Version Updates
2. Version Updates

3. BieConnect License Setup

Fixes B
4. Service Credentials

. Installation Type

6. Database Configuration
7. System Configuration

8. Integration Connections
9. Service Port Configuration
10. Advenced Configuration
11, System Startup

12. Finish

+ Launch Buttons - Amag Symmetry launch butten functionality has been reviewed, fixed
and restored for supported versions. Launch buttens allow an administrator to launch
BioConnect from within the ACM application user page

« Fixed on issue where Datalake Service would time out during installation causing ather
services to have an improper install, such 2s Deep Embed functionality

« Fixed an issue where devices would continue to show online if it lost connection to
server suddenly

« Fixed an error that was being generated connecting to an IPV6 address for rabbitmg

« Fixed an issue where using multiple deep embed clients with BioMinis to do
simultaneaus enraliments caused the Ul to fresze

« General optimization, logging improvements and fixes with the Digitus CabinetShicld
Gevice

+ Increased timeout period to address a rabbitmg timeout error that could occur during
initial BioConnect installation

- General usability fixes to install, usage and replication setup -

‘ [ Watch Installation Video

BN T |

4. Click Next.

Confidential
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5. Select a License Setup that applies to the system.

Setup Assistant

1. Wisicoma
2. Veeshon Uipdaes

[P ——

4. Bandoe Credendak

& lnstaintoe Type

& Gatshiass Coalgerston

7. Sywtam Canfigurrtion e Actrentos
B ltegation Comedtiong

0 Sarvice Port Configuaton

Sulact tha option if youwith o n
EicConrect n tnal mode.

0. Areaeced Confguretion
1. Symtarn Startup
12 Fineh

(Bl Wetch Immstasion Wideo EN En

Online Activation

a. Enter the Activation Code and the number of devices

included with your license.
b. Select Activate.

If successful, the license will appear on the screen.
C. Click Next.

Offline Activation

Contact the BioConnect Technical Support team at support@bioconnect.com to acquire an offline license
a. Copy the license file and save it onto the BioConnect

Enterprise Server.
b. Click the Browse button.

Locate the saved license file.

Click on Activate to validate the license.

If successful, the license will appear on the screen.
e. Click Next.

Trial Activation

BioConnect Enterprise install includes a trial, which includes a maximum

device limit of 1 device/reader.
a. Click Create Trial License.
If successful, the license will appear on the screen.
b. Click Next.

T e b Ve

[ re———"

T e b Ve
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6. Enter the desired Windows Credential.
OR
Click on Use Local System.

Setup Assistant _ DN

1. Walzorme

Service Cradentials
. Yeesion Updes
3. BioConnes Licema Satup
Flama arrtar tha windows cradamah t2at pou sastis meis wn the SicConsectanion. B
& Service Credentials o4 wre tning Windows Authanticrtos 1o connact o-the SOL dete e, % vl be the
£ brtalrine Type windews sczourt und far camnacione,

B Codzhace Confguraion

Thix azczumt mur ba inted in tha Admerierston group os tha il e
7. Sywtam Configuratoe

E Ietegration Conaeciians Logis

. Earvize Part Jonfiguenton L
0, Adwaaed Confgarstion

1. Syatarn Startup

12 Finkh

ik here b0 use the detaut Local System acocunt 10 run the sendoss,

[ e —— [ ] [ ]

7. Click Next.
Choose a preferred setup.

Database configuration begins.

T e bt i == e T e o e o= = ] = ]

9. Once the database is successfully configured, click Next.
10. If needed, uncheck the Use Default Settings to change the settings.

1. Walzzma
2 Wersion Lipdaoes

1. BioConnect Liceme Sehup

Symmem Donfigusation

[ElLn Dufautt Satinca
4. Bande Credendak Cab ]

&, lnntairtoe Type

1 Gitabiass Coatguration
7. Sywtem Canfiguratian

E ltegation Comedtiong
0 Sarvice Port Configuaton
10. Adwasced Confguretion
1. Symtarn Startup

12 Finsh

[ — EN I TN

11. Once the settings are configured, click Next.
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12. Select Open Options dnaFusion for the ACM and click Next.

1. Visleoma

2 Werion Lipdnes

1. BioConnect Liceme Sehup
4. Serdoe Credendal

&, lnntairtoe Type

& Gatshiass Coalgerston
7. Gymam Canfiguration

B, latagration Coansctions
0 Sarvice Port Configuaton
0. Areaeced Confguretion
1. Symtarn Startup

12 Finssh

[ ‘wetch Imbalagion Yideo

A Sedextion

Flama saiact an A0 from e it baiow 4o procesd mith srisp.
Laeed Drizuard

AMEG Syrorrarty
Bizizrnect AP

Brwve Oréatal=dr

Garutws Sacunitylester
Henapaul Froiutch

Henapaul WIkPAK

Karsach EntraPam

Karyucan Aurcra

Laval O uarc S

fOpmbptomdnfuoson
DACEM GME

Paxtcn il

POST LincPLUS

RS2 Arpesk

52 Methos

| Seftwanatoaise COLREDON0

13. Enter the Server Name, Database, and select the type of Authentication.

Setup Assistant

—ox

1. Welcome
2. Version Updates

3. BieConnect License Setup
4. Service Credentials

5. Installation Type

6. Database Coni

7. System Configuration
8. Integration Connections
9. Service Port

Connection to OpenOptions

Database Connection (location of the DNA Fusion database):

Enter the following information to locate an existing database.

Database: DNAFusion

10. Advanced Configuration
11, System Startup
12, Finish

Login:

Password:

‘ [ Watch Installation Video

Connection to OpenOptions X

Database has been configured. Select Next to continue

|

14. Click on the Test Database button.

15. Click OK and click Next to configure service ports.

16. If needed, configure desired ports or use the default ports.
Ensure that the those ports are open.

Setup Assistant _ o

1. Wsicoma

. Yeesion Updes

3. BioConnes Licema Satup
4, Serace Credenssk

& lentalatne Typw

B Codzhace Confguraion
7. Sywtam Canfiguration

E l=izgniion Coneciiang
. Service Fort Configurstion
10, Adwsaced Confgambon
M. Sytare Startug

12 Fiesh

B Wrch Imeatasion Yideo

Edit TOP ot o services

Ealzsn i .a it of parts that sne requined b rurctha BioCannec: serear. Oick S’ 1o sk f

ary Forty are beng ssad by ancther program.

Dufaut port valaem can b acited & thes ios condict.
Senvice TCP posts

Logger Service:

Licanos Serdce

BigMaich Sendoe

Laara Sarece

ALK Serace

Durncar Sarnca
Bimlzrnact Cham Ui Zereice
Suprama Gan 1
Zuprama Gan 1

17. Click Next.
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Suprema BioConnect Integration Guide

18. If needed, adjust the server configuration

- ecema vanced Cenligerat
2. Weesion Lpdates " peraties
1. BioConnect Licerme Setup
R Pth ChProgram FesiRabhEMG Senvertaabhimagerer-37,1 Mk

4, Serdce Credendal
E. lnntaintion Type Sarver dcidrem: 1201 Port: 551

Ly A s
1 batshase Contauni Ao Controk [@las Dufaits

7. &ram Corfiguraton BioConnact wil crests sl uss Rs bt () virsusl ho, ussmams
E lategration Conaectiing and pamwerd mith pret vakies
0 Sarviza Port Cerfigueation
N Virtual Haat:
10, Addvanced Configuraiben
1. Symturn Startup duamarms e
12, Finish Test

haciing #Fartusl bout BCFok st

Bedching sartusl kot BCFoik_Dcrs
hecking i aser diztarmect aais_

Bedching usar Biciomact_Done
Besthanticatig uner BioCornect Done
arfigurng sser: Eislonnect permatom on vhoat: 8 Hmt Dane
Tanting FaizbthiC: cormaction. Cara
FuaksbithA] o= i urrt o ez, salect st 4o comnun

(B s Imbaasion Video EE EEEE Tl

19. Click Test.
20. Once the test is successful, click Next.
21. For the System Startup, select the Start button.

1. Walezrma
2. Version Lipdanes
3, Bionrnect Licem Sehup

System Stariug

Thin vies wil attwmct 4o sartap BioConnect Ibwill chack the sytem's combguration,
4, Sardce Credendak cerime, and conrection o both $he BicConrect ard ACK detst-eser

E. lnntaintion Type

. Gistsbiase Coafguration
7. Sywtam Canfiguraion

B letegration Comectiang
© Sarvice Port Configunation

ik Start’ b bwgin tha procems Usdaries mill e cipleyed Belom.

10 Advaseed Contausticn Succesafully mapged IP address (o the host sae
1. Syntam Startap Krexiing dint certificabe
12 Firish Cerificeos pleeady enlsin O
Sioppirg senvioes. A singpad
Urinstalkng s e Fout of 8 . Uniamsiled 0
italbeg mising seraces B outold
italied | § Done
Diatabase re-2nd (pon has sisted, This process can bk & while b com plete.
Datzbsss re-£rerypaon has comekeiad
(et g o7 M SpRheanINNE %0 Do iets
Starting sendes
Starting Logpe Senace . Done
Starting Licereie Sendce.

[ ‘wetch Imballagion Yideo EEn

22. After the startup is complete, click Next.
23. Click Finish to open BioConnect.

Setup Assistant —Oox

1. Welcome »
2, Version Updates Finish
3. BioConnect License Setup The BioConnect Setup Assistant has completed:! Clicking Finish will close this window and
4. Service Cradentials tart BioConnect client spplication

5. Installation Type

6. Database Configuration
7. System Configuration

8. Integration Connections
9. Service Port Configuration
100 Advanced Configuration
11, System Startup

12. Finish

(5 Wotch nstatton i |
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Configuring BioConnect

After BioConnect is installed, the user credentials and hardware can be configured.
To open BioConnect:

1. Open DNA Fusion.

2. Open the desired Personnel Record.

T Euents” I Jonnson, sophia I
& Employee Ifo §+ Employee Info (Page 2) B ID Badaing Card 6422

Employee

Unique ID. Type:  NORMAL ~

First | Sophia

Middls: i ' Manage User Groups

Last: [ 3ohnson

E-Mai E-Mail Emplovee

Employment

Location: carroliton v Company: | 50vz Logistics v|| & Edt

Depattment: | Accounting v Address: [ 4579 NW Road |

Ste: Fort Worth Office -

Title: Associate 2 City: | carroliton

Work Phone: | State/Prov: | T - Texas

Hire Date: 1/29/2020 [Ehd Country: | United States of Amer| Zp.

= |
8 Emioy o+ Envloee o Page2) B D Bodgng 2 Cor: 6422
e S J [@eworly B2y Trace tistory | B Has Access To | merm Situatons..
Cord Format: [None Jee Lo
Cord s e T Lstusea oatestames
I Date/Time: 0111/21 08:57:07 Created: 01/29/20 11116148
Gor e Updeted: 01/11/21 11:11:50
A Location:  1.2.D2 ACM 2 Printed:  N/A
Normal - o
" ez G-
- o £S5 Credentil Format; [None
[T 112/2021_B+] for| 0 Dayte) ¢ Aamdiycsl L0
O v vz -]
Advanced Acces Control [t

Use Limit: | Unlimited |~ APB Location: |0 - E Access Levels
[lactvete Card [lAuto Adivate Card W Sccste Loval g
[JPIN Exempt Card [JAuto Dea te Card
[CJVIP (APB Exempt) [CITime/Atter ce Card
[Aiways Download []ADA Mode
[“Joverride Card [V]1 Free APB Pass
Host Macro: | =N eat,

4. Click the Enroll drop-down menu.

hia

{Page 2) ID Badging Card: 6422

: T
| A} Enroll |T. | . Trace |

- ﬂ Enrall Current Card [ACT 1D
I!]- Enroll Current Card (lsonas) Laj

B | @ Enroll Current Card [(Supremal _}’JT'mE: £
=4 nt: A
plate ition: 1,

-

5peratur: A

@~ |11:15:00 s
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5. Click on Enroll Current Card (Suprema).
BioConnect opens.

6. Enter the User Name and Password.
Default Username: Entertech
Default Password: Bobcat

-

User Name:
Entertech

Password:

Need help? Contact support

Note: Enrolling a credential in BioConnect cannot be completed using the default, “root” level
account.

Configuring BioConnect Hardware

The BioConnect Enterprise software is where devices are configured. The user’s biometric information is
also recorded in BioConnect.

1. Click on Manage Device.

BioConnect —-0ox
= Monitoring Log Out .
Device Management @
formati

Users Readers

‘ Drag a column header and drop it here to group by that column ‘

ID T Oniine T Name ¥ Location Y Enrollment ¥ DevicelD T IPAddress T MAC

Quick Enrollment User Management Device Management a
Click s to Click dit add

add t s and upda con s

® ¥ & |

‘ Synchronization | Completed at 34000 PM ‘ Synehronization | Completed at 3:00:00 PM |

2. Click on the Find Device button.

The BioConnect Networking Tool opens.
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4.

Search for devices using UCP Search or TCP Search.
UCP Search: Locates devices on local subnet. The search will result in basic device information.

TCP Search: Locates all devices using the defined network range. The search will result in basic

device information.

Device Search

UDP Search

yor andrtum 4 s

TCP Search

Device Model

Select Start Search.

Device Search

UDP Search

UDP Search il can ene local neork and et al dvics found.

533300065 vt 10029173

TCP Search

Once the search is concluded, desired devices are shown in the results. Status determines
whether the device can be configurable.

Available: Indicates whether the device is connected to the network successfully. The device’s
network settings can be configured.

Cannot Connect: Indicates the connection was not successful. The device may be connected to a
different server or the IP address is unreachable.

Click on a device.

Adjust the network setting of the device.
For BEP readers, the device port must match the server port.

Port: 8001 (Generation 1 devices).
Port: 51212 (Generation 2 devices).

Click on APPLY CHANGES.

Select Start Search to reload the devices.

The device will appear in the Device Management section of the BioConnect software.

Device Management

Supr

‘ Drag a column header and drop it here to group by that column

+ 3 = BEPL-OC - 0017FC25:10£2 Default L] 539300066

ID Y Online Y| Name Y location ¥ Enroliment ¥ DevicelD ¥ IPAd

Total Devices |1 Online |1 Offline | 0

1002

Synchronization | Completed at 11:10:00 AM

Confidential
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9. Edit the device.
To configure the reader as an enrollment reader, ensure that the Enrolilment Device checkbox is filled.

Device Management (3]

Suprema

== ]

Drag a column header and drop it here to group by that column ‘

ID Y Online ¥ Name Y location ¥V Enrollment ¥ DevicelD ¥ 1P~

Name: BEPL-OC - 00:17:FC:25:10:E2
Location: Defauit

Enrollment Reader: (5]

d Enrollment:

: 539300066

n Mode: Biometric Only

custom
| aa + iometric & Biometric oniy | T
ard + Bometric
ard only

Total Devices |1 Online " -
0 ! siometric only e

Synchronization| Completed at 12:35:00 PM ‘

Details

Clicking on the Details tab displays information about the reader. The device can be given a Name and a
Location. The device’s Operation Mode can be changed by selecting an option from the drop-down menu.

= L] BEPL-CC - 00:17:FC:25:10:E2 | Default L] 530300066 10.0.2

Details  General Information ~ Network Details ~ Wiegand Details ~ Device Memory

Name: BEPL-OC - 00:17:FC:25:10:E2

Location: Default

Enrollment Reader:  [H]
Advanced Enrollment:

Online: [m]
Device ID: 539300066
Operation Mode: Biometric Only N

General Information
This tab displays information about the reader.

7 L] BEPL-CC - 00:17:FC:25:10:E2  Default L] 539300066 10.0.2

Details ~ General Information ~ Metwork Details ~ Wiegand Details  Device Memary

Model Name: BEPL-OC
Product Name: BioEntryPlus
Firmware Version: V1.6_140213
Template Type: Suprema

Network Details
This tab allows the user to edit the network settings of the device.

-7 L] BEPL-OC - 00:17:FC:25:10:E2  Default L] 539300066 10

Details ~ General Information  Network Details ~ Wiegand Details  Device Memory

Enabled

IP Address: 100.20.173 DHCP: O

Gateway: 10.0.21.253 MAC Address: 00:17:FC:25:10:E2
Subnet: 255.255.224.0

Server URL:

Server IP Address: 4525 250
Server Port: 8001
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Wiegand Details

In the Wiegand Details tab, the reader can be set to the desired card format and Facility Code. If needed,
Card Offsetfs can also be added. The Wiegand Card Bypass allows the User ID to be sent instead of the card
number to the controller after a successful card or finger authentication at the reader. Card formats that

are included:
e Standard 26 Bit
e 32 Bit Mifare CSN
e 35 Bit Corporate 1000
e 37 Bit H10304
e 48 Bit Corporate 1000

- 7 []

Facility Code: b
Card Format: | 56 gt Standard

Card Offset: a

Fail Code: 1

BEPL-OC - 00:17:FC:25:10:E2 Default

Details  General Information  MNetwork Details

‘Wiegand Card Bypass: O

Device Memory

L] 530300066 10.0.2

Device Memory

Allows the user to delete all the data on the device and re-sync the device. The Factory Reset button resets

the device to the default factory settings.

-7 (]

BEPL-CC - 0017:FC:25:10:E2 Default

L] 539300066 10

Details  General Information  Network Details ~ Wiegand Details  Device Memory
Ensures all user data stored Erase all data stored on the

on the device is up-to-date device, Network settings and

by re-syncing them to the operation medes will be

device erased

s -5

10. Once the device is configured, click on the Save button.

Configuring Users on BioConnect

To add login information for BioConnect to an administrator or an operator, open User Management. User
Management is also used for adding credential information.

1.

BioConnect

Users

ashboar I e
Quick Enroliment 6 1
User Management Ervalled Users Ervoliment Readers
Device Management 1 1
ot e ot e
6 1

Once the device is configured, select the Manage Users button.

—ox

Log Out

System Overview :

Readers

Quick Enrollment User Management Device Management

Click ‘Enroll Biometrics’ to

Click Manage Users’ to edit
add templates to users,

Click ‘Manage Devices" to add
and update user settings

devices and configure settings

@,@.@ ;

Support

About

‘ Synchronization | Completed at 3:40:00 P ‘
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2. Type a name in the Name: text field.
OR
Select a name from the table.

User Management (3]

Search 2 name to manage their information.
Name:

‘rwe: user name or badge number. Sync
Records found: 6
Name Y Active ¥ Credentials Y Enrolled Fingers ¥ | Enrolled Faces T
+  Karen Huey 1 [ 0
+  System Lockdown Key 1 [ 0
+  Erin Roberts 1 [ 0
+ Josh Durham 1 [ 0
+ Jim Magee 1 [ 0
+  Sophia Johnsan 1 1 0

‘ Synchronization | Completed at %:00:00 AM ‘

3. Click on the “+"” icon to open the credential information.

User Management ()]

Search a name to manage their information.

Records found: &

Name ¥ Active ¥ Credentials T Enrolled Fingers ¥ | Enrolled Faces T -
— Sophia Johnson 1 1 [}

Details  Biometrics  Credentials  Administration

Name: Sophia Johnson
BioConnect ID: 1
Active:

Enrollments:  Fingers: 1 Faces: 0

‘ Synchronization | Completed at 10:25:00 AM

Details

The Details tab shows current credential information that includes active users and how many enrollments
a user’s profile contains. An Active credential signifies that the credential is active within DNA Fusion.

— Sophia Johnson 1 1 0

Details  Biometrics  Credentials  Administration

MName: Sophia Johnson
BioConnect ID: 1
Active:

Enrollments:  Fingers: 1 Faces: 0
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Biometrics

The Biometrics tab displays finger and face templates that have been recorded. The user can delete finger
or facial enrollment templates in this tab.

|~ Sophia Johnson 1 1 ]

Details  Biometrics ~ Credentials ~ Administration
Finger Templates ~ Face Templates

Finger Index T  Template Count ¥

E] Left Index Finger 3

80 49 EXl

Delete All Templates

Credentials

The user can enter badge numbers to active credentials. Selecting the Biometric Card option allows the
user to choose which card is sent to DNA Fusion. The Card Only option (if selected) allows the selected
card to be accepted without a biometric enrollment.

= Sophia Johnson 1 1 0

Details Biometrics  Credentials  Administration

Badge Number T Active Biometric Card  Card Only
6422 (=] 0

Administration

This tab allows the user access to BioConnect Enterprise by adding a username and password or through
Active Directory. Users that have login information are allowed to add enrollments for cardholders.

— Sophia Johnson 1 1 0
Details  Biometrics  Credentials  Administration
BioConnect Login Details Locations: Other Privileges
User Mame: O] - -
Default [®] Device Admin

Password: IR TR T T T

Confirm: ssssssss eI RRRR IR

; na t
settings on the device.
Na Lagin Basic User ® Admin

[] select All Locations

Using Active Directory requires that option to be enabled in the Configuration section of the software.
4. Once user's credentials information is edited and updated, begin enrolling user biometrics.

Configuring Credentials in BioConnect

To enroll in finger and facial biometrics, an account that is authorized for enrollments must be logged-in
to BioConnect. The “root” level admin cannot be used to enroll biometrics. A reader that is enabled as an
Enrollment Device must be used.
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To enroll biometric information:
1. Click on the Quick Enrollment button.

BioConnect =i £

= Monitoring Log Out

Quick Enrollment User Management Device Management
o0 ick Mar toedit ci

2. In the text field under Name, type a user’s name.

Quick Enrollment ®

[Symchvonizaton | Complted o 114500 an |

3. Select a reader from the Reader Name drop-down menu.

Quick Enrollment o

Search a name and select a reader to enroll a user.
Name:

[symchronizstion|_Completed at 92500 A |

4. Select the desired biometric to enroll.

Quick Enrollment o

Search a name and select a reader to enroll a user.

Name:

Reader Name:

[setect a reader .. -]

Biometric Enrollment  EncodeTo Card  User Credentials

Finger Enrollment  Face Enrollment
Selectafinger: | Left Index Finger = Minimum Quality: |60 +
Left Thumb 1 [x] <]
Left Index Finger
Left Midde Finger
Left Ring Finger
Left Little Finger
Right Thumb

Right Inclex Finger
Right Middle Finger [ e |

[synevonizaton] competed at 22000 pha |

5. Click the Enroll button to add a biometric template.
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Troubleshooting BioConnect

This section covers issues involving connecting the BioConnect hardware to a network. If the desired
hardware does not show in the Device Management window in BioConnect, the device may not be
configured to the network. This method requires factory reseting the device.

Network resetting the BioEntry Plus:

1. Remove power from the BioConnect device.
2. If a BioEntry Plus is being used, set DIP switch 2 to the ON position.

Internet Protocol Version 4 (TCP/IPv4) Properties >
For other readers, check the device’s setup guide. senera
3. Apply power to the reader. :ﬁmpaﬁ:ui"jmyzdd"?f"u'"“mk‘“dm"ﬁ”m“
The reader’s network settings are on default. v
Uge the following TP address:
Default IP Address: 192.168.0.1 Paddess:
subnetmask
4. Adjusting PC Network Seftings to match the device’s. et gatenar:
. lbtain DNS server address automatically
IP Address Range: 192.168.0.xxx A
. Preferred DNS server: ]
Subnet Mask: 255.255.255.0 o —
Default Gateway: 192.168.0.1 Dvaimsetinge pmment T
Where to change the PC Network Settings: —

. Open the computers Confrol Panel.
. Click Network and Internet.
Select Network and Sharing Center.
. Click on Change adapter settings.
. Right-click on Ethernet.
Select Properties.
. Locate Internet Protocol Version 4 (TCP/IPv4).
. Select Properties.

SQ ™o a0 oo

U Ethemet Properties %
Netwarking

Connect using

I? Intel(R) Ethemet Connection (7) 1219-LM
This connection uses the following tems:

E3Client for Microsoft Networks ~
EAFile and Printer Sharing for Microsoft Networks

T Npcap Packet Driver (NPCAP)

’]? Npcap Packet Driver (NPCAP) (Wi-Fi)

A0S Packet Scheduler

. Reliable Multicast Protocal

'R ntemet Protocol Version 4 (TCP/IPv4) v

< >
Install... Uninstall I Properties I

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

5. After the changing the network settings, open BioStarConfig.exe.
a. Open the BioConnect installation file.

w | BizConnect Enterprinn 416,45 - butali Package
Howe S e

+ Db Fumien + BieCormact o BisCenrct Erteprine 1043 - inetad Package

o Bindarmuct (iréagraticn Scfwar] )
Bioaraect Metsmarking UTiey Tea!
P Bier [Configuration Saftwere) =] VWARI TP File i
ot [Ty — @ 1 '
e # Decumentatian
Conresct bnies & Drvvers Bizhliri] ®
Conrect nteger FabitoatigiestioaToal 2
g W BeCornact Entapris 4104 - Iratal Da. @
|
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b. Open the BioStar (Configuration Sofware) file.

BioStar (Configuration Software)

Share Wiew

> DNAFusion > BioConnect » BioConnect Enterprise 4,10.43 - Install Package » BioStar (Configuration Software) »

Mame Status Date modified Type Size
tss
BioStar Config @ 1/6/2021 3:07 PM File felder
BioStar 1.9.2.8 Configuration Software @ 172472018 7:34 PM Application 242 823 KB
its

s

c. Double-click on the BioStar application.
BioStar opens.
6. Click Search.

E; BioStarCenfig

192.168.0100 = & Search

7. Adjust the network settings of the device to desired configuration.

E8 BioStarConfig - O X

1921680100 = L Search 583 Adv. Search (ﬂ Detect 8633 Serial | ) Add M Delete Al (&) Refresh | B save Open Print

Network D |IP Address | Product | FW Version |DHCP | Server Status
Found Devices: 1 PY|53975.. 192.1680.1(1471)  Biontry Plus (BEPH-... V1.6_140213 X

B Connectable()

L.l Unconnectable(0)

" Server RS435

- [Clotcp PoitNo |1471 [OuseSever  PortNe 1471 Mode 539750890
Event Log

Subnet 255.255.255. 0 Time Sync with Server Apply to Others
Gateway 0.0.0.0 MAC 00:17fc:2bf1ea Refresh

8. Click Apply.

9. If required, set the DIP Switch of the reader to the original position.
10. Open BioConnect and click Manage Device.

11. Click on the Find Device button.

Device Management (53]

Suprema

Search a device name to manage its information
Device Name

Drag a column header and drop it here to group by that column ‘

ID Y Online ¥ Name ¥ Location Y Enroliment ¥ DevicelD ¥ IPAddress ¥ MAC

Total Devices| 0 Online |0 Offline | 0 Find Devices

Synchronization | Completed at 3:00:00 PM |

The BioConnect Networking Tool opens.
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12. Search for devices using UCP Search or TCP Search.
UCP Search: Locates devices on local subnet. The search will result in basic device information.
TCP Search: Locates all devices using the defined network range. The search will result in basic

device information.

Device Search

Davice IP Range

Device Type

D Version P

UDP Search TCP Search

found. TP Search will allow you o target a specifcIP or range of IPs and retur il devices foun

Select vl

Device Model

a.

START SEARCH

Status

13. Select Start Search.

14.
15.

16.
17.

Device Search
UDP Search TCP Search
TCP Seatcn il alow you toaige  specic P ofrange of I andretun al devices foun
Device P Range | 16 ]
Device Type [select v
@ Device Port | ]
n Devices List
D Version P Device Model
599750890 i 10025231 BioEntyPls
539300066 vi 10029473 BioEntyPlus

a

START SEARCH

Status
Available

Cannot Connect

Once the search is concluded, desired devices are shown in the results. Status determines

whether the device can be configurable.

Available: Indicates whether the device is connected to the network successfully. The device’s

network settings can be configured.

Cannot Connect: Indicates the connection was not successful. The device may be connected to a
different server or the IP address is unreachable.

Click on a device.

Adjust the network setting of the device.

For BEP readers, the device port must match the server port.

Port: 8001 (Generation 1 devices).
Port: 51212 (Generation 2 devices).
Click on APPLY CHANGES.

Select Start Search to reload the devices

The device will display in the Device Management table.

Device Management (3]
Suprema
Search  devica name to manage its information
Device Name
Draq 2 column header and drop it here to group by that column ‘
ID T Online Y| Name Y Location T Enroliment ¥ DevicelD T IPAd
L1 Ll BEPL-CC - 00:17:FC:25:10:E2 Default Ll 539300066 10.0.2
Total Devices |1 Online |1 Offline | 0 [Findd Davices)
Synchronization | Completed 5t 11:10:00 AM |
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